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Introduction to the TESA Hotel manual

A - INTRODUCTION TO THE TESA HOTEL MANUAL

A.1  CHAPTERS OF THE TESA HOTEL MANUAL

This manual describes how to install and use the TESA Hotel Management Software. It is divided
into several chapters, whose content is briefly described below, to facilitate its use and
consultation. These are the following:

A Introduction to the TESA Hotel manual
This chapter.

B System description

Presentation of the different components and structure of the system; useful information for
the System Administrator.

C License
Presentation of the elements provided, as well as the scope of the license acquired.

D Setup
Step-by-step description of the setup procedure for the TESA Hotel software.

E Running the programme for the first time

There is an explanation on how to proceed the first time the programme is run (Operator
Name and Password), as well as the configuration of some initial settings in the “Setup” menu.

F Creating the Locking Plan

The Locking Plan defines Who can enter, Where they can enter and When they can enter. This
chapter explains how to create it. For this purpose, it is necessary to work with several menus
of TESA Hotel:

“Users” menu, to define Who can enter. This menu defines the hotel staff (master cards),
but not the guests.

“Doors” menu, to define Where the users (hotel staff) can enter, as well as the guests.
“Hours” menu, to create the allowable access hours, that is to say, When.

“Matrix” menu, which, by means of a table, relates Who, Where and When.

Finally, there is an explanation on how to store and transfer the locking plan created.

G Operators and Operator Levels

An Operator is a User of the system, who, in turn, can access the TESA Hotel software to
manage the system. It is possible to define Operators with different grants to carry out
different management operations in the system, that is to say, different Operators Levels can
be defined.

- The different Levels are defined in the “Setup” menu.

- The Operators are added, and the Level is assigned to them by means of the “Operators”

menu.
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H Grants

The Grants allow granting or denying the access of a user to a door, modifying only the credential of
said user, with no need to modify the locking plan or reprogramme the doors with such a plan. This
is very useful on many occasions.

The Grants are managed by means of three menus:

- Firstly, the grants have to be defined by means of the “Setup” menu.

- Then, the grants have to be assigned to the doors by means of the “Doors” menu.

- Finally, by means of the “Users” menu, the grants are assigned to the users (hotel staff). The grants
for guests are assigned on the “Doors” menu and the “Check in” menu.

I Encoding keys and programming doors
Once the locking plan, the grants, etc., have been defined, it is necessary to transmit the information both
to the credentials of the users (keys, cards, etc.) and to the doors (locks, cylinders, wall readers, etc.).

It is highly advisable to carry out the programming of the doors before the encoding of the
credentials, particularly in Read/Write systems, so that the credentials are not loaded with data
unnecessarily.

- The programming of the users’ credentials (hotel staff) is carried out by means of the “Users”
menu, using the corresponding device connected to the computer (Magnetic Stripe Encoder,
Proximity Encoder, Portable Programmer for the electronic keys).

- The credentials of the guests are encoded in the “Check in” menu, and in the “Copy Guest” menu.

- Thedoorsare programmed on the spot using the Portable Programmer. Previously, it is necessary
to have connected the Portable Programmer to the computer and transfer the locking plan to it
by means of the “PP” menu (Portable Programmer).

] Wireless System

The wireless system allows the wireless devices (locks, wall readers or cylinders) of the doors to
communicate with the computer by radio, through hubs connected to it. This allows carrying out
many operations without having to go physically to the doors with the Portable Programmer

Before installing and connecting the hub(s) which will connect the computer with the locks by radio,
it is necessary to do the following:

- Configure the hubs one by one by means of the “InitHubIP” software.

- Connect the hubs to the TESA Hotel server computer network.

- Incorporate the hubs and wireless devices of the doors into the system by means of the TESA
Hotel “Setup” menu.

- Manage the wireless devices of the doors by means of the TESA Hotel “Wireless” menu.

K Site management
After installing the system, once the users start using it, it is time to manage it. This involves the
following:

- Registering and de-registering the guests who arrive in and leave the hotel by means of the “Check In”,
“Copy Guest” and “Check Out” menus.

- Encoding cards to be used in special and emergency situations, by means of the “Special Key/
Cards” menu.

- Reading and/or deleting credentials of staff and guests by means of the “Read Keys/Cards” menu.

- Managing the wireless devices of the doors by means of the “Wireless” menu.

- Reading the record of openings or events of the doors by means of the “Openings” menu.

- Updating the locks and reading their events by means of the portable programmer and the “PP”
menu.

- Managing the record of the operations carried out by the Operators in the system by means of the
“Auditor” menu.

- Generating and printing different reports by means of the “Reports” menu. These can be, for
example, users lists, doors lists, hours, locking plan, etc.

: =
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L Other Functions

There are also less common configuration functions which in certain cases can be very useful.
They can be found in the “Setup” menu.

A.2  TESA HOTEL MAIN SCREEN

The TESA Hotel main screen, which displays after installing and running the programme, is shown below.

This screen allows accessing all the menus which have been mentioned above.

The box at the top left displays the name of the operator who has accessed the application, in this
case, “TESA”.

e @ o o o @
= TESA 2 A mﬂ_ I/, E
24h (1
Check-in Copy Guest Rooms
=D [ o
\[J £ 2
a — ~
[
Special Credential Mngnt Wireless
Key/Cards
e —
. =
e .
User Activity (Programmer (PP System Log
. 1
e ASSA ABLOY

Fig.1 TESA Hotel main screen

This screen has two different zones or menus:
e The Setup menu

¢ The Reception menu

These two menus are described below
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Setup Menu

The Setup menu is displayed by clicking on — 2 o 2
the corresponding drop-down button at the = %TESA s L/ § m
top left of the main screen. © Manage Users 24h G

Check-in Copy
It has the following sub-menus: [}] manage Doors
* Users E‘éﬁme Zones /E E'\\ *
¢ Doors 7]

22 A Matri
e Hours G Access Matrix Special Creden
Key/Cards
o Matrix Manage logins
Operators
* P @ Setup Reports : [
e Reports e ~
.
System Set
® Setup @ i User Activity (Progra
This menu is used in the start-up, for
configuration of the system and creating the e
different users (hotel staff), hotel doors,
times, locking plan, etc. L
N T ACCA

Reception Menu

The Reception menu occupies the central part of the main screen, and is used for the day-to-day
management of the hotel (Check In and Check Out of guests, reading and encoding of cards, monitoring
of openings, etc.).

fi"' ° fi“ ° fi" ®
Itis comprised of the following sub-menus. 2anll @R‘ —IE)
¢ ChECk In Check-in Copy Guest Rooms

e Copy Guest

. i
Special Key/Cards @ a= L)
» Read Keys/Cards : ] -
Special Credential Mngnt Wireless
e Wireless Key/Cards
¢ Openings .
e P.P.(portable programmer) : EQ
o Auditor e -
User Activity (Programmer (PP System Log

8

V10/2017 —
ASSA ABLOY



System description

B — System description

TESAHOtel Platform ..ottt ittt ettt eeeeeeneeesneesasesasesesennnsas

V102017 9



TESA Hotel manual

. =

V102017 m—
ASSA ABLOY



System description

B - SYSTEM DESCRIPTION

B.1 TESA HOTEL PLATFORM

The TESA Hotel platform is made up of a server and one or more clients that access it.

Mobile Phones

Local Area Network D D
1 1

S TESA Hotel Server Instance
o - 1 1
PMS Service Application Server ’\ *
[

i | TS e
Data Server | \_A\/‘
[ [ T

Web Browsers

Fig.2 System overview

The server, in turn, is made up of 3 components:

PMS Service: this is the PMS Service which is run in the server. By default, it uses the TCP Port 7779.

« Data Server: this is the database server in charge of providing data to the clients through the
LAN network. By default, it uses the TCP Port 3050.

» Application Server: this is the application in charge of running the applications on the server
side. By default, it uses the TCP Port 8181.

» Time Service: this is a Service which is configured during setup, and allows synchronising the
date and time between the updaters and the PCs of the system. It uses port 10101.

The applications on the server side are in charge of running the centralised logic, for example:
* Wireless System management
* Database backup and purge

e E-mail alerts

The application server offers two types of interface, which can be accessed either from inside or
outside the LAN network, through the HTTPS secure protocol:

e HTML for access by WEB browser

¢ SOAP web service interface
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C - License
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License

C- LICENSE

C.1  INTRODUCTION

The license folder of the TESA Hotel system is made up of the following elements:

¢ Pendrive with the TESA Hotel management software customised with initial DATA file, manuals
and tools.

* Setup identification system code.

AS5F1CF72

Fig.3 Pen drive with license in the file supplied
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C.2 TESA HOTEL MANAGEMENT SOFTWARE

This is the computer application through which the locking plan of the site is scheduled and managed.
Therefore, it basically allows making a decision as to whom, where and when access can be granted.

The main features of the TESA Hotel V6.xx software are:

e [Easytouse.

It allows managing all the access control products: electronic locks, electronic cylinders and wall
readers (on/off-line).

e It can be run on any PC with Windows Vista, Windows 7, Windows 8, Windows 10, Windows Server
2010 or Windows Server 2012 installed.

» Network connection possibility.

C.3  CUSTOMISED DATA FOLDER

The data related to each site are stored in a file called Data.fdb which is saved in a folder called “Data”.
These are the data referring to the users, doors, time zones, etc., and they are customised and exclusive
for each site, with its own, unique system code.

Therefore, the aforementioned “Data” folder and the files it contains make up the locking plan of a site.

The “Data” folder is created by Talleres de Escoriaza, S. A. and each Data folder is assigned a unique and
exclusive System Code.

A System Code is an 8 digit code made up of letters (A-F) and/or numbers (0, 1,..., 9), such as, for example:
ASF1CF72.

When a Datafolderis created, itis empty of information. There are no doors, users or time zones defined.
Only the System Code is assigned to it.

The distributor or final user is the party who must create the specific locking plan for the site, as
described in the corresponding chapter of this manual.

Once the customised locking plan has been created, it is advisable to make a backup of it. In order to

make a manual backup, stop the services, copy the Data.fdb file to a secure destination and start the
services again.

C4  LICENSETYPES

The TESA Hotel system, to better fit the real needs of each site, offers several license types, based on the
following features:

* number of doors: 30, 75, 150 and unlimited
» system type: Read | Write or Wireless

* “mobile app” license, which includes the remote opening by mobile functionality

In the event of having a license with a door limit, but the number required exceeds the limit specified by
the license, the software will not allow adding more doors. In order to add more doors, it will be
necessary to expand the license.

TESA

16 V10/2017 —
ASSA ABLOY



C5

License

LICENSE EXPANSION

In the event of requiring a license expansion, it is necessary to contact the distributor and place a
license upgrade order.

The license expansions that require an order are: opening by mobile App, NFC management,
mobile BLE app, System change and Expansion of the number of doors. Contact your distributor
if you wish to acquire any of these upgrades.

¢ The order must be accompanied by a copy of the “license.zip” file, which is imported and
exported using the “Tools” application.

This file can either be sent by e-mail or in any other digital format.

* Once the order has been placed, a new “license.zip” file will be sent to you by Talleres de
Escoriaza, S. A.
The new “license.zip” file must be imported with the “Tools” application.

As from that moment, it will be possible to run the management software as you did before.

Export the “license.zip” file using the application “Tools.exe”

1 Ensure the TESA Hotel application is closed.

e®
Organize Open Burn Mew folder =~ @

2 Run the Tools.exe application, Nome S = Datemodfid  *
whichisinthe same directory asthe [ pCToLackMsgs.us 13KB  USFile 03/03/2017 3:16
[P & pMssen 3574 KB Applicat 03/03/2017 6:06
TESA Hotel application (by default, Lisaee 45 GTAEED o
| rect.pem 3KB PEMFile 20/11/201215:06
C-\Tesa HOtEl). ] ssleay32.dil 296K8 Applicetion extension  23/01/2012 22:32
% TESAHotel 2073KB  Application 03/03/2017 6:06
) TimeService 47TKB  Application 03/03/2017 6:06

|52 Tools R 1213KB  Application 03/03/20176:06 | ‘5 ‘l
€ Uninstall b 466 KB Application 15/02/201819:18 -
a 1 | »
X Tools Date modified: 03/03/2017 6:06
Application Size: 1,18 MB

3 C(Click on the “Export License” 1 X

Erase from

button. T || s

© ) v
| e

K

_ﬁ\ﬂ\ﬁm{@malhm#mﬂ] : TESA Hospitality
“ " e | eS|
4 Enter an “Operator” name and 4 & i —

Operator

“Password” that are valid in the vl | B J S
TESA Hotel application.

Export License || Import License e

. . >y T <4 N 5carch T2 T ——
5 Save the license file in your . < Local Disk (C) b TesaHotel » o || 5earch Teso Hotet o
preferred folder in order to send n Rl lisiiatls - ®
. . B Desktop 4 N i Date modified Ty si
this file to Talleres de Escoriaza, S.A. et e
“R £ appServer 15/02/201818:14  File folder
RS B backup 15/02/20181917  File folder
st backupManager 15/02/20181944  File folder
ﬁg{Dmnes Data 15/02/2018 19:18 File folder
B " =
? M""m" i | dbServer 15/02/201819:43  File folder
i o drivers 15/02/20181914  File folder
[&] Pictures
B Videos
L
1M Computer
&, Local Disk (C:)
m il 2
File name: license -
Save as type: [License files -
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6 If the file is exported correctly, the
corresponding confirmation notice will
appear.

Import
Users/Doors|

Import the new “license.zip” file using the application “Tools.exe”

When Talleres de Escoriaza, S. A. sends you the new updated license, it must be imported using
Tools.exe, as follows:

1 Ensure the TESA Hotel application is closed.

.« Loca.. b Tesa.. b ~ [ #4 | Search Tesa Hotel 2
Organize Open Burn Mew folder =~ 0 @
2 Runthe Tools.exe application, which is in Name Size Type Date modified 2
the same folder as the TESA H OtEI | PCTolockMsgs.us 13KB USFile 03/03/2017 3:16
. . i PMSService 3574 KB Application 03/03/2017 6:06
appllcatlon (by dEfaUItl C‘\Tesa HOteI)' _| root.pem 3KB PEMFile 20/11/201215:06
%] ssleay32.dII 296 KB Application extension 23/01/2012 22:32
[y TEsAHotel 2073KB  Application 03/03/2017 6:06
) TimeService 47TKB  Application 03/03/2017 6:06
| Tools R 1213KB  Application 03/03/20176:06 | ‘z‘l
€ Uninstall b 466 KB Application 15/02/201819:18 -
a I | »

X Tools Date modified: 03/03/2017 6:06
Application Size: 1,18 MB

iata\DATA.FDB@ localhost/3050] : TESA Hospitali

@ | B @

estore estore. Download Devices
Database Backup | Corrupted Tables

1 @
Erase from
Database

s Export License

Users/Doors

3 Click onthe “Import License” button.

5  [em==

4 Enter an “Operator” name and “Password” i
that are valid in the TESA Hotel application. e B e I o

Import License

_ < Local Disk (C5) » Tesa Hotel » v |43 [| search Tesa Hotet Fe)
5 Importthelicense file from the folderyou e = - @
saved it in after receiving it from Talleres 8 Downlosds  * Name Datemodfied  Type Sie
i =T Si 15/02/2018 19:14 File fold
de Escoriaza, S.A. ) eppserer 211914 Fie felder
=2 Lib . backup 15/02/2018 19:17 File folder
ﬂ‘[)m”e; 7 . backupManager 15/02/2018 19:14 File folder
J’ Mncumen . . Data 15/02/2018 19:18 File folder
o = dbServer 15/02/20181943  File folder
- .
E V‘d Hres . drivers 15/02/2018 19:14 File folder
S [ 1) license 26/02/201811:10  Compressed (zipp...

18 Computer
&, Local Disk (C:)

" S hd u i
File name: license -
Save as type: lLlcensaﬁIes V]

% i-TEC Tools 6.06:00 [C:\Tesa Hotel\data\DATA.FDB@localhost/3050] : TESA Hospitality

6 If the file is imported correctly, the —
corresponding confirmation notice will @ e - o
appear. | o mpen e |

oK [N

TESA
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Setup

D- SETUP

D.1  EXECUTABLE FILE

There is only one executable file for installing both the Server as well as the Clients. During setup,
the installer asks the user if this is a Client or Server setup.

If the Client is going to manage wireless devices, the Server will be installed with the GlassFish
service. Otherwise (Client which is not to manage wireless), the Server will be installed without
GlassFish.

It is mandatory to install GlassFish on the server in the event of using wireless management and/
or browser management (the wireless system is explained in “J.7 Wireless system architecture” on
page 159).

If GlassFish is installed on a Read | Write system, the system works in the same way, but with a Java
service added to it (the Read | Write system is explained on page 62).

In the event of having only one PC for the setup of the system, the Server and the Client will be
installed together on the same machine. In a multiuser setup, there will be one complete setup
(Server + Client on a server machine) and several Client setups being run on several other
machines.

D.2 SYSTEM REQUIREMENTS

The minimum recommended requirements so as to be able to run the setup (complete setup
with client and server) are the following:

e PCwith Dual Core or higher.
* 4GB of free RAM.
* 4GB ofhard disk space.

* Windows operating system (32 bits or 64 bits) with support for services (setup is NOT possible
on the Windows 95, Windows 98, Windows Me and Windows XP platforms).

e The Server communicates through UDP in the range of ports 7780 to 7781 in order to
communicate with the wireless devices. These ports must be available and not blocked by the
Windows antivirus/firewall. It also uses the UDP 7790, TCP 7890 and TCP 7881 ports for other
internal functions.

e The Server communicates through TCP by means of port 3050 (this port can be configured
during the setup process) in order to communicate with the database server. This port must
be available and not blocked by the Windows antivirus/firewall.

e The Server communicates through TCP by means of port 8181 (this port can be configured
during the setup process) in order to communicate with the web applications. This port must
be available and not blocked by the Windows antivirus/firewall.

e Communication by means of UDP port 10101 for the Time Service, which allows
synchronising the date and time between the PCs and updaters of the system.

e The Software can be run with minimum requirements, but it isimportant to point out that the
server needs to have free RAM available so as to run properly. As a result, it is advisable to have
4GB of free RAM memory for the server.

V10[2017 21



TESA Hotel manual

D.3  SETUP PREPARATION

Before starting with the setup, a series of points have to be considered. One of the mostimportant
points is the selection of the PC where the Server is to be installed. Consider the following:

e The Server will be the PC where the database is installed. The complete Server option
necessarily has to be installed on that PC.

e The PCused as a Server has to be always on to allow the client PCs not only to access both the
database and the services, but also to deal with the wireless hubs and doors or
communications with the PMS.

e Try to choose the PC with the largest capacity as the server so that it is best able to manage
communications with the rest of the client PCs.

D.4 UNINSTALLING OLDER VERSIONS OF THE TESA HOTEL APPLICATION

The installer verifies the system, trying to find older versions of the application. Before proceeding
to the setup of the application, it asks whether you wish it to be updated to a more recent version
or not.

When updating a version of the software 5.x or higher, the installer asks whether you wish to
replace the existing version or not before proceeding to the setup of the application.

() Tesa Hotel 6.06 Setup ——

A previous installation of TesaHotel (version 6.x) was found.

Do you want to upgrade it?

e If you choose the option “YES”, to replace the older version, it will be uninstalled from the
system and replaced by the new version.

e Ifyou choose “NO”, not to replace, version 5.x will not be uninstalled and the new version will
be installed in parallel. In this way, it is possible to have both versions installed on the same PC
(less recommendable option).

When versions 5.x and 6.x are installed on the same PC, take into account that the same ports will
be shared by both versions (for example, the ports of the system of wireless communications or
the ports of PMS communications). It will not be possible to run both versions simultaneously.

In order to be able to run version 6.x of the TESA Hotel application, version 5.x must be closed if
both versions are being run in the same PC. The same rule has to be followed if you want to run
TESA Hotel version 5.x: the services “TESA_APPSERVER Glassfish Server” and “TESA_APPSERVER
PMS Service” must be stopped before being able to run it.

V10/2017 —
ASSA ABLOY



D.5

SETUP PROCESS

= Administrator rights are necessary so as to be able to install the application. For more
information, contact your system administrator.

1 Insert the Pen-Drive. It is advisable to copy the “TESA Hotel 6.x Setup.exe” file to the PC which

will work as a Server, to run it from there.

2 Runthe “TESA Hotel 6.x Setup.exe” programme (the one you have copied to the PC which will

work as a Server).

3 Select the language to be used
during the setup.

Click “OK” to continue.

4 Awelcome message is displayed.
Click “Next” to continue with the
setup.

5 Read and acceptthe license terms.

Welcome to the Tesa Hotel 6.06
Setup Wizard

This wizard will guide you through the installation of Tesa
Hotel 6.06.

It is recommended that you dose all other applications
before starting Setup. This will make it possible to update
relevant system files without having to reboot your
computer.

Click Next to continue,

<Back | uexwl,/\\g [ cancel

C B @200 =)

License Agreement 0
Please review the license terms before installing Tesa Hotel 5,06, N I

Presg Page Down to see the rest of the agreement.

=ND-USER. LICENSE AGREEMENT FOR TESA SMARTATR TS5 1000,TNHOVA 5 -
IMPORTAMT PLEASE READ THE TERMS AMD COMDITIONS OF THIS LICEMSE AGREEMENTl—
(CAREFULLY BEFORE CONTINUING WITH THIS PROGRAM INSTALL.

TESA End-User License Agreement ("EULA") is a legal agreement between you (gither an
individual or a single entity) and TESA for the TESA software product(s) identified above
which may indude associated software components, media, printed materials, and

"online™ or electronic documentation {"SCOFTWARE PRODUCT"). By installing, copying, or
otherwise using the SOFTWARE PRODUCT, you agree to be bound by the terms of this
EULA. This license agreement represents the entire agreement concerning the program =~

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Tesa Hotel 6.06.

< Back ][ Ia_qreelﬂ) [ Cancel

V102017

23




TESA Hotel manual

6 Specify the path for the setup of (0 e rovt 000 s, DN ==
the application. S ——
Choose the folder in which to install Tesa Hotel 6.06.

Setup will install Tesa Hotel 5.06 in the following folder. To install in a different folder, dick
Browse and select another folder. Click Next to continue.

Destination Folder

Space required: 292, 1IMB
Space available: 308,5G8

< Back ][ HEXt>L\l)[ Cancel

7 Select the setup type: 0 = oo o I ===
“« ” . . = -
Complete” (Server+Client) in- L S O 3
CI u d es Web Se rvera nd W| rel ess Choose which features of Tesa Hotel .06 you want to install. N I
system —
P . . » Check th_e components you want to install and unchedk the components you don't want to
C||ent Only' W|th W"'eless , install, Click Next to continue.
Select the type ofinstall: Full -
. “ ” Or, select the optional i Description
and click on “Next”. R E o ey
install:
TesaHotel Web Server
Space required: 292, 1IMB
< Back ][ Mext > I [ Cancel
Complete Setup

The option “Complete Setup” installs the files both of the Server and the Client on the PC selected.

1 After selecting the option “Com- [0 1es2 ot 606 ey R =l
plete Setup”, click the “Next” but- |

. Choose Components 0
t0n tO Cont| nue. Choose which features of Tesa Hotel 6,06 you want to install, N I
If the hotel only has one PC where '
. . . . Check the components you want to install and uncheck the components you don't want to
the d ppllcatlon IS golng to be install. Click Next to continue,
installed, we will always select this Select the type of nstal:
1 Or, select the optional Desaription
option (Complete). e Sared Testote et
If the application is going to be (2] TeszHotel web server
installed in several computers, one of
them must be chosen as the Server,
where the Complete application will Space required: 252 M5
be installed, and in the rest the Client
Only version will be installed
< Back ][ Next > %J [ Cancel
TESA
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2 The “Server Settings” screen is dis- i | e——)
played, which allows you to config- Server Settings 3
ure the parameters of the server. Enter setings for the Data Server 5
Configure the parameters (see the —
table beIOW) al‘ld Click uNextn tO Please enter Data Server configuration
continue. TCP Port: 3050
Please enter Application Server configuration
Afterwards, each time you want to S— v
make changes to the Server settings, Adimin Port s
you will need the Administrator Admin password: esssssanss Default: admin12342
password. It is advisable to keep a repeatpassncrd;  eeesesesrs
written copy of the password in a ColiaE Oy e
safe place in case it is necessary to
consultitin the future. S [ cancd
Server settings Default value  Description
TCP communication port of the appli-
TCP port of the data server 3050 _commu onporto PP
cation with the data server
HTTPS communication port with the
HTTPS port 8181 > < P
application server
. Administrator communication port
Admin Port 4848 ; reol P
with the application server
Password to access the Web Server
Admin Password admin1234z configuration module as an adminis-
trator
Name which will appear in the SSL
o certificate of the server. It must match
Certificate CN . .
the IP or machine name used in the
browser for web access.
3 Configure the PMS service and (0 7e:s Horel 606 seug =)
click “Next” to continue. S 5
By default, the PMS service is on. PMS Service Instalation 0%
[] install PMS as Windows service
PMS Port: 7779
< Back H Next = Ei [ Cancel
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Server settings Defaultvalue  Description

Communication port for the Port by which the PMS communicates

PMS protocol service rr9fTee with the PMS service

4 Configure the port for the Time (0 7o Horel 606 Seug =
service and click “Next” to continue. SN 5
The Time service is used to synchro- [ 2%
nize the dates | times of the devices.

Time service Port: 10101
[ < Back H Mextb{/\\?j [ Cancel ]

Server settings Default value  Description
Time service Port 10101

5 Data folder: source (physical unit [0 12 Hotel 606 setup B =
and path) where the database S
(Data,fdb) to be Used iS hOSted, Flease select the site data folder to copy data from

Select Site Data Source (leave blank to skip)

K |t is necessary to use the database
provided in the Pen Drive, as it has
been customised for your site. De=tft

Site Data: C:\Tesa Hotel\Data\DATA.FDB

C:\Tesa Hotel

The database will automatically be
copied to the internal local direc-
tory of the database server.

< Back ][ LHSBIIRJ [ Cancel

TESA
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15 If you have not selected the source
of the database, a “demo” database
isinstalled by default. THE “demo”
OPTION MUST NOTBEUSED ON A
REAL SITE, as its features are
limited, and it is not customised
according to your order. The
“demo” option is appropriate only
for tests and demonstrations.

6 In order to configure the fields,
click “Install” to continue with the
setup.

The setup files will be copied to
the PC in the following step. Click
“See Details” if you wish to view
the setup process.

The setup of the application may
take several minutes.

7 The setup begins.

If the PC used does not have Java,
or it does not have the required
version, the installation of Java will
be carried out. In such a case, a
message pointing this out is dis-
played. Follow the instructions:

() Tesa Hotel 6.06 Se =

Install Local Site Data
Please select the site data folder to copy data from ™ l

Select Site Data Source (leave blank to skip)

Site Data: %

. Mo site data has been selected. A demo database will be installed
___Ié instead. Are you sure?

[ < Back “ Install I[ Cancel ]

[——

Installing
Please wait while Tesa Hotel 6,06 is being installed, Y l

Extract: jdk-1.8.0_121-windows-586.exe... 68%
T—

E Show details

Tesa Hotel 6,06

<Back Next > Cancel

(721 Java SE Development Kit 8 Update 12 [

4
2 Javar

CRACLE

‘Welcome to the Installation Wizard for Java SE Development Kit 8 Update 121

Java SE Development Kit 8 Update 121 Setup is preparing the Installation Wizard which
will guide you through the program setup process. Flease wait.

V102017
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8 Clickon “Next”, and the Javainstal-  (Eaz st pevelopment ReE

lation will start. ¢
=2 Java

ORACLE

Welcome to the Installation Wizard for Java SE Development Kit & Update 121

This wizard will guide you through the installation process for the Java SE Development
Kit 8 Update 121.

The Java Mission Control profiling and diagnostics tools suite is now available as part of
the JDK.

Select optional features to install from the list below. ‘You can change your choice of features after
installation by using the Add/Remove Programs utility in the Control Panel

Feature Description

- - wols Java SE Development Kit 8
tTCCI Update 121, induding the
N JavaFX 50K, a private JRE, and
& v | Public JRE the Java Mission Control tools
suite. This will require 130MB on
your hard drive.

Install to:
C:\Program Files\Java'jdk1.8.0_121%

Destination Folder

Click "Change" to install Java to a different folder.

Install to:
ChProgram Files'Java'jrel 8.0 121

TESA
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9 A warning is displayed indicating
that the port which was previously
configured in the Windows firewall
will be opened. Click “Unblock”.

Java SE Development Kit 8 Update 121 Successfully Installed

Click Next Steps to access tutorials, APT documentation, developer guides, release notes
and more to help you get started with the JDK.

Mext Steps

@ Tesa Hotel 6.06 Setup

Installing
Please wait while Tesa Hotel 6,06 is being installed,

‘Windows Firewall has blocked some features of Java(TM) Platform SE binary on all public and
private networks,

& Mame: Dava(TM) Platform SE binar
U Publisher; Crade Corporation
Path: C:\program files\java'jdk1.8.0_121\pin‘java.exe

Allow Java{TM) Platform SE binary to communicate on these networks:
[ Private networks, such as my home or work network

Public networks, such as those in airports and coffee shops {not recommended
because thege networks often have litte or no security)

what are the risks of allowing a program through a firewall?

[ Allow access L\JX [ Cancel ]

10 The setup continues.

Installing ol
Please wait while Tesa Hotel 6.06 is being installed. [} N J
L

Creating windows service. ..

Command set executed successfully, -
resources,jdbc-connection-pool T5 10000BPool. connection-validation-method =table
Command set executed successfully.

resources.jdbc-connection-pool T5 1000DBPool is-connection-validation-required=true
Command set executed successfully,

Output folder: C:\Tesa Hotel

Extract: Domain-service-winsw. xml.template, .. 100%

Copy to C:\Tesa Hotel\appServerglassfish4\glassfish|ibYinstall\templates\Domain-se. .
Delete file: C:{Tesa Hotel\Domain-service-winsw, xml. template ||
Creating windows service... N

Tesa Hotel 6,06

< Back Mext = Cancel
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11 The setup summary is shown. Note
down the data in case you need
them in the future.

Click “Next” to continue.

10 1o o oo s N =

Installation Summary o
This is the summary of the installation .Y i

Installation is completed. The following settings have been used:

TesaHotel Client: Installed

Default Data: C:\Tesa Hotel\Data\Data. fdb @localhost
TesaHotel Server: Installed

Server TCP Port: 3050

Server hostname: CARLOS-PC

Webserver Port: 8181

PMS Port: 7779 (TCP)

Tesa Hotel 6,06

12 The server setup is completed.

G (o=
Click “End”.

Completing the Tesa Hotel 6.06
Setup Wizard

Tesa Hotel 5.06 has been installed on your computer.

Click Finish to close this wizard.

13 If the firewall warning shown is  eEgrermne
displayed, click on “Grant access”.
@ Windows Firewall has blocked some features of this program

Windows Firewall has blocked some features of TESAHotel on all public and private networks.
% Name: TESAHotel|
Publisher: Unknown
Path: C:\tesa hotel\tesahotel exe

Allow TESAHotel to communicate on these networks:
|| Private networks, such as my home or work network

[] Public networks, such as those in airports and coffee shops (not recommended
because these netwarks often have litte or no security)

What are the risks of allowing a program through a firewall?

Allow access

TESA
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Setup of the Client Only, with Wireless mode

A setup of type Client Only with Wireless installs the application in the Client Only mode on the
PC, for example a reception PC, which allows managing wireless devices. A PC with the TESA Hotel
application in the Client Only mode communicates with the application server through TCP/IP to
access the database and services.

[) Tesa Hotel 6.06 Setup ==
Choose Components
Choose which features of Tesa Hotel 6.06 you want to install. »
I h “Client Only” > X
1 Select the setup type “Client Only :
an d C I | C k “ N eXt", Check the components you want to install and uncheck the components you don't want to
install. Click Next to continue.
Or, select the optional TesaHotel Client DA
components you wish to [[] Database Server

install:
[] TesaHotel Web Server

Space required: 16.3MB

< Badk ][ Mext > Rj [ Cancel
2 Apply the Client Settings, which @ s
involves configuring the parameters Client Settings
ofthe Server for the C||ent PCS. Enter settings for the default data location f‘,‘o’
Default data access settings
Once you have finished, click “Next . e
to continue.
Database Server Port 3050
Application Server Part 8181
Databaze path C:\Tesa Hotel'\Data'Pata. fidb
< Back || Mext = ,QJ [ Cancel

Server settings Description

Name of the Server PC on the  Name ofthe Server PC on the network itself or, otherwise,
network/IP the IP address on the network

TCP port through which communication is established

Port of the Database Server with the Server which contains the Database

TCP port through which communication is established

Port of the application Server with the application Server

Target address of the Database Directory where the data.fdb Database is located
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3 Configure the PMS service (in the (0 1252 Hotel 606 seuy =
event of being necessary in your —
Site). PMS Service Installation l\_oi
By default, the PMS service is on. "x‘—
Install PMS as Windows service
PMS Port: 777
Tesa Hotel 6.06
< Back || Mext = RJ [ Cancel

4 Thesetup is carried out.

Installing °
Please wait while Tesa Hotel 5,06 is being installed. N l
Output folder: C:\Tesa Hotel
I
Tesa Hotel 6,06
< Back Mext = Cancel
5 Once the setup has been finished, (0 o o1 506 e T e =i |
the application displays a summary nctallation Summary 5
screen. This is the summary of the installation » i
Installation is completed. The following settings have been used:
TesaHotel Client: Installed
Default Data: C:\Tesa Hotel\Data\Data. fdb@localhost
TesaHotel Server: Mot Installed
Tesa Hotel 6.06
< Back
TESA
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Summary and end of the application setup

In order to finish the setup process 10 1o rowt st s NN =)
(either Server+Client or Client Only), ——_
a summary screen is displayed with Tris is the summary of the instalition A

the parameters defined.

Installation is completed. The following settings have been used:

. . TesaHotel Client: Installed
It IS adVISabIe to keep a co Py Of the Default Data: C:\Tesa Hotel\Data\Data. fdb @localhost
configuration parameters of the Fastiotel Servers Mot nstaled

computer working as Server+Client.
These data could be useful as a reference
for future setups or configurations.

Furthermore, an “Instal.log” file is

generated, which is stored in the

setup directory. This file provides < gack
information for Technical Service, for
example, in order to solve possible
issues during the setup.

Click the “Next” button to continue. -
Installation Summary
This is the summary of the installation »

Installation is completed, The following settings have been used:

TesaHotel Client: Installed

Default Data: C:\Tesa Hotel\Data\Data. fdb @localhost
TesaHotel Server: Installed

Server TCP Port: 3050

Server hostniame: CARLOS-PC

Webserver Port: 8181

PMS Port: 7778 (TCP)

The application setup finishes at this (0 Tess rorel 606 seup [
point. Click the “End” button to finish

the setup. Completi_ng the Tesa Hotel 6.06
p Setup Wizard
0 | Tesa Hotel 5.06 has been installed on your computer.
/\ Click Finish to dose this wizard.
-
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If the Complete Setup has finished, the Server generates two web applications which can be
accessed through the web browser:

Application URL
TESA Hotel Web Application https://localhost:8181/TesaHotelPlatform
Server Settings Web Application https://localhost:8181/TesaServerConfig

replace host with the IP address of the server, or in its absence, by the name of the
machine in the network

Windows services installed

The Web Server installs several Windows services on the system, depending on the selections
made during the setup.

All the possible services are shown below, although only the ones selected are installed:

Name of the Windows service Description

Database server

Firebird Server TESA_DATASERVER _6 .. .
This is always installed

Service for synchronising the Date and

TESA Time Service Time with updaters

Application server

TESA_APPSERVER GlassFish Server The Client Only option is not installed

TESA_APPSERVER PMS Service * PMS service (TCP only)

*TESA_APPSERVER PMS Service is only

installed if during the setup process, |es@oaigm > eus

in the step related to the configura- || = [ e
tion of the PMS service, the “Install as J
a Windows service” option has been .
selected.

Started
Description: 2
GlassFish Server Started
Started
Started
Started

By default, all these Services are run
automatically when the PCis powered

on. It is possible to specify that the

services be run manually or disable
them directly.

They are standard Windows Services,
and therefore they can be stopped or
started using the services.msc Win-
dows utility (from the Run menu of
Windows).

btended (Sandord

TESA
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D.6 CONFIGURATION OF THE GUEST PC

Configuration to connect the Client PCs to the Server can be carried out by editing the
Config.ini file which is in the directory where the executable files of the application are
located on the Client PC. By default, the folder is “C:\TESA Hotel”.

The lines to be edited are the ones displayed under the heading [SERVER].

Parameter Description

DataServer IP address or name of the Server PC on the network

DataServerPort TCP port by means of which the Database Server communicates

Complete path with physical unit, where the file of the database
DatabasePath (data*fdb)is located.
By default: “C:\TESA Hotel\Data\Data.fdb”

WebServer IP address or name of the Server PC on the network

WebServerPort HTTPS port by means of which the application Server communicates

Example of config. ini file:
[SERVERS]

DataServer=210.110.20.28
DataServerPort=3050
DatabasePath=C:\Tesa Hotel\Data\DATA.FDB
WebServer=210.110.20.28
WebServerPort=8181

5 If there is a firewall on the Client
PC, make sure the TCP entry ports
3050 and 8181 (standard ports)
are open and not in use.

These standard ports can only be

modified during the server setup.

These ports are applicable to the
server and to all the clients installed.

V10/2017
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D.7 CONFIGURATION OF THE SERVER PC

The Server PC must be configured to work with the database intended to be used.

In the event of selecting a local database during the setup process, the Server is configured
automatically; therefore, this step is not necessary.

The Server settings can be accessed through the following direct access to the Server configurator:
https:/[localhost:8181/TesaServerConfig

*replace localhost with the IP address of the server or the name of the machine in the network.

An administrator password is requested v =
to access the configuration (this 2 E-"“;”G'lwpmalalrresaSeweernfiB/ = 5 |63 )| % [ 2 Bing 2
. . X Convert v Select
password was CoangUI’Ed durlng the i Favorites | gl @] Suggested Sites v | Web Slice Gallery + :
application setup, see “Admin | @ soverseigs BB -0 8- hee sy Tose @-
Password” on page 25):
page 25) S

Admin password ok

Done @ Internet | Protected Mode: On fa v RU0% ~

Configuration of the datasource

The data of the database server and the location of the database on the server are defined in the
Datasource tab of the “Datasource state”.

The following parameters have to be configured:
Parameter Description Example

Name of the PC which contains the DATA
and its Communication port.

Database Format: Server name/port or IP/port
server This must always match the path written in localhost/3050
the config. ini file of the guests and the
server.
Database file Path to the FDB Database file C:\TESA Hotel\Data\Data.fdb

Click the “Save and Deploy” button to
save the changes. This operation can g
take several minutes (wait). *_@yConvert - [ e

¢ Favorites | gk @] Suggested Sites v @& Web Slice Gallery ~

& Server settings 5 v Bl v [ g v Pagev Sofetyr Took+ @+

b p==151 [Logout]

=
ASSA ABLOY

() Datasource state: Connection successful
| Datasource | PMSService | Email Server | ServerMode | Advanced Settings | Serverlogs [
Database Server Service: RUNNING

Database server: localhost/3050

Database file: C:\Tesa Hotel\data\ DATA FOB

Backup Folder:

Save and Redeploy

https://carlos-pci81&l Tesad @ Intemnet | Protected Mode: On v H®100% v

. =
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Once the operation has been complet- (72 s sog: - wnsow et soers
ed, the messages “Deployment: OK” and

€] https://carlos-pc3181 TesaServarC v G4

“Datasource state: Connection success- || * & ~ Bisdes .
f I,, ” b d I d i i Favorites | 5[] Suggested Sites » @] Web Slice Gallery = '
ul”will be displayed. | @ sere setings . Bt B - @ - Pager Sy Teokr @7

The deployment does not always end togout

when the OK message appears. This || AssaABOY

depends on the stabilisation of the O pwovioc

java.exe processes and, depending on b

the SEI'VEI', it can take Several minutes‘ | Datasource | PMS Service I Email Server | Server Mode | Advanced Settings | Server Logs I

It is necessary to wait or confirm that pacbase snarserice. | RUNING
the java.exe processes are stable, Database fle: T
using the Task Manager of Windows. achupukscy

Save and Redeploy

@ Internet | Protected Made: On a v mww - |

If it is not possible to connect to the

database, the following error message will be displayed: “Datasource state: Cannot
communicate”.

In this case, verify whether the data are correct: the server name, the communication port and the
location of the database.

After verifying these data, try to communicate again.

Configuration of the PMS Service

In order to configure the PMS Service, access the “PMS Service” tab and configure the following
settings (this tab only appears if, during the setup, the option “Install as a Windows service” has
been selected, on the screen “PMS service setup”):

Server Description

PMS Port Port number for the PMS requests

PMS Protocol Type of communication with the PMS: TCP, UDP or SSL

The SSL protocol allows a high degree |F==8
of encryption over the TCP protocol, [« e = & sommmse e 2 wesiceoi =

and ensures the integrity and || @swauins O] D8 7t Sityr Teok @
confidentiality of data. [Logout]
It is advisable to use the SSL protocol ASSAABLOY
if the PMS client is compatible. R e m—
CIiCk the “Save" bUttOﬂ tO Save the | Datasource LFMSSEHEE | Email Server | Server Mode | Advanced Settings | Server Logs .
changes made. P service RUNNING won | &

PMS Port: 7779

PMS Protocol: TCP uDP ssL

Save

& Internet | Protected Mode: On 3 v B10% -
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Configuration of the E-mail Server

The Server can be configured to connect to an Internet SMTP server and send warning/alarm e-mails.
This e-mail server is also necessary if we wish to use the Check In PIN or automatic App Wireless
functionalities. The configuration of the SMTP server is carried out in the “E-mail Server” tab and
it has the following fields to be configured:

Server property Description

SMTP Host Name of the E-mail Server or IP address of the SMTP Mail Server
Port TCP port of the SMTP Server

User User for SMTP authentication (e-mail address)

Password Password for SMTP authentication

Authentication Use Authentication in the SMTP server

Protocol Protocol of the SMTP server

Sender address for the outgoing messages: (it does not have to

Sender Address be a real address, for example: noreply@TesaHotel_warning)

Click “Save” to save the changes. If a
new E-mail Server is configured, it is

necessary to restart the GlassFish
service for the changes to be applied.

In order to restart the service, access
“services.msc” in Windows, find the
service TESA APPSERVER Glassfish
Server and restart it. Wait for the
java.exe process to stabilise
(depending on the server, this can
take several minutes; you can confirm
that the java.exe processes are stable
with the Task Manager of Windows).

onvert v [ Select

(& Server settings

¢ Favorites | gy @) Suggested Sites ~ @] Web Slice Gallery ~

P v B v [ & v Pagew Safety~ Toolsw @~

[ TrEsSA

ASSA ABLOY

@ Dpepoy: ok

SMTP Host:

Port:

Default User
Password

Use Authentication:
Protocol:

Sender Address

save

Datasource state: Connection successful

| Datasource | PMS Service Email Server | Server Mode | Advanced Settings | Server Logs .

[Logout]

localhost

sample

TCP| SSL. TLS

sample@localhost

@ Intemet | Protected Mode: On v WM100% -

Configuration example: typical SMTP configuration for GMAIL

In the event of not having an SMTP server of your own available, it is possible to open an e-mail
account with a free service provider on the Internet, such as, for example, GMAIL, and use their
own SMTP server to send messages securely.

The following table shows the configuration to be carried out in the event of using a Gmail

account. Itis possible to access the SMTP server of GMAIL through the SSL or TLS protocols.

Both protocols use a secure connection for their encrypted communications.

38
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Gmail through TLS protocol

Server property Description

SMTP Host smtp.gmail.com
Port 587
Your Gmail e-mail account.
User .
For example: youraccount@gmail.com
Password Password of your Gmail account
Authentication ENABLED
Protocol TLS
Sender address for outgoing messages. This can be your Gmail
Sender Address account or an invented address.

For example: noreply@TesaHotel_warning

Gmail through SSL protocol

Server property Description

SMTP Host smtp.gmail.com
Port 465
Your Gmail e-mail account.
User .
For example: youraccount@gmail.com
Password Password of your Gmail account
Authentication ENABLED
Protocol SSL
Sender address for outgoing messages. This can be your Gmail
Sender Address account or an invented address.

For example: noreply@TesaHotel_warning

x ﬁcpnem ~ [ Select

9% @] Suggested Sites v @& Web Slice Gallery v

T Favorites

(@ Server settings R ~ [ @ v Pagew Safety~ Tools~ @~

TESA
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[Logout]

Deploy: Ok
Datasource state: Connection successful

v

Datasource | PMS Service I Email Server I Server Mode Advanced Settings | Server Logs .

SMTP Host: smtp.gmail.com

Port 465
Default User ccaa TeszHotel@gmail.com
Password sssssscse
Use Authentication

Protocol TCP. SSL. TLS

Sender Address noreply@TesaHotel_warning|

save

@ Intemnet | Protected Mode: On v ®100% ~
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Server mode

There may be cases where it is necessary to configure more than one server for a site with the
wireless system, for example, to connect hubs on different PCs. Each server configured will be
assigned a number of specific hubs. This particular mode of operating is only necessary when the
data packet trafficin communications between the server and the hubs in the network is too high
and generates long waiting times at the hubs.

It is also useful for segmenting the network, placing an external server in a segment which can be
accessed from the Internet and another internal server, with the “data”, in an internal segment
having more restricted access.

When there are several servers for the site, one of them must be configured as Master and the rest
as Secondary.

e The server configured as “Master” will be in charge of making the backups, purging the
database and sending the warningfalarm e-mails within the working logic of the hubs in a
wireless system. The database will also be stored on the Master server.

* Therest of the servers must be configured as “Secondary”. These secondary points will only be
in charge of managing the normal operation of the hubs assigned/connected to them.

It is important to take into account that all the “servers” will access the same database stored on
the “Master” server. The servers must have constant access to the database and, in addition, the
communications through the high-speed LAN network must be stable (VERY IMPORTANT).

Once the Server Mode has been
configured, click the “Save” button to

save the data. If a new Server Mode is || * ®coner - Eisaea - |
configured, itis necessarytorestartthe | o =TT ST e o |
service for the changes to be applied. |
(Logout]
ASSA ABLOY
In order to restart the service, access ) I e ey
“services.msc” in Windows, find the : ‘
service TESA APPSERVER Glassfish Server | Prieseute | b senne | fmaisensn | mn T J adenedsetnes | et W
and restart it. Wait for the java.exe ‘H(tmw [‘MP[ oty
process to stabilise (depending on the Smutancous hus in vprate: 10
server, this can take several minutes; eI et
you can confirm that the java.exe -
processes are stable with the Task @ e Prteced Miode: - -
Manager of Windows).

NOTE: to see how to configure this mode in detail, see “Multiple Wireless Server mode” on
page 175.
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Advanced settings

The expiry of the HTTP sessions (auto-logout) and the administrator password are configured in
this tab.

Expiry of the HTTP sessions

The value in seconds of the expiry of the HTTP session defines after how many seconds of inactivity
the system automatically ends the session of the web application. The default timeout is 1,800
seconds (30 minutes), but it can be customised to the desired value. After configuring the value
in seconds, click the “Save” button to save the changes made. It is necessary to restart the web
application for the changes to be applied.

In order to restart the service, access “services.msc” in Windows, find the service TESA APPSERVER
Glassfish Server and restart it. Wait for the java.exe process to stabilise (depending on the server,
this can take several minutes; you can confirm that the java.exe processes are stable with the Task
Manager of Windows).

Administrator Password

The Administrator Password is requested when the configuration of the web application is
accessed. The default password is the one configured during the application setup and it can be
modified in this tab.

% @ Convert v [ Select

e Favorites | . @] Suggested Sites v @] Web Slice Gallery

& Server settings

i~ B v [ & v Page~ Safety~ Tools~ @~

Set the new password (and confirm it
in the subsequent field) and click the
“Save” button for the changes to be
made.

[Logout]

ASSA ABLOY

O Deploy: Ok
Datasource state: Connection successful

Datasource | PMS Service I Email Server | Server Mode i Advanced Settings | Server Logs .

I
HTTP Sessions
HTTP Session Timeout (seconds): 1800

save

Administrador password:
Set new password

Repeat password

save

4 v R10% -

@ Intemet | Protected Mode: On

V10/2017
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Configuration of the Server Logs

Itis possible to download the information from the latest records of the server through the Server
Logs tab. There are 5 configurable levels for the records to be downloaded. From the OFF mode
(no records) to the FINE mode (detailed information on records). The mode set by default after
the application setup is the INFO (Information) mode.

Record level Description

OFF No record

SEVERE Only errors are recorded

WARNING Errors and alarms are recorded

INFO The information on actions, errors and alarms is recorded

Detailed information on actions, errors and alarms

Information for Technical Service in the event that any problem arises
FINE Whenever necessary, you will be requested to set this mode and

subsequently reproduce the incident so that the data are

reflected in the file.

vert ~ B Select

e Favorites | . @] Suggested Sites v @] Web Slice Gallery

In order to save the changes made in

. . (@ Server settings fr ~ B ~ [ & ~ Page~ Safety~ Tools~ (@~
the configuration of the Server Logs, |- > :
click the “Save” button. LECR
ASSA ABLOY

i) Deploy: Ok
Datasource state: Connection successful

Datasource | PMS Service I Email Server | Server Mode Advanced Settings I Server Logs .

Server Logs: Download
PMS Logs Download
Level INFO -
Log files kept 105
Log file

Save

& Internet | Protected Mode: On 3 v B10% -

Notes to be considered in relation to the Windows antivirus or firewall

If a Server setup is run in a Windows system where the firewall is enabled, make sure the
communication ports of the server and the clients are not blocked.

The ports which, by default, the system requires to be enabled and open once its setup has been
carried out are the following:

e TCP 3050 (database server)

e TCP 8181 (application server)

e UDP ports 7780 and 7781 (communication with the wireless hubs)
e PMS Service port (by default, 7779)

e TimeService port (UDP 10101)

e UDP7790, TCP 7890, TCP 7881

- =
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Setup

D.8 SETUP AND VALIDATION OF THE SERVER CERTIFICATE

A Certificate is necessary to identify the Server and ensure communications in secure mode.

All the server certificates which belong to the system are issued by the TESA CA Certificate
Authority, which must be identified by the browser as a trusted authorised certificate. For this
purpose, the TESA CA certificate must be installed in the list of trusted Authorised Certificates of
the browser, in the list of “root” certificates.

The following list shows the properties and values of the valid TESA CA certificate:

TESA CA Certificate property  Value

Serial number 0013 74 bc 60 6a ee Oe f8
SHA-1 hash e1131637 c8fef6ba5a87dd9a7a701df5615f60c2
The TESA CA certificate can be found in the ca.crt file. u

This file is located in the root directory of the application setup (for example, C:\ Tesa Hotel).

In addition, it can be downloaded
through the browser, from the URL
address of the Server location (for
example, https://host:8181]/) by | s Famis | 0 ) st - s~

Kbl @ hiips coros-peaisis + 4
e\ —

x ﬁ&men v [P Select

. . . {& TESA Application Server (GF 3.1] - Server R... [ v [ = v Pagev Safetyv Toolsv (@~
clicking the link Download TESA CA || S - 2 : :
Certificate.

Once it has been clicked, save the file S )
with the name ca.crt.

https://carlos-pc:l @ Internet | Protected Mode: On v ®100% v
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Setup of the TESA CA certificate with Internet Explorer

Double-click the ca.crt file. The fol- General | Detas | Certfication Path
lowing screen will be shown:

@a Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: TESA CA

Issued by: TESA CA

valid from 20/ 11/ 2012 to 18/ 11/ 2022

Click the “Install Certificate” button. A Issuer Statement

setup wizard is run. Learn more about

Certificate Import Wi

Click the “Next” button successively emia
on each screen until the last step of
the process.

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a

certificate store,

&

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dlick Next.

< Back

Certificate Import Wi

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

(@ Automatically select the certificate store based on the type of certificate:

ace all certificates in the following store
Certificate store:

Browse...

Learn more about certificate stores

< Back ][ NEXt)mJ[ Cancel

TESA
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In the last step, click “Finish”.

A “Security warning” screen will then
be displayed for accepting the setup
of the certificate.

Click the “Yes” button. Be careful,
because the “No” button is underlined
by default.

Finally, a message confirming that this
has been done correctly is displayed.

Certificate Import Wi

Completing the Certificate Import

Wizard
|
i
“v o | The certificate will be imported after you dick Finish.
4 __-g_v
':':-_y You have specified the following settings:

L CEEERR ) Automatically determined by t]

Content Certificate

4 . +

< Back ][ Finish L\J [ Cancel

General | Details | Certification Path

@,ﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Certficate Import Wizard ==

:] The import was successful.

Install Certificate... | | Issuer Statement

Learn more about certificates

V10/2017
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Setup of the TESA CA certificate with Mozilla Firefox

Open the Options menu (Tools ->

. L = ! N A e
Options) of the browser. 0 89 & & 8 OF
CI IC k th e “Ad vance d ” menu | n th e General Tabs Content  Applications  Privacy  Security Syne Advanced
“Certificates” tab.

Generl | Data Choices | Network | Update | Certificates |

When a server requests my personal certificate:
O Select ore automatically @‘Ask me every time!

[\/\ew Qert\ﬁcates] I Validation I [Secur\ty Devices

OK H Cancel ][ Help

Click the “See certificates” button and

select the “Authorities” tab.

) Certificate Manager

Your Certificates | Peaple | Servers | Authorities | Ciiers|

You have certificates on file that identify these certificate authorities:
icate Name Security Device =]
2005 TURKTRUST Bilg) Tlefigim ve Bilisim . E
TURKTRUST Elektronik Sertifika Hizmet S... Builtin Cbject Token
(= A-Trust Ges. f. Sicherheitssysterne im elektr, i |
A-Trust-nQual-03 Builtin Cbject Token
= AC Camerfirma S.A
Chambers of Commerce Root - 2008 Builtin Cbject Token
Global Chambersign Root: - 2008 Builtin Object Token
= AC Camerfirma SA CIF AB2743287
Chambers of Cornrmerce Root Builtin Cbiect Token
H “« ” Global Chambersign Root Builtin Cbject Token
Click the “Import” button and select ecbeigitons e
1 H H H Actalis Authentication Root CA Builtin Cbject Token
the ca.crt file from its location in the e J
SySte m. dTrust Class 4 CA Raat RBuiltin Chiect Token 5
-
s

Confirm that the three check boxes  FYS S rmr_" X
va I I d d tl n g d I I t h e p ur P oses are ‘You have been asked to frust a new Certificate Authority (CA)
selected and click the “OK” button.

Do you want to trust "TESA CA" for the following purposes?
Trust this CA to identify web sites,

Trust this CA to identify email users.

Trust this CA to identify software developers.

Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if availzble)

Examire CA certificate

The authorisation of the TESA CA  |Eyaemrasyyvmmm
certificate will be added to the list of

Your Certificates| Peaple | Servers | Authorities | Otrers|

d Uth o ”SEd ce rtlfl Cates. You have certificates on file that identify these certificate authorities:
Certificate MName Security Device &8
BTDC A
TDC OCES CA Builtin Cbject Token ] |
= TDC Intermet
TDC Internet Root CA Builtin Cbject Token

= TESA

T \
(= Thawte Consulting cc

Thawte Premium Server CA Builtin Cbject Token

Thawte Server CA Builtin Cbject Token (= |
= thawte, Inc.

thawte Primary Root CA - G2 Builtin Cbject Token

thawte Primary Root CA - G3 Builtin Cbject Token b

Wiew... ] [ Edit Trust.. ] [ Import.. I [ Export. ] [De\ete or Distrust. I
TESA
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Setup of the TESA CA certificate with Google Chrome

Open the Google Chrome browser and proceed as follows:

ENALY]

H “ .
1 CI Ic k the CU stomise an d co ntrOI i Apps For quick access, place your bookmarks here on the bookmarks bar, Imp ~ New 20
Google Chrome” button (upper New window

New Incognito window — Cirl+5ift+11

right-hand corner) and, in the ey .
Downloads Cirl+]

menu which is displayed, click Bockats :
“Configuration”. Zoom o+

Print.

Find. trli+F

More tools >
Espal g Cut  Copy  Paste

Help >

Exit Cirl-+5hift+C

2 Scroll down, through the Advanced — -
Settings, until you reach HTTPS/SSL. SUCY(© cronective: &

Chrome Settings
. “ . ” Downloads
Click the “Manage certificates” but- - st e e
to n I Settings W Ask where to save each file before downloading
HTTPS/SSL

About

Manage certificates.

Google Clouid Print

Set up or manage printers in Google Cloud Print. Learn more

Manage
Show notifications when new printers are detected on the network
Accessbiity
‘add aditional accessibilty features
System
! Continue runring background apps when Google Chrome s closed

| Use hardware acceleration when avalable

Reset settings
Restore settings to their original defaults,

Reset settings

Hide adlvanced settings

3 In the window which is displayed, Pr— El=zEa
click the “Import” button. AN © voneieine &

Chrome Settings

s [ Certificates ]

Scersins Dovrioad ] ntercd purpose

[ I sk whd | Personal | Other People | ntermediate Certification Authorities | Trusted Root Certification < >

At HTTPS/SSL Issted To Issued By Expirat.. | Friendly Narne

Manage cf

Google Cloud|
Set up or

Hanage

show i

Accessbiity
add ackitio

Certificate intended purposes

System
¥ Continu

¥ Use har

Reset setting

Reset seff

Hide adlvanced settings
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4 The “Certificate import wizard” is Eertificate Import Wizard |

displayed.

Welcome to the Certificate

Click the “Next” button. Import Wizard

This wizard helps you copy certificates, certificats trust
lists, and certificate revocation lists from your disk to a
certificate stare.

A certificate, which is issued by a certification authority,
ig a confirmation of your identity and contains
information used to protect data or to establish secure
netwaork connections. A certificate stare is the system
area where certificates are kept,

To continue, click Mext.

|

5 Inthedialogue box, enter the name
of the file containing the certificate
(ca.crt) with the complete path ot A
(C;/Smartair TESA Hotel/ca.crt).

Certificate Import Wizard @

File name:

CliCk the "NEXt" button. C:\Tesa Hotelyca.crt | Browse...

Note: Maore than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (P72)

Microsoft Serialized Certificate Store (SST)

< Back “ Mext = %] l Cancel

6 The wizard rgquests a location to Gertificate Import Wizard X
store the certificate.

Certificate Store
Certificate stores are system areas where certificates are kept.

Leave the default option and click
" ”

N eXt * Windows can automatically select a certificate store, or you can specify a location
() Automatically sslect the certificats store hased on the typs of certificate

(®)Place all certificates in the fallowing store

Certificate store:

‘F’ersnnal | l Browse. ..

< Back ” Mestt > Q l Cancel

TESA
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7 A window is displayed showing a
box with the properties of the cer-
tificate imported.

Click“OK”.

Certificate Import Wizard _

Welcome to the Certificate
Import Wizard

This wizard helps you copy certificates, certificats trust
lists, and certificate revocation lists from your disk to a
certificate stare.

A certificate, which is issued by a certification authority,
ig a confirmation of your identity and contains
information used to protect data or to establish secure
netwaork connections. A certificate stare is the system
area where certificates are kept,

To continue, click Mext.

8 A boxis displayed confirming that
the certificate has been correctly
imported.

Certificate Import Wizard @

5y

Intended purpose: ! <all= » ‘

Perzonal ‘Oiher People | Intermediate Certification Authorities | Trusted Root Certification ¢ >

| 1ssued To Issued By Expirat..  Friendly Mame

The import was successful,

Close

V10/2017
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D.9 IMPORT OF A DATABASE FROM AN OLDER VERSION OF THE TESA Hotel APPLICATION
Import of a database from a 4.x version

This process can only be carried out if the both database engines are installed, Paradox (for 4.x
databases) and Firebird (for 5.x databases and higher); both versions installed in the PC.

The resulting file is directly compatible with the 5.x versions, but not with the 6.x. It is necessary
to open it with a 5.6 so that it can then be opened with a 6.x. If the client has a 6.x version, it will
not be able to open the database even if it manages to import it.

In order toimporta data from a TESA Hotel 4.x version, into a TESA Hotel 5.x version, itis necessary
to use the “ParadoxToFirebird.exe” tool, installed together with the application on its Server PC.
Afterwards, from version 5.00, it is necessary to update to the desired version.

1 Select the source database you

wish to update. A

Source DATA Directory
C:\Inhova\lnhova 4.24\Data

Destination DATABASE File
Wiew Log

Destination DATABASE SERVER. PC
localhost

Program Mame

(7) TS1000 @ InHova

Ready

2 Select the name of the target
database (for example, DATA.FBD) R -]
in the server. If the database does Source DATA Directory
nOt EXiSt, type anew name. C:\Inhova\lnhova 4.24\Data E] Start

Destination DATABASE File

C:Tesa Hotel\Data\DATA.FDB @ View Log
3 Choose the name of the database BT T TS SRS
type “Inhova”. lecshast -
Program Mame
() TS1000 @) InHova

Ready

4 Click the “Start” button.
Start

50 V102017

ASSA ABLOY



Setup

5 Wait while the process is carried
out.

& InHova Data Migration Tool ¥1.0

Data Path
ource DATA Directory ;
| : Start

Destination DATABASE File
IC:\data.FOB View Log
Destination DATABASE SERVER PC S

I Stop

Program Name

(O 151000 @) InHova

Migrating from "C:\Inhova\lnhova 4. 24\Data\MigrationTempDir\PCS . DE" to kable "PCS"

(R

Row 122 of 122

6 When the process ends, a message
similar to this one will be displayed:

Information

i J 13695 rows migrated successfully.

7 Open the database converted by —
means of the TESA Hotel 6.0
application on the PC to complete the migration process.

Itis possible that, when trying to migrate the database to Firebird, the version of TESA Hotel is too
old, so that, before using the migration tool, you would have to update the database to a higher
version of TESA Hotel, nearer to v4.25 (last official version of the system under paradox).

Import of a database from a 5.x version

The possibility of migrating databases from a 5.x version is integrated into the executable file of
the 6.x version itself.

When a 5.x version is updated to a 6.x version, the TESA Hotel application is run during the update
process and a dialogue box is displayed asking for permission to update the database to v6.x.

If the request is accepted, the update process of the application updates the database at the same
time, so that when the former process ends, both are automatically configured.

To convert data to version 6, importing it from version 5, it is not possible to do this from version
5.00; it is advisable to have the data in version 5.06 so as to update it from there to version 6.

A converted database and a 6.x version can no longer be opened [ used by a 5.x version.
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D.10 TROUBLESHOOTING

Errors or alerts from the security certificate

Possible cause:
The TESA CA Security Certificate has not been installed in the list of authorised certificates of the
browser or the server name does not match the name specified in the address bar.

Solution:

Install the TESA CA Certificate as explained in point “D.8 Setup and validation of the Server
Certificate” on page 43 of this manual, and make sure that the name specified in the address bar
of the browser to access the web application server is the correct one and is not its IP address or
an alias.

TESA Hotel Client Message:
“The Web Server is not running or it is not available”

Possible cause:
The TESA APPSERVER Glassfish Server service is not running or the platform has not been correctly
deployed.

Solution:

Restart the service. For this purpose, access “services.msc” in Windows, find the service TESA
APPSERVER Glassfish Server and restart it. Wait for the java.exe process to stabilise (depending on
the server, this can take several minutes; you can confirm that the java.exe processes are stable
with the Task Manager of Windows).

Afterwards, it may be necessary to set the database server again using the web configurator
application https://host:8181/TesaServerConfig/views/index.xhtml as shown in point “D.7
Configuration of the server PC” on page 36 of this manual.

TESA Hotel Client Message:
“The TESA Hotel database and the location of the database do not match”

Possible cause:

The TESA Hotel Client PC and the Server PC are accessing different databases, or the Server is using
the localhost name rather than the real name of the machine in the network, or the redirection
from the web service and the config.ini (IP in one and name in the other, etc.).

Solution:

Set the same name both for the application server and the database server, in the server PC as well
as in the client PCs. Use the real PC names rather than localhost (localhost is the name set by
default when installing the application).

That is to say, the lines “DataServer” and “Webserver” in the file config.ini and the field “Database
server” do not match. It is necessary to put the name in both or the IP in both, and never
“localhost”, unless there is only one PC and it is both client and server at the same time.

TESA

52 V102017 -
ASSA ABLOY



Setup

The TESA HotelPlatform web application is not running

Possible cause:
The location of the database on the Server is not correctly configured.

Solution:

Configure the location of the database in the Server correctly. The TESA HotelPlatform application
is only available at the URL address

https:/[host:8181/TesaHotelPlatform/views/login.xhtml

after configuring the location of the database correctly. Follow the steps of point “Configuration
of the datasource” on page 36 of this manual to configure the location of the database.

The ServerConfig application shows the “Deployment Error” message when setting
the location of the database u

Solution:

Restart the TESA_APPSERVER GlassFish Server Windows service as shown in point “Windows
services installed” on page 34 and, afterwards, set the database server again using the web
configurator application https:/[host:8181/TesaServerConfig/views/index.xhtml as shown in
point “D.7 Configuration of the server PC” on page 36 of this manual.
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Running the programme for the first time

E - Running the programme for the first time

Operator Nameand Password ..........ciiiiiiiiiiiiinneeenneeeenenennnnnns 57
S etUP” MENU ..ttt it iiiiiiiiiiinnnneeeeeeeeeeeesssssesssssssasasnns 58
“GENETAI" TAD oottt saes 58
“LICENSE” TAD ettt saes 61
“ANIPASSDACK” TAD ..ottt sanes 63
“NETWOTK” TAD oot ss s sess s sasssasesasssassassssanes 65
“LOCAI PC” D oottt s s sassssssssssssssssssssssasssasssasssasssssssaness 65
“COMMON PINS” £AD .ottt sssaessss s sessasssasssessassssssassssssasssssassasssenes 67
“EXEIA FI@ldS” TaD ettt nans 67
Other tabs and fUNCLIONS ... sassasssessans 67
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E.1

Running the programme for the first time

E- RUNNING THE PROGRAMME FOR THE FIRST TIME

OPERATOR NAME AND PASSWORD

After installing the software as described in the corresponding chapter, the programme is now
ready to be run.

1 Run the programme. You can proceed in two different ways:

- Double-clicking the shortcut am
created in  the Windows =
desktop, or, [Jum

Tesa Hotel
6.06

- In the event of a local setup,
running it from the TESA Hotel @ Server Config
entry Of the “Programmes” i’; Server Platfarm
menu of Windows. A TesaHotel Tools

% TesaHotel F
Q Uninstall TesaHotel “®

. Tesa Hotel 5.06

1

2 Once it has been run, the
programme requests the “Operator Name” and “Password”, which are necessary to access the

system.
Enter the Operator Name and

Password. If you do not know these,
request them from the TESA Technical

Access TESA HOSPITALITY =

Service, indicating the 8-digit Operatar
alphanumeric code which is labelled Password
in the license.

’xCANCEL] [ W OK ]

’Once you have accessed the
programme, you will be able to add I
as many operators as you wish, with the same or different rights and with their corresponding
passwords, according to your needs.

For more information, refer to section “G.3 Operators” on page 123.

3 After entering the correct Operator Name and Password, click “OK”".

The main screen of the TESA Hotel
programme is displayed and, as a
result, it is possible to start
configuring the locking plan. P

Credential Mngnt Wireless.

= =

User Activity (Programmer (PP System Log

ER ASSA ABLOY
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E2  “SETUP” MENU

Before starting to programme the locking plan (defining users, doors, etc.), it is necessary to
configure the site, defining aspects such as the language, etc.

Unfold the setup menu by clicking on 153

the corresponding button, located at |

e o e @
the top left of the main screen. = TESA S i/, | l«-
b 24h W

Check-in Copy Guest

« ” . . e o o @
Access the “Setup “menu by clicking = e s L 7 ) A
on the corresponding button on the 24h 0
H @ Manage Users
main screen. Check-in Copy Guest
_"a_ Manage Doors
Ezz,'ﬁme Zones /"? a * 1
_,") Access Matrix
-\-) Special Credential Mngnt
Key/Cards
Manage logins
@ Setup Reports :
a
{é} System Setup -
I} | User Activity (Programmer (PP

“General” tab

In the “General” tab of the “Setup” menu, the following fields are displayed:

e Site name

[ ) Short Wireless I Common Accass I Keypad Codes I Extra Fields I IS0 Tracks I Anti-passback ‘
General | License | Site Details I Operator permissions I Workstation | Metwark ‘ I
» Contact e-mail Site Name TESA Hospitality Alias  Hotel
Contact eMail :
L]
Language Server : localhost
. Week type Data File : C\Tesa Hotel\data\DATA.FDB
. . Language [[SO alpha-3) Week format
e Signal privacy to staff ’ ) ] ] ] ] P
@ i zENG (¢ Deutsch () Suomi () Magyar () Morwegil ) Espafiol P SMTWTFSH
e Purge auditors periodically ] ) ] ] ] ]
() Czech () Dansk () Francais () Italiano () Svenska () English
o Show deleted users with non-
expired Card/key [Tindicate privacy mode active
Purge system log automatically Purge every (1-365) 30 days
OptlonS fOI‘ gUEStS. Purged data location :

C:\Tesa Hotel\Data

|:| Show deleted users that still have active key or cards

e Overrides privacy

° Can IEaVe door Open Guest Configuration
. . Overrides privacy mode Unlocked by time zone @
e Manage activation date for guests [l passage mode Default expiry time : [ 1200
Manage activation date for clients Default pre check-in time : 12:00

¢ Audit openings on guest's Card/Key

|:| Stare events on guest's Key/Card

o ACt'Vate Check |I‘l PIN [] Activate Check In pin

» Open with timezone

o Default expiration time

o Default Pre-Check In time

TESA
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Each of the fields is described below.

Site name: this is the name which will be displayed on the main screen of the TESA Hotel
programme, after the programme version.

Short: this is the name used to identify the locking plan of the site in the Portable Programmer.
This field is particularly useful when managing more than one site with the same PP, since the
screen of the Programmer is small, preventing the full site name from being seen if it is too long.

Contact e-mail: during setup and registration of the application, this field will serve as a contact
for future communications with your distributor or official TESA technical service.

Language: this is the language used in the TESA Hotel software and in the messages of the
Portable Programmer. The language can be changed whenever desired, as many times as you
want, without losing as a result any data or configuration. Select the language you prefer and click
“OK” to confirm.

Week type: this allows selecting the first day of the week as Monday (Europe) or Sunday
(America).

Signal privacy to staff: this option enables staff to know whether a room is occupied (with privacy
activated) without having to open the door. If the “Signal privacy to staff” option is activated,
when the staff card is inserted in a lock that has privacy activated on the inside, the LEDs of the
lock flash red and green, informing us that the lock has the privacy lever deployed (and therefore
the room is occupied). Afterwards, if the user has a grant to open the door, it will open or not,
depending on whether the user overrides privacy or not, as configured in their matrix.

Purge auditors periodically: the Auditor is a file where all the operations carried out in the TESA
Hotel programme are recorded. Each record provides information on the date and time when an
operation is carried out, who the operator carrying it out is, which operation is carried out, and
which user, door or time zone was the subject of the operation. That is to say, it is a file with which
you can always know which operations have been carried out in the system and who did so.

This file has no capacity limit. In order to prevent it from becoming too large, the function “Purge
auditors periodically” is available. Every certain number of days this function automatically saves
the registers of the audit file in an ASCII file, which can subsequently be audited at any time.

When this function is enabled, the option “Purge after (1..365)[ | days” is also enabled, where
you indicate in the box the number of days you wish to wait until the new cleaning of the auditor
takes place.

The field “Purge target folder” is also enabled, which allows selecting the folder where we want
the purge to be carried out.

The record of openings is also purged in this process, in the same way and at the same time, in
another file. The resulting files have names with a given format “EventOIdAAMMDD.txt” for the
record of openings and “SistOIdAAMMDD.txt”, where AAMMDD is the date of the last record
stored, and can be consulted from the “Openings” and “Auditor” windows using the “Open”
button (see sections “K.8 Openings” on page 216 and “K.10 Auditor” on page 226).

Show deleted users with non-expired card/key: If this action is activated, the users who have
been deleted, whose card has not yet expired, are also shown on the list of users. They are
indicated with their names crossed out.
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OPTIONS FOR DEFAULT GUEST CONFIGURATION:

Overrides privacy: selecting this option allows all the guests to “override” the privacy lever of the
lock of their own room. This means that if someone inside the room has activated privacy using
the corresponding lever, it is possible to enter from the outside by swiping the card and pushing
the handle, which will withdraw both the latch from the lock and the privacy lever.

If the “overrides privacy” option were not activated and the privacy lever of the lock were not
deployed, the door could not be opened from the outside with the guest's card or the copy
thereof, and the lock would indicate this by the flashing of both warning LEDs.

In hotels the most common practice is to select this field.

Can leave door open: if this option is selected, the guests can leave the door of their room in
Open Mode if they so wish. It is possible to change from Open Mode to Standard Mode or vice
versa, by swiping the card through the lock twice in a row. If the door is in Open Mode, anybody
can enter the room with no need for any card whatsoever, simply by pushing the handle down.

In hotels itis NEVER advisable to activate the “can leave door open” option as it s highly likely that
some guests may leave their door in Open Mode without realising it, with the consequent risk
that anybody could access that room.

Manage activation date for guests: if this option is activated, it is possible to encode the guests'
cards before their arrival, indicating the date and time at which they will be operational in them.
In this way, the cards can be encoded days before the guest arrives, but they will not work until
the activation date indicated.

This option is very useful when arrival of a large group of guests is expected on an upcoming date.
In this case, it is possible to encode the cards in advance and have them ready for their arrival.

Audit openings on guest's Card/Key: if this option is activated, the guest's card or key will audit
all the openings they perform in all of the doors of the facility using said card or key, as long as they
incorporate proximity locks or electronic cylinders with the Read and Write system and the
credential is Mifare 1K or 4K.

Activate Check In PIN: select this option to activate the Check In PIN functionality for the guests.
When Wireless locks with keypad are used, this functionality enables us to send an e-mail to the
guest, indicating their PIN code to access the room without the need for any credential
whatsoever. For more information, see “L.4 Check-in PIN” on page 251.

Opened with timezone: activating this option restricts guests' access to their rooms in accordance
with a timezone. All of the guests will have the same timetable restriction. There are two predefined
options - Always and Never. To make more timezones available to choose from, they must first be
defined in the "Hours" menu (see F.4 “Hours” menu on page 108).

Default expiry time: this option indicates the default time at which the guest's card expires, on
the day they perform the Check Out. This time, which is predefined for all the guests, may be
customised for any guest when their card is encoded during Check In.

Default Pre-Check In time: this option indicates the default time at which the cards are activated,
when the encoding mode Pre-Check In is used. This time, which is predefined for all the guests,
may be customised for any guest when their card is encoded during Pre-Check In, in the “Check
In” menu.
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“License” tab

d

Only the “Reading technologies’
parameters and the parameters of the
wireless management can be modified
in this tab (the latter if a wireless
license is available).

The rest of the fields are shown in “Read-
only” mode. For the modification of the
values, it is necessary to carry out an
update process by means of the export,
delivery to TESA and import of the

| wireless | commonAccess | Keypad Codes | ExtraFields | 150 Tracks | Anti-passback |
| General | License | Site Details I Operator permissions I ‘Waorkstation | Network‘

Site code AAAAAAAA

Amount of licenced doors
i Upto75 ) Up to 150
Proximity standard
() Prox 15693
@ MIFARE
(71 DESFire

@ Mo limit
Hardware in use
Mechanical cylinder
Magnetic swipe reader
Prox/FIN Prox

[¥] Manage UoC RFID data
Manage Wall Reader Updaters
User cards read: User activity log

license.zip file.

User cards write: Access level
This tab is only visible during the
setup of the system. Once the basic
configuration has been programmed,
this tab disappears, since the data -
included must not be subsequently
modified, under normal conditions.

Manage Wireless doors Update frequency 00m 10s
Enable automatic polling for wireless doors ﬂ

Frequency @ 868 MHz O 915 MHz ) 902 MHz RF Channel 0

@ 50 kbps ) 25 kbps () 12 kbps

Enable Mobile App and eMail alerts
Autumatically update Mobile Apps

|:| Manage cabinet locks

[¥] manage anti-passback

@ Test * Production

The following fields are viewed in the “License” tab:

 Facility code (unique and exclusive to each site)

o Maximum number of doors of the site

e Update on Card and its parameters (Read and Write functions)

¢ Manage wireless doors

e Manage Emotion cabinet locks

e Manage Antipassback

o Allow applications for mobiles and sending of e-mails (by default for wireless setups)
¢ Automatically update Mobile Apps

o Test [ Production

Each of the fields is described below.

Facility code: this is the System Code. It is the unique and exclusive code which has been assigned
to your site. By means of the System Code, it is guaranteed that there are no two identical sites.
This code can also be found on the identification labels of the license folder (see “Licence” on

page 15).

Reading technologies: the TESA Hotel system offers the possibility of working with different
product ranges: electronic cylinders (whose identification technology is a contact chip), locks
and wall readers with magnetic stripe card, and locks and wall readers with contactless chip
technology (proximity). The product type to be installed is determined in this field. This is
extremely important since, based on the reading technology selected, the communication with
doors and credentials (keys or cards) will be different.

o Inthe case of electronic cylinders, the encoder of keys is the Portable Programmer itself.
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¢ Inthe case of magnetic stripe products, the encoder required is the encoder of magnetic stripe
cards.

e In the case of using contactless chip technology (proximity), the encoder to be used is the
encoder of contactless chip credentials.

¢ Inthe case of doors, the data transferred to the Portable Programmer, depending on whether
they are assigned to Cylinders, Magnetic Stripe Locks or Proximity Locks, will be different and
specific.

Of course, it is possible to select two or even all three technologies, if so required by the site, as a
result of having installed more than one different product.

In addition, in the event of selecting “Proximity” as the reading technology, it is necessary to select
the type of chip used. For this purpose, the fields “Prox 15693”, “Mifare” and “Desfire” are enabled,
which represent the three types of chips available:

* Prox15693:
Proximity read-write chips according to the ISO 15693 standard.

o Mifare: Proximity read-write Mifare Classic chips, 1k or 4k (ISO 14443 A). Also compatible with
Mifare Ultralight. In the event of selecting this type of chip, the configuration of the sectors
involved must be determined, especially if the credentials to be programmed are already
being used or are going to be used for any other application which requires the reservation of
any of the sectors. To do so, we must access the “Facility” tab (contact your distributor or the
official TESA technical service).

o Desfire: Compatible with Desfire EV1.

Update on Card (Read & Write): this allows defining whether updaters will be installed, in
addition to readers and/or read and write locks. And, in turn, whether the credentials will be
carriers of information related to the locking plan of the user they belong to (openings and
crosses).

The Update on Card (UoC) system allows updating the locking plan of the doors without having
to go to them. For this purpose, Updaters are available, which are connected to the PC over
Ethernet. In this way, when any modification is made in the matrix of the TESA Hotel software, the
information is transmitted to the Updater over Ethernet, which updates the user’s card when it is
held within range of the Updater. Afterwards, when the user holds the card by the door, that door
will be updated with the new information contained in the card.

The menu allows for activation of communications with the Updaters, auditing of openings in the
credentials and modifications in the locking plan entries in the same credential.

Manage wireless doors: in the event of having wireless equipment on the site, it is possible to
define how often, and whether automatically or not, the software should connect to the Hubs to
update the locks[readers and capture the opening records. For more information on the wireless
system, see “Wireless system architecture” on page 159.

Manage cabinet locks: it is also possible to manage Emotion cabinets. In order to manage this
type of device, it is necessary for this box to be enabled. Otherwise, it will be necessary to send the
exported license.zip file by means of the application “Tools” for updating by TESA, and then import
it with the same application.

Manage Antipassback: if you enable this option, a new tab is displayed in the “Setup” menu,
which we are describing in this section: the “Antipassback” tab. To learn how this option works,
refer to section “Antipassback” tab below.

= =
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Enable applications for mobiles: this allows wireless door opening by means of the mobile App.
The possibility of sending alerts by mail is also enabled by this. In order to select this function, it
must be enabled in the license acquired. Management of the app for both users and guests is
handled manually by the hotel.

Automatically update Mobile Apps: in the wireless licenses, this allows the IP changes to be sent
to the wireless Apps of the site automatically, so we may dispense with fixed IP addresses in the
site. For more information, see “L.5 Wireless APP” on page 258.

Test | Production: this field indicates whether the management of “Automatically update Mobile
Apps” is conducted in a “Test” environment, that is, demo-tests, or in a standard “Production”
environment.

“Antipassback” tab

NOTE: this tab is only displayed if the option “Manage Antipassback” is enabled in the “License”
tab of the “Setup” menu, which is described in this section.

The Antipassback system serves to prevent multiple accesses with the same credential,
preventing for example two people going through the same door one after the other using the
same credential, having passed it from one to the other. It functions as follows:

e A number of doors are defined, some of them as “antipassback entry” and some others as
“antipassback exit”.

e When a user goes through an “antipassback entry” door, a signal is activated in their
credential, which prevents the user going through any other “antipassback entry” door.

o Thissignal is deactivated when that user goes through an “antipassback exit” door, or else after
a given period of time. Once the signal has been deactivated, the user can go through an
“antipassback entry” door again.

The configuration is carried out in the “Antipassback” tab of the “Setup” menu.

This tab allows defining one or two
antipassback areas, by means of the

. . | General I License | Site Details I Operator permissions I Warkstation | MNetwaork ‘
fO”OWII‘lg fleldS. || Wireless I Common Access I Keypad Codes I Extra Fields I 150 Tracks | Anti-passback | |
Areal options:
« Area name: name which defines
. Areal name:
the controlled antipassback area. If
two areas are created, it is S ® Hard S
necessary to assign a different Anti-passback reset : @ Never ) period O Fixed
name to each of them.
-
e Entry mode: this offers two 02:00
options: “Hard” and “Soft”.
“ ” . Area 2 options @
Hard” mode: the locks defined
. . Area 2 name:
as antipassback entry will not let
a user whose signal is activated RN ke §iso
gO through. Anti-passback reset : @ Mever () Period () Fixed
- “Soft” mode: the locks defined =
as antipassback entry will let a o
user go through even if the
signal is activated, but they will ||| T antipassback for guests
generate an alert event for the

site manager.
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Depending on the technology used, the event will be collected by the Portable
Programmer at the door itself, by means of the updaters when the credential is passed
through them, or by the Hubs in the wireless system.

¢ Reset antipassback: this allows configuring how the antipassback signal is deactivated when
it has been activated in the user credential:
- Never: the signal remains activated indefinitely until the user goes through an antipassback
exit and then deletes it
- Fixed: the signal is deactivated every day at the same time (fixed reset hour).
- Period: the signal is deactivated a certain time after having gone through the antipassback
entry door (reset APB info every... to be defined).

After having defined at least one antipassback area, in the “Doors” menu, for each door, a field is

displayed which allows us to define whether the door is “entry”, “exit” or “neither”. If “entry” or
“exit” is selected, another field is displayed to select the area.

In addition, in the “Settings” tab of the “Users” menu, an option is displayed, for each user, which
allows choosing whether the user will be affected or not by the antipassback mode.

« Antipassback for guests: this operates in the same way as the user's credentials, applied to
guests.

TESA
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“Network” tab

The TESA Hotel system can be installed on a network of PCs.

In the “Network” tab of the “Setup” menu of the TESA Hotel programme, all the network
computers where the programme is installed and has been run are shown, including their name,
their IP address in the network, the way in which the Encoder is used (local or remote) and which
COM port they use to communicate with it.

NOTE: |t |S poss|b|e for d PC Wh|Ch |S | Wireless I Common Access I Keypad Codes I Extra Fields I IS0 Tracks I Anti-passback

nOt Curl‘enﬂy in the SyStem even |f |t I | General I License | Site Details I Cperator permissions I ‘Workstation | Network l

h b t . . ’ h |Name ‘SewerIPaddress |Pub|icIPAddress |Eﬂcoder |COM Porl o
ds been Presen In pI.EVIOUS p ases' RROTS-DE41BD91192,168.1.100 Lacal PC 0

to appear on the list. If desired, it is m» o001 [ loarc [0

possible to remove all these obsolete
PCs from the list, by means of the
TOOLS programme.

s

“Local PC” tab

Using the “Local PC” tab of the “Setup” menu, it is possible to view the data related to the
communications and to the computer from which the TESA Hotel programme is being run.

The following data are shown:
« Name of the PCin the network

. IP Address Wireless I Comman Access I Keypad Codes I Extra Fields I 150 Tracks I Anti-passback ‘
General I License | Site Details I Operator permissions | Workstation Metwork l
o Public IP address on Internet Workstation
o Card Encoder Name
° Local COM Server IP address PublicIP Address
127.001
(] USE timed aUtO |0g0ut Use local server Use local server
° Pop !Jp Openlngs I‘EJECtlonS and Card Encoder @ Local PC (0) Remote PC
warnings
Local COM port | COML Use local server
Each of the fields is described below.
|:|Software Auto Logout t El
|:| Pop message box for access warnings : Access Denied/Expired Card etc,
Name: this is the network identification
name of the computer itself. This field is
filled in automatically with the name
assigned to the local PCin the Operating
System. If it is empty, it can befilled in by

means of the option “System” of the
computer's "Control Panel” in Windows.

In the option “System”, click the “Computer name” tab and verify the field “Full computer name”. If this
field is empty, issues may arise when communicating with the encoder and, therefore, it is necessary to
enter an identification name, clicking the “Change” button. Contact your distributor if you need

assistance.
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IP address (private or public): these IP addresses can be configured to remain fixed or be
automatically updated. You simply have to set the public IP to automatically update when the
server is accessible from the Internet and has not engaged a fixed IP address.

Card Encoder: if the TESA Hotel system is installed on a single PC, the card encoder will always
have to be connected to that computer through the RS-232 serial port or a USB port. That is to
say, it will be a “local” connection. As a result, the option “Local” must be selected for this field.

Sharing an encoder amongst various PCs

If the access control system is installed on a PC network, the system offers the possibility of sharing
an encoder. That is to say, the encoder may be connected via RS-232 or USB to one of the PCs and
the rest will be able to use it remotely (for example, by sharing an encoder in a reception area with
several PCs with the TESA Hotel application). This is valid for:

e Encoder of magnetic stripe cards
o Proximity card encoder
o Portable Programmer (when working as an electronic key encoder)

Proceed as follows:

1 On the computer where the encoder is installed locally via RS-232 or USB, select the option
“Local” in the field “Card Encoder”.

2 On the network computers where you want to use the encoder remotely, select the option
“Remote”. Once this has been selected, a drop-down field is displayed, which shows the list of
network computers. In this field, select the computer where the encoder is connected locally.

Local COM: this refers to the serial port of the computer through which the TESA Hotel software
will communicate with the Portable Programmer and/or the Encoder. It is advisable to maintain
the option “Automatic”, which automatically searches for the port the device is connected to.

When the TESA Hotel software is installed, the drivers for communicating with the portable
programmer and the encoder are also installed. Once these devices have been connected to the
computer by means of the USB cable, the system will generate the corresponding virtual COM
ports, which can be consulted in the Device Manager. If the automatic detection check box
(“Automatic” option) is selected, the software itself will locate them.

Ifissues arise when generating these COM ports, it is possible to install the drivers again manually,
running the file contained in the “Drivers” folder which is included in the software setup folder.

If your devices have RS232 entries rather than USB, it is possible to provide you with approved
RS232-USB adaptor cables.

Timed auto LOGOUT: this is an automatic security blocking system. If the option “Use timed auto
LOGOUT” is selected, every time the software is fully inactive for a set period of time, it will be
blocked. It will be necessary to enter a valid operator name and password again to reactivate it.
The “Timed auto LOGOUT” is set in minutes and it can be modified as desired.

Pop up openings rejections and warnings: if this option is selected on the PC that has the TESA
Hotel software installed in it, "Pop ups" will be displayed showing the denials and warnings of the
doors automatically.

A “Pop up” is a pop-up window located in the lower right-hand area of the screen, which is only
displayed when a new alert is generated.
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“Common PINs” tab

The Common PINs are keypad codes,
from4t06f|gures, which can be used | General | License | site Details | operator permissions | workstation | Network |

by several users to open the doors. In || | wireless | common Access | Keypad Codes | ExtraFields | ISOTracks | Anti-passback | |
this way, it is possible to define groups

Lo
of users (for example, by departments) Meintenance =
with the same common PIN for all of Bl 8543
them, as a staff PIN. 3 Cleaning 031416

S

Generic Pin 4

The Common PINs are defined by
means of their identification name,
followed by the “PIN” code.

It is necessary to assign the Common
PINs to the doors where they will be
used (see F.3 “Doors” menu on
page 82).

w

Generic Pin 5

3

Generic Pin g

~

Generic Pin 7

“Extra Fields” tab

The “Extra Fields” tab allows defining a
maximum Of4add|t|0na|f|e|d5forthe | General I License | Site Details I Operator permissions I Workstation | Networlc‘

user fOI'mS and the same number for | Wireless I Comman Access I Keypad Codes | Extra Fields | 150 Tracks I Anti-passback ‘ I
the door forms. This information is
transmitted neither to doors nor to

User Additional Fields

. L . Additianal field 1 : NOTE 1
credentials: it is only useful for making
. Additional field 2 : NOTE 2
data management in the software
. Additional field 3 :
easier.
. . Additional field 4 :
Extra Fields are applicable both to |
staff card users and guests. et
Additional field 1 : Model 1
Additional field 2: Maodel 2
These fields can be used later on for Additional field 3
multiple selection of users or doors. Additional field 4

By means of these fields, it is possible
to add customised data, according to
your needs, to the information related
to the users and doors. For example,
different departments can be defined
for users, and buildings, floors, etc.,
can be defined for doors.

Other tabs and functions

The other tabs and functions are explained in chapter “L - Other Functions” on page 237.
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F —Creating the Locking Plan

13T oY LT o o 1S AP 71
“Users” MenuU (MASter) . ...uueeeteeeeeeneeeeseeeeaeasosenseeenssosnssoanssane 72
StAff CATA COPIES oottt b s ssss s sasns s asnssans 80
“DOOIS” MENU .t ittittttitttnieeenennnnnnnnsseseaeseeeessessessssssssssosns 82
DOOOTS lISE cuurrveereeereeresesesesessessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssessssssssssssssssssssssssssnns 82
Create the doors list Of @ ROtel ..o 88
REPOTTES ettt ssseasessessase st as st aassssss s sssssssssasensssesnen 105
VUL oottt sae st sa s sess s sass s s s s s s ses s sess s ssass s sass s sasssensansaes 105
FINA oottt ssse s ssssss s s s sssss s sssses s sssasssssssssssssssssassssasssssssasssnses 107
IMQETIX cereereeierenreaeiareaseasessensessessessessssssssstasessesseasessessesssssssssssssssssstastasesseasensessessessessssssssssassas 107
“HOUIS” MENU . ..etiiiiiiiiiiiiiiitiiiitiinaeeteesenncetossnnnnesssnnnnns 108
“HOUTS” tab (TIMEZONES) ..ot iessessssseessasssss s s s s sesssesssassssssssssses 108
STALE TADIE ettt s s ss s s st s e 109
“UPdating MOAE” £aD ...ttt ssssssssssssssssssssssssssssssssssssessssnns 111
CAIENAAN et sse s sssssssns s s s s s sesss s ssssssss s s sssnssnssnssansen 112
“Daylight SAViNg TIMe” tab ...ttt sssssssanees 113
T G 114
Saving and transferring the lockingplan ..., 117
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Creating the Locking Plan

F— CREATING THE LOCKING PLAN

F.1 INTRODUCTION

The locking plan allows making a decision as to whom, where and when access can be granted.

The creation of the locking plan consists of the following steps:
1 Creating the users list, by means of the “Users” menu.

2 Creating the doors list, by means of the “Doors” menu.

3 Creating the access hours, by means of the “Hours” menu.
4 Saving the locking plan.

Once the locking plan has been created, it is necessary to encode the credentials of the users and
load the plan into the Portable Programmer to initialize the locks, readers and/or cylinders, as will
be seen in the corresponding chapters.

15 Before proceeding to the creation of the locking plan, it is advisable to configure some of the
settings of the system by means of the “Setup” menu, as described in chapter “E - Running the
programme for the first time”.

5 In Read and Write systems, it is VERY IMPORTANT to previously configure the distribution of
data on the cards (see “Proximity setup” on page 239).
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F.2  “USERS” MENU (STAFF CARDS)

The first step in creating a locking plan is creating the users list in the “Users” menu (staff cards).
In this menu we define the system users who form part of the hotel staff (not the guests). The
guests are defined in the “Doors” menu, when the doors or locks of all of the hotel rooms and
suites are created.

Therefore, in this menu we define all of the users who are not guests and who have a credential to
open locks, or those who will be system operators, or both.

The system is capable of managing up to 65,000 users and every lock is able to recognise up to
1,500 different users.

We could give the example of a hotel with the following staff structure:

¢  MANAGERS
— Manager
— Head Receptionist

e CLEANING
— Cleaning 1
— Cleaning 2

e MAINTENANCE
— Maintenance 1
— Maintenance 2

The system allows for identification of staff by their name, by their post, by an identification
number, etc. In the example, we will use generic names (Cleaning 1, Maintenance 1, etc.).

° RN
In order to access the “Users” menu, S & % ! %‘R LIE)
click this option on the main screen of @ vansge vsers |,
TESA Hotel. JF] Manage Docrs

£22) Time Zones = L} P
T @ 3

23 Access Matrix

Checkin Copy Guest Rooms

C?@ Manage logins

Special Credential Mngnt Wireless
(3 setup Reports e
L]

KeylCards
. 2'

User Activity (Programmer (PP System Log

Ee 'ASSA ABLOY'

{S} system Setup
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The “Staff List” window will open.

Click on “Add” to start adding users.

Fill out the fields, and when you finish,
click on “Add” and accept the confir-
mation message that appears next.

Proceed similarly to add more users.

If you want the same user to be able to
have two different opening technolo-
gies available (for example, magnetic
card and proximity card), the user has to
be created twice, with the same name,
changing only the technology type.

Data | Options | Common access

Name |

Technology @ Key @ card ©) Proximity
Group -
Card ID
UserID
NOTEL -
NOTE 2 -
Valid to: iy EN Encoded copies 0
& Valid from: e B
i} Encode % Cap
— By SfBateh Edit
il Staf st =
e Data | Options | Common access |
]
a Mame Maintenance 2|
ol
H aning Technology ) Key @ Card () Proximity
4. MAINTENANCE
Maintenance Group MAINTENANCE -
&) Maint cardID
©) Mintenance
 MANAGEMENT Lt
L) Direct
S Hes
o e NOTE 1 S
NOTE 2 -
Valid to: i B Encoded copies 0
Valid from: T S
Keypad code: T X cancel card
-;‘ ADD -_ DEL Report -» APPLY
B cor
11 users B FBatch Edit B Fnd | | ok
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In the “Staff List”, in the “Data” tab, the

following fields and buttons are P [oete [ optons | camnon sces]
displayed: (ﬁ’) Hame Maintenance 2
. j ("ﬁ]NTENANCE Technolagy Key Card @ Proximity
e Name: user name. il Group MAINTENANCE =
) Card ID
e Technology: technology of the e vserio
credential that will be deliveredto | (Eﬁ:""“m _
() -mail ress
the user. There are three types: key, i ore1 .
magnetic stripe card and proximi- e -
Valid to: I == Encaded copies 0
ty ca rd Valid from: N 5

Keypad code:

e Group: name of the group the user
belongs to. In the example, the us-

ers have been organised into three
groups: “Cleaning”, “Management”
and “Maintenance”. p— [ B copy | [Foateneat] [ = matnc | [ # Fina | [ o ok |

e Card ID: unique identification
number incorporated into all the
source credentials, which is read
and recorded when the user card
is encoded (UID).

Itis also possible to carry out the process the other way around: writing the ID manually if this
is known, distributing the credentials which are not encoded, and delegating the encoding to
an automatic updater which is connected to the database and made available to the users.

e User ID: additional information you wish to add in relation to the user (ID card, identification
number, etc.).

* E-mail address: e-mail address for users of the V3 mobile APP application.

e NOTE 1, NOTE 2: customised fields. It is possible to define a maximum of 4 customised fields,
which can be configured in the “Extra Fields” tab of the “Setup” menu, as shown in section
“Extra Fields” tab on page 67.

e Expiration Date: date when the credential of the user ceases to be valid on the site and from
which, therefore, the user is no longer able to access the doors authorisation was held for.

e Activation Date: date when the credential of the user becomes valid on the site and from
which, therefore, the user can access the doors authorisation is held for.

» Keypad Code: code (from 4 to 6 digits) for opening the door if it is in the state “Card + PIN” or
“PIN + Card”. Refer to “States” on page 109.

* encoded copies: indicates the number of times the user's credential has been copied. Cards
encoded as copies do not cancel each other.

* “Cancel card” button: this allows cancellation of a credential and all of its copies.

e “Encode” button: this allows encoding the credential of the user (see chapter “I - Encoding
keys and programming doors”).

e “Copy” button: this allows a copy to be made of staff cards, after the original card has been
encoded first. For more information, see “Staff card copies” on page 80.

e “Add” button: this allows adding new users. This button must always be clicked before you
start to enter data related to a new user, as otherwise, the data of an existing user are
overwritten.

e “Delete” button: this allows us to delete the user from the locking plan, after having selected
them from the list in the column on the left.

e “Copy” button: makes a copy of this user, with the aim of facilitating creation of another user
with identical characteristics, instead of using “Add” and filling out all the fields individually. In
this way, one can quickly create a series of users (for example, “Maintenance 2", ..

“Maintenance 10”) from “Maintenance 1”.
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e “Batch” button: allows modifica-
tion of properties common to dif- _
ferent users at the same time, by 8 el e 2 selected
selecting them and clicking “OK”, Lo e

(] Cleaning 1 [ Manager

for example to change the group to oo e 2

i (1) Cleaning 2
which they belong, the grants, etc. |
{3 Maintenance 1

[ Maintenance 1
(i Maintenance 2

1| Maintenance 2

Group
Technology
NOTE 1
NOTE 2

ik Copy Qsmnsml = Matric || #§ Fing W oK i

Finally, the options to be modified
are selected and you click “OK” to R
save the changes.

l W — =3 = ]

Data ‘ Options I Comman access‘

Mame Maintenance 2

7] Group
[FINOTEL
a Ao | [CINOTE2

[ *Level to encode Key/Card

[] Can open “Secured” doars ® No Yes

[7] commaon access Swimming paal
Garage
Floor1
Floor 2
Floor3
Floor 4

L

o 0K
o
Copy | [FBaten edit] = Matrix || # Find

't
=

12 users

e “Matrix” button: this allows iy sttt g vy —] %

accessing the matrix menu g Data | Options | Common access
directly, but showing only the user : Hame Wanterance
selected and those who belong to

the same group.

) Swimming Pool
Cleaning 1
Cleaning 2
Cormridor 2
Room 201
Room 202
Room 203
Room 204
Room 205

Cormridor 1

Cleaning 3

=
—
z

- MANAGEMENT
(1 Head Receptionist
(i) Head Receptionist

)

[ i son | [ » o]
[ B copy | [FBaten eait] [ 3= matrin | [ 8§ Fina | [ o ok
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* “Reports” button: this allows [ETae

consulting and exporting the PR
information related to the users. a ‘|
The information shown by the i :%MNTENANCE ;@glgn-;;-u
reports is the following: -0 FThumbriois [ search Resufs|
— User: user name. al)
— Group: name of the group the * L1 Heoa ecept
user belongs to. g '

o)

— Door: names of the doors they &

have access to.

— Timezone: hours when the user
has access to the door in
question.

— Open: if the “@” symbol is
displayed, then the user can
leave the door in open mode. 12 users
For more information on the
“Can leave door open” concept,
see “F.5 Matrix” on page 114.

— Privacy: if the “@” symbol is displayed, then the user overrides privacy. For more
information on the “Overrides privacy” concept, see “F.5 Matrix” on page 114.

— State: this indicates the situation which the encoding process of a user s in.

An arrow pointing to the right, (==>), indicates that the changes made to the locking plan
of a user have NOT yet been transferred to the user's credential or the Portable
Programmer, with the subsequent updating of the door and return of the data to the PC.
An arrow pointing to the left (<==) indicates that the changes made in the locking plan of
a user have already been transferred to the credential, but there is no guarantee that they
have been transferred to the door.

A blank space ( ) indicates that the changes in the locking plan have already been
transferred to the lock and, then, the credential has been passed through an updater
reader or has been read from the TESA Hotel software.

i IMPORTANT: it is advisable to transfer the information related to the locks to the system.
In a site without updater readers, this will be carried out by means of the Portable
Programmer. It is enough to connect the programmer to the computer once the
initialization/update of the locks has finished, and read the openings.

Pagel of 1

I Copy ] Lﬁsatm Edit] IEMatrix] [ 4 Find ] I o Ok ]

* “Find” button: this allows finding i st st j p—— | ]
a user, making this task easier . [oata [ options | Comman sceess]
when the list is long. s Hame Wanoger
ke Technology Key Card @ Proximity
The search can be conducted by " -0 Wintenan Group — =
Name, by User ID or by any of the 8 m;di‘-
extra fields which have been o s
defined. 3 ql o fome ]
1 (E)) Search for text

Encoded copies 0

Fna | [rmanen

,

[ Copy ] Lﬁsatcn Edit] [EMatrix” 2 Find ] I o 0K ]

12 users

TESA
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e “Apply” button: this saves the latest changes made.

e “Close” button: this closes the users window and saves the changes made.

On the column in the left of the L .. — = =]

window, the list of users who are in the - ﬁ]LEANiNG Date [Options | Common access] |
system is displayed, sorted according 03 ey
to the group they belong to. | € aemng2
The user colour can be orange, blue or % wemtenance 1
black: oY
a MAMAGEMENT
e ORANGE indicates that the et
credential of the user has not been Bl e N
encoded yet.
e BLUEindicates that there are pend-
ing modifications and, therefore,

the card has to be encoded again.

* BLACK indicates that the creden- 12 users (4 ena |
tials of the user have already been
encoded or the pending modifica-
tions have already been transferred
to the locks/cylinders. The system is
synchronized.
Hh Staff list [P
nGrantsn tab ‘ (E'ZEANING Data | Options | Common a((ess‘
Pl Common access
o . . HE il
This tab provides access to a window | £ ﬁmﬁﬁfi‘f
that allows the selected user {7100 Waimenan 3 Foar
(highlighted in blue) to be assigned 8 et
one or several of the grants we have e
defined in the “Setup” menu. i
In the example, the user “Manager” &
has‘ been assigned all the grants — S BL]  tsmmep
available, so that he or she can access | vata trom: o =
any of the hotel's doors. Kmdeods B2
12 users [ Copy ] Lﬁsatcn Edit] [EMatrix” 2 Find ] I o Ok ]
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"Options" tab [k staff list
This menu allows us to customise some 110 clam =L e
characteristics inherent in each user: ' E@z S
e “Canopen blocked doors” option: 17 L3 atenen e
if this field is selected, the user will i “ i e
be able to open the doors they have i S e -
authorised access for, even if they 3 Lglyt”y“ T T ; U:W. ) Z:IZ“
are blocked with the blocking card Ly e
or by means of real-time control of =
. . Valid to: s = Encaded capies 0
the wireless devices. Vald fram: o =
For more information, see “Blocking Neppadcodes [
Card” on page 193.
e “Disabled (ADA)” option: if we
select this option, the opening B
time configured in the “Doors” p—— (B coms | [Fatcn car] [ 35 mareo |[ g Fina | [ o ox |

menu will be doubled to facilitate
this person's access.

This option is not available for
electronic cylinders or magnetic
stripe devices.

If the “Update-on-card (read & write)” option is selected in the “License” tab of the “Setup” menu,
configuration of the following options is allowed, which are typical of the cards of a Read and

Write system:
e “Card/Key audits openings” iy st it =
option: if this option is selected, s geme Dats._| Options | Common acces
the user's card will record all of the | e g@mm‘mmd' e
. . o Extended access time
events that it performs in the | enng2 BB Ko cotects acess evens
Iocks' Cyllnders OI‘ I‘eaders Wlth % Prohibit access on event overflow
. Lo [ Can alter own access settings
read and write technology, e o T
. . . A ¢ i [] Re-validation is required every: @ days hours 7
including warnings of devices with S e L
low battery level signals. @ Ty e
&) Manager
The amount Of memory for [AManan [7] User filtered by anti passback
recording the user's openings is — o [ Encodedcoies o
limited by the type of card used. oo S B
. . xpad code
The cards used in a read and write N
system will be Mifare Classic and,
depending on the capacity of the
sectors of the card, they may be 1K _ £ioa
or 4K. A 1K card has 15 sectors and r— Gestencar] | 3= watne || g Fina | [ ok

a 4K card has 39 sectors.

If all of the sectors of each of the
cards were used to record events,
the capacity would be as follows:
1K card = 72 events registered; 4K
card =414 events registered.

For more information, consult the
TESA “Read and Write System”
manual.

TESA
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“Modifies own locking plan” option: allows alteration of the locking plan of the card
(encoding on the card's memory), modifications to its accesses in the setup according to the
matrix. The card itself will then update the memory of the locks when it is used in them.

wrare s s .. |

The number of modifications that s = :
can be encoded on the Mifare card o M""_"’ oo “_”
depends on its memory capacity. A secoron )
locking plan entry is the granting - o, »
or removing of a user's access to a e e
door in the matrix. If all the free
sectors of a 1K Mifare card are used S S

to store openings, a maximum of secor10:
144 locking plan entries can be o e
stored; in the case of a 4K Mifare secort:
card, a maximum of 828 locking - e !
plan entries can be stored. See the At e kg 13 ot e s 13
“Setup” tab on the main menu. e

[] use custom eneryption keys (12 HEX Digits ea

“Update Key/Cards every” option:
enables revalidation of cards every certain amount of time, otherwise they will be temporarily
invalidated.

In this case the card must be passed through an updater or read in the reception encoder
every certain amount of time. In this way, the card is revalidated so that it continues to work in
the locks for the next period, and the openings contained in it are collected. Moreover, any
possible crosses of its locking plan carried out from the reception PCs will be encoded again.

When this field is selected, the option of choosing how often we wish to revalidate the
credential is displayed.

“Level to encode key/card” field: Indicates the level the operator who is managing the system
needs to have in order to encode or copy a staff card of the corresponding user (in this case,
the Manager).

Every operator can encode cards of a level that is the same as or lower than their own access
level. This means that a receptionist who is a system operator with operator level 3 will not be
able to encode a Manager's card, as level 5 is required to encode the latter's card. Only system
operators who have operator level 5 will be able to encode the manager's card.

The operations allowed at each operator level are defined in the “Operator Levels” tab of the
“Setup” menu. System users who will also be system operators are identified in the “Operators”
menu.

“User filtered by antipassback” option a user who has this option selected is controlled by
the antipassback system just as it was configured. If it is not selected, this allows the user to use
their credential to enter the same door twice consecutively using this credential. Therefore,
this user's credential allows two people to go through the same door consecutively, using the
credential.
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Staff card copies

In the TESA Hotel system, every user is unique and exclusive.

This means that it is necessary to define each and every one of the system users, regardless of
whether or not they have the same locking plan (even if they will enter through the same doors).

Therefore, for each user defined in the system, there is a unique credential:
e User 1->Credential 1

e User 2 ->Credential 2

e User3 -> Credential 3

s Etc.

This way of managing the site allows adding the possibility for the locks to cancel a lost and/or
stolen credential automatically to the system.

Should a user lose their credential, in order to cancel that credential and assign a new one, you
only need to encode a new credential for that user (the old one becomes invalid automatically).
This operation does not affect any other user in the site.

However, the obligation of having to define each and every one of the users of the site may be
somewhat inconvenient for some sites.

Consequently, the system allows making copies of credentials, that is to say:
e User 1->Credential 1

e User2->Copy 1 Credential 1

e User 3> Copy 2 Credential 1

e User4 ->Copy 3 Credential 1

¢ Etc

The copies of credentials cannot be customised with names that are different to the original
credential. They can only be distinguished by the copy number.

15 WARNING: take into account that, when working with copies of credentials, if a new credential
is encoded, the previous credential is cancelled, as well as all its copies. That is to say:
New Credential 1:
— Cancels Credential 1
— Cancels Copy 1 Credential 1
— Cancels Copy 2 Credential 1
— Cancels Copy 3 Credential 1
- Etc

= When working with copies of credentials, the copy number is reflected in the event register.
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The “Users” menu of TESA Hotel
displays the button “Copy”, which
allows making copies of the credential
of that user, as well as the field “No. of
encoded copies”, where the number
of copies encoded from that
credential is displayed.

a-

CLEANING
() Cleaning 1

@) Cleaning 2
a- MAINTENANCE

{4 Maintenance 1

(&9 Maintenance 2
a- MAMNAGEMENT

{4 Head Receptionist

&) Manager

12 users

-
Data | Options | Common access

Name

Technology
Group
Card ID

User ID

E-mail Address

NOTE1

NOTE 2

Maintenance 2

Key card

MAINTENANCE]

1C259101

@ Proximity

Valid to:
Valid from:
Keypad code:

14/03/2018 19:20
27/02/2018 19:20

e

Encoded copies 2

3 Cancel Card

3
o
3
k]
5z

{4 reports | | » apPLY

Copy

Featcn Edit| | = mstrix | | 3§ Fing

« Ok

V102017

81




TESA Hotel manual

F.3  “DOORS” MENU

Doors list

After creating the users list, the next step involves creating the doors list, by means of the “Doors”
menu.

Prior to this, it is advisable to create the state tables (see “States” on page 109) and define the
necessary grants (see “Defining the Grants” on page 133).

The system classifies the doors depending on their usage, and the following cases exist:
* Rooms (for guests)

e Suites (for guests)

e Common access doors (for hotel staff and guests)

e Doors with access control (exclusively for hotel staff)

e High traffic (doors where the number of people accessing them is higher than 1,500)

2 - o o o o
) — m
In order to access the “Doors” menu, | = ™ & M- E’R LIE)
click this option on the main screen of e — ‘ checcin Cony Guest Rooms
TESA Hotel. 7 Wanagepoors
=3

A

£22) Time Zones = L} P
U B 7
23 Access Matrix °

Special Credential Mngnt Wireless

KeylCards
. 2'

User Activity (Programmer (PP System Log

Ee 'ASSA ABLOY'

Cﬂ@ Manage logins

e
(3 setup Reports e
L]

{0} system Setup

As no doors have been created yet,
the doors list is displayed empty.

Door data

Click on the “Add” button to add doors
to the list.

¥ A v o

| 0 doors

TESA
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The “Doors” menu presents the ]
following fields (all the possible fields |- e ommonac
are shown here, but, at any given time, T ‘

Group v

only those which correspond to the Product e
type of door selected are displayed): DoerType O -
Model 1 -
Model 2 -
. 0.0.0.0
e Name: name assigned to the door. I
DoorID
Open Time 2
° GI‘OUp: name Of the group the Register internal handle use

Allow REX push buttc

door belongs to. Doors can be
ordered in groups as desired, for
example, by floors, buildings,
zones, etc.

Door anti-passhack : @ MNome  (Enty () Exit

Seatch Edit) | 3§ Find Ewatrix | | o oK

e Technology type: type of lock, | ...
cylinder or reader in the door.

Technology type Description

Lock Mag. Donna Lock model Donna, exclusively magnetic stripe model

Lock Mag. SpyDesign Lock model SpyDesign, Dual reader, only magnetic stripe
technology

Lock Prox. Spy | Donna Lock models Spy (with or without keypad) | SpyDesign or

Donna, only proximity technology

Lock DualSpyDesign [ Donna  Lock models SpyDesign Dual or Donna Dual proximity and
magnetic stripe technologies

Lock Wireless Mag. SpyDesign Lock model SpyDesign Dual Wireless only magnetic stripe
technology

Lock Wireless Prox. Spy [ DesignLock model Spy (with or without keypad) | SpyDesign
Wireless

Lock Wireless DualSpyDesign  Lock model SpyDesign model Dual Wireless

Electronic Cylinder C-TEC Electronic Cylinder with C-TEC contact chip

Knob Cylinder Prox. Knob Cylinder Prox.

Knob Cylinder Prox. Wireless  Proximity Wireless Knob Cylinder

WR Mag. Spy [ Donna Wall Reader Donna | SpyDesign dual reader only magnetic
stripe technology

WR Prox. Spy [ Donna Wall Reader Spy (with or without keypad) | SPYDesign |
Donna only proximity technology

WR DualSpy [ Donna Wall Reader Donna Dual | SpyDesignDual, magnetic stripe +
proximity technologies

WR Wireless Mag. Spy Wall Reader SpyDesign dual reader only wireless magnetic
stripe technology
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Technology type Description

WR Wireless Prox. Spy Wall Reader Spy (with or without keypad) [ SpyDesign |
SpyDesignDual only wireless proximity technology

WR Wireless DualSpy Wall Reader SpyDual magnetic stripe + Wireless proximity
technologies

WR Elevators Mag.Spy | Wall Reader Donna or Spy model Dual only magnetic stripe

Donna technology with 8-relay panel

WR Elevators Prox.Spy | Wall Reader Donna [ Spy (with or without keypad) only

Donna proximity technology with 8-relay panel

WR Elevators DualSpy | Wall Reader Donna | Spy Dual technology with 8-relay panel

Donna

WR Elevators Wireless Mag. Spy Wall Reader SpyDual only Wireless magnetic stripe technology
with 8-relay panel

WR Elevators Wireless Prox. Spy Wall Reader Spy Wireless proximity technology (with or
without keypad) with 8-relay panel

WR Elevators Wireless DualSpy ~ Wall Reader Spy Dual Wireless with 8-relay panel

WR Energy Saver Mag. Spy Wall Reader SpyDual function energy saver only magnetic
stripe technology

WR Energy Saver Prox. Spy Wall Reader SpyDual only proximity technology energy saver
function

WR Energy Saver DualSpy Wall Reader Spy Dual, Dual technology (magnetic stripe +
proximity), energy saver function

Safe Mag. + PIN Safe technology Magnetic Stripe Card + PIN (Card + PIN
function, PIN only or card only)

Safe Prox.+ PIN Safe technology proximity Card + PIN (Card + PIN function,
PIN only or card only)

Safe only PIN Safe technology PIN only (sites with magnetic stripe or
proximity locks, without distinction). If a safe, either card +
PIN model, or a PIN Only model, is initialized as “Safe PIN
Only”, it will function in PIN Only mode, without having to
apply any additional change of state.

Updater Reader Updater Reader with mini PC (with door control, one or two
readers)

E-motion cabinet lock Proximity cabinet lock model EMOTION

E-motion Cabinet Lock “Cabinet no. assigned” visualizer for EMOTION cabinet locks.

Visualizer

* Door type: TESA Hotel allows doors to be classified into the following types: Room, Suite,
Access Control, Common Access, High Traffic.

* Model 1, Model 2: customised fields. It is possible to define a maximum of 4 customised fields,
which can be configured in the “Extra Fields” tab of the “Setup” menu, as shown in section
“Extra Fields” tab on page 67.

. =
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Door States: the states are automatic behaviours of the doors, based on the day of the week
and the time. It is possible to define up to 256 different states for the doors in the state tables,
with a maximum of 20 zones. For more information, see “States” on page 109.

Requires Grant: a grant is an additional parameter which can be assigned to a door, in order
to restrict the passage of users, allowing passage only to users who hold this grant. For more
information, see “Grants” on page 131.

Door ID: identification number assigned to the door (optional customised field, like Model 1
and Model 2).

Open Time: time in seconds a door remains open from when a valid credential is brought near
to it. The standard time is 4 seconds, and may vary from 1 to 15 seconds.

Common Keypad code: code ranging from 4 to 6 digits for opening the door if it is in the state
“Common Keypad”: refer to “States” on page 109.

Common PINs: the Common PINs (oo S L ) =TT
are identification PIN codes which T Door Gata | Comman ascess| [
can be used by several users. In this & Hame Raom 102 |
way, it is possible to define groups :% sd"m i‘k;w -

of users (for example, by | .

Door Type @ Room

departments) with the same E Mosel 1 s
common PIN for all of them. S L— ek =) e !
The Common PINs are defined in Keypad Codes E

the “Setup” menu, “Common
PINs” tab, by means of their
identification name, followed by
the “PIN” number, as shown in I
section “Common PINs” tab on
page 67.

[7] Maintenance

Register internal handle use il

llow REX push buttc Inactive

[ security

[7] Cleaning

o

Generic Pin 4

@

Generic Fin 5

GenericPin &

(AN RN N NN LR R NN

@ Mone () Entry () Exit
. eneric Pin il
The Common PINs are assigned to e
the doors desired, by means of the

“Magpnifier” icon, which opens the
window that allows them to be
assigned.

38 doors

High Traffic Door: see section
“High Traffic Door” on page 103.

Wireless Address: this is automatically filled in when the wireless doors are initialized.

Updater:ifthe dooris of the updater reader type, the list of updaters of the system is displayed
to associate it to one of them.

Registers internal handle: saves the record every time the inside handle of the lock is pushed
down.

With pushbutton: this allows opening by means of external on-line pushbutton or “Request
To Enter”.
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Relay 2: in the Wall Reader type
doors with a 2-relay board, it is pos-
sible to configure the operation of
relay 2, so that it is either a copy of
relay 1 or different and with diverse
configurations, which can be se-
lected by means of the correspond-
ing drop-down menu. It is also
possible to configure relay 2 by
means of the DIPs of the 2-relay

a4

[

Floor 0

LegE

a

Door data | Door keying

Name
Group

Product Type

Door Type

Model 1

Model 2

Door Control State

Commaon Access:

Open Time

Garage 1

Floor0 -

WR Dual Spy / Donna -

@ Comman access

4

Register internal handle use

board. For more information, refer
to the instructions for that board.

The software always has priority
over the DIPs of the board. The DIPs

Lol i i i S i =i = = . g S S

Apamed ot bt bt T

Door Sensor
Request To Exit Push bt
i) Door TAMPER Sensor
o Eypass Alarm (30 secs)

[
@
a
w

Allow REX push buttc Relay 2 : [Inactive. o ~]
Inactive
Relay 1 le

[ E N NN NN NN NN

.« o 0 Door anti-passback : @ Mone ) Entry @ Exit
are only decisive when the software B
version is lower than 6.03.
33 doars copy | |FeatecnEait| | B§ Fing G

* Privacy overrides passage: If this
option is activated and the privacy
lever is activated from the inside of the door, a user with authorised access cannot enter, even
though they have the “Overrides privacy” option activates. This option is only available in
some door types. When the privacy lever or the electronic privacy is off, the lock is
automatically left in Free Passage mode.

e Updating mode (option available only for doors with Updater Readers): in this drop-down
menu, the updating modes that we have defined in the “Hours” menu, “Updating modes” tab
are displayed. It allows us to select the updating mode we desire for the door in question,
fitted with an Updater Reader. Therefore this option is only available for doors with an Updater
Reader.

* Door antipassback: this allows us to select the “Antipassback” mode in this door for entry,
exit, or not select it. Antipassback mode prevents two users from being able to go through the
same door one after another, using the same credential. That is to say, it prevents two
consecutive entries through the same door using the same credential.

e “Add” button: this adds a door. This button must always be clicked before you start to enter
data related to a new door, as otherwise, the data of an existing door are overwritten.

e “Copy” button: this allows adding a new door, by copying an already existing one, which
makes the task of adding doors easier.
e “Delete” button: this deletes a door selected from the list.

e “Multi” button: this modifies the properties of several doors at the same time: see section
“Batch” on page 105.

e “Matrix” button: see section “Matrix” on page 107.

e “Reports” button: see section “Reports” on page 105.
e “Find” button: see section “Find” on page 107.

e “Apply” button: this saves the latest changes made.

e “Close” button: this closes the doors menu and saves the changes made.

TESA
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On the left of the window, the list of [ e
doors which are in the system is —?a;u— Door ca:
displayed, sorted according to the -%
group they belong to. 5
The door colour can be orange, blue ||| - ;ug'il
or black: o
e ORANGE indicates that the door i:%ﬁ
has not been initialized yet; it is -
necessary to initialize it. (3
* BLUE indicates that the door is :
initialized, but there is still t

o
2
w

information which has to be ||«
transmitted to it, either by means
of the Portable Programmer or
through wireless.

¢ BLACK indicates that the door is [L22=
initialized and there is no informa-
tion which has to be transmitted to it.

! Cleaning 3
2 Corridor3
)

([ E X R RS R R RN N

P Suite 305

¢ ok
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Create the doors list of a hotel

This section shows how to create the doors list of a hotel, the doors structure of which is shown
below as an example:
e Mainfloor:

— Garage door (common access type)

— Main door (common access type)

— Swimming pool (common access type)

— Staff room (access control type)

— Office (access control type)

— Reception (access control type)

e Istfloor:
— Corridor 1 (common access type)
— Cleaning room 1 (access control type)
— Rooms 101 to 105 (room type) with safe

e 2ndfloor:
— Corridor 2 (common access type)
— Cleaning room 2 (access control type)
— Rooms 201 to 205 (room type) with safe

e 3rdfloor:
— Corridor 3 (common access type)
— Cleaning room 3 (access control type)
— Suites 301 and 302 (suite type)
— Rooms 301-A and 301-B (suite type), with safe, inside suite 301
— Rooms 302-A and 302-B (suite type), with safe, inside suite 302

As can be seen, four types of doors of the five that exist in TESA Hotel are represented:
e Room (for guests)

e Suite (rooms with two or more rooms inside them)

e Common access (doors for both hotel staff and guests)

* Access control (doors exclusively for the use of the hotel staff)

* High traffic (doors where the number of people accessing them is higher than 1,500)

To create the doors list in TESA Hotel, proceed as follows:

[ Tn Fosprai eman80500  TE5A Respraity
e o e o L
1 Access the “Doors” menu by | == &  MA %‘R "B
clicking this option on the main @ anage users Checkin Cony Guest Rooms
screen. [F] Manage Doors N
23

1452, Time Zones =2 ] -~~~
T @ 3

23 Access Matrix

C?@ Manage logins
[ ]

Special Credential Mngnt Wireless
(3 setup Reports e
L]

KeylCards
L] .E 2.

User Activity (Programmer (PP System Log

{S} system Setup

TESA
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Creating the Locking Plan

Door data

2 Asnodoors have been created yet,
the doors list is displayed empty.

Click on the “Add” button to add
doors to the list.

)

“Room” doors

3 Enter the name of the first door. . e :
“ ” Name Room 101
In the example, “Room 101". croun 5

Product Type Electronic Cylinder C-TEC  »

Door Type @ Room
Model 1

Model 2

Common Access

DoorID
Open Time
Register internal handle use

Allow REX push buttc Relay 2

Door anti-passback : @ Mone ) Entry

EMatm{ ' Ok

0 doors

Door data | Common access

4 Enter the name of the group the o
door will belong to. This is not . . e
mandatory, but it is advisable in Produst rpe
order to keep the doors well- S o '
organised. Moger2
In the example, we will organise i
the doors according to the floor Do
they belong to. oo e

Therefore, write “Floor 1” in the e T
“Group” field, as no group has
been created yet.

Door anti-passback : @ Mone ) Entry

Seatch Edit) | 3§ Find Ewatrix | | o oK

0 doors
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5 Select the type of lock of the door.
In the example, “Lock Mag. Donna”.

The “Safe” option is not displayed
as available until the room to which
the safe is assigned has been creat-
ed, because safes will always be as-
sociated to their corresponding
room and will be opened using the
same card as the room door.

6 Select the door type.

In the example, “Room”.

Since this is a room, the “Grants”
tab is displayed, indicating the
grants available which were
defined previously (see “Defining
the Grants” on page 133). By
default, the grants are not
assigned to the guest of this room
101, so they will not be able to
access the safe of their room, or
the swimming pool, or the garage.

Room 101

Door data | Common access

Name Room 101
Group Floor1 =
Product Type
nna
UL Lock Mag, Spy Design b
Model 1 Lack Prox, Spy / Donna
Lock Dual Spy Design / Donna

Model 2 Lock Wireless Mag. Spy Design
Lock Wireless Prox. Spy / Design =kl

D Lock Wireless Dual Spy Design | 0.0.0.0

Electronic Cylinder C-TEC

Knab Cylinder Prox.

Knob Cylinder Prox, Wireless

DoorID WR Mag, Spy / Donna

WR Prox, 5py / Donna

WR Dual Spy / Donna

WR Wireless Mag. Spy

WR Wireless Prox. Spy

WR Wireless Dual Spy

WR Elevators Mag. Spy / Donna

WR Elevators Prox. Spy / Danna

WR Elevators Dual Spy / Donna

WR Elevators Wireless Mag. Spy

WR Elevators Wireless Prox. Spy

WR Elevators Wireless Dual Spy

WR Energy Saver Mag, Spy
WR Energy Saver Prox. Spy -

WR Energy Saver Dual Spy Entry (O Exit
UpdaterReader |

Common Access :

Open Time

ter internal handle use

Door anti-passhack :

0 doors

Fh Door List

a
Room 101

i Apo {3 Reports | | » apPLY
% Seatch Edit) | 3§ Find Ewatrix | | o oK

Door data | Common access

Name Room 101

Group Floor1 -

Product Type Electronic Cylinder CTEC  ~

DoorType @ Room
Model 1

® Suite
Model 2 ® Access Control

@ Common access
@ High Traffic door

Comman Access :
DoorIp
Open Time
Register internal handle use

Allow REX push buttc Relay 2

Door anti-passback : @ None () Entry ©® Exit ‘

0 doors

[EMatnx][ o oK ]

Cop: Lﬁsatcnsdit][ 25 Find ]

Door data | Commen access

Common access

Specify at Check-in
By default: No Ves

not booked booked

safe

i

Swimming pool

Garage
Floor1
Floor 2
Floor 3
Floor 4

@
®
@
@

36 doors
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TESA

ASSA ABLOY



Creating the Locking Plan

The fields “Model 1” and “Model 2”
are optional, and are displayed be-

Room 101

o, - = ==

Name

Group

Room 101

Floor1

4

cause we defined them previously Product Tipe
in the “Setup” menu, so we can use il o :
them as we prefer. mogaz ¥ -
Door Control State S 0.00.0
We leave the “Door states” field - :
X pen Tne
blank, as we have only defined R, e

states for the Main Door and the
Corridors.

We also leave the “Requires grant”
field blank as we have only defined
the “Safe”, “Pool” and “Garage”
grants.

10 The “Open time” field allows us to

set the time available for opening
the door once the access is granted
(green LED). You can select a time of

0 doors

Room 101

Door anti-passhack :

[] Allow REX push buttc

@ None

©Enty O it

{3 Reports | | » apPLY

Seatch Edit) | 3§ Find

s | = C =
. Door data | Common access

E Matrix ' Ok

Name

Group

Room 101
Floorl

4

between 1 and 16 seconds. For Produc Tine
electronic locks, the recommended ks i :
default value is 4 seconds. Madel2 -
Door Control State S 0.000
11 In the “PIN code” field, we enter i -
. . . pen Time
the 4t06 d|g|t COde Wthh must Keypad Code Register internal handle use

be keyed in for opening the door, if
there is a keypad.

12 The grants that are assigned to a

[] Allow REX push buttc

Door anti-passback : @ MNone () Entry 7 Exit
o doors SFeatcn eait| | 3§ Fina E Matrix | | of 0K

guest are determined on the e -] oaman Connon s
“Guest's Grants” tab. There are four :@ CmE T S
possibilities for each grant: Teepp || o e °
— Not assigned: the guest will i | e = S o
never have access to the doors E&E pleer? :
that require this grant. o et ®
— Assigned: the guest always has ot -
access, because the grant is

encoded on his[her credential.
— Specify at Check-In, by default
Yes: the guest has access to these
doors by default, although the

grant can be denied during Check-in.

— Specify at Check-In, by default No: the guest does not have access to these doors by default,
although the grant can be assigned during Check-in. This is the most frequently used way
of managing the grants for services requiring rental.

The example shows that the guest of room 101 has unrestricted access to the swimming pool
and to go up to their floor (floor 1), but access to the garage and the safe of his/her room can
be assigned when his or her card is encoded.
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Door data | Common access

13 Whenyou finish, clickon the “Add” S
Name

bUtton' I Group Floor1 -

Door Type # Room -

Model 1 -
Model 2

e R

Common Access :
Open Time B
Keypad Code Register internal handie use

[T] Allow REX push buttc Relay 2 | Inactive

Door anti-passback : @ Mone ) Entry

o | |Seatcnedit| | B Find Ewatrix | | o oK

-1 doars

14 A confirmation message is dis- | ) owroommn
played. Click “Yes” to accept it. .

AT N

Door data | Common access

15 After creating room 101, the l sor
Name
system allows us to add a safe | _eppen . - -

associated to that room: the safe e

option is displayed in the “Door o <o

@ Suite

type" field. Model 2 # Access Contral

@ Comman access e,
0.0.0.0

Select thiS Option Door Control State @ High Traffic door
: Common Access :
Open Time 4
Keypad Code Register internal handle use
[] Allow REX push buttc Relay 2 | Inactive

Door anti-passback : @ None () Entry ©® Exit ‘

{4 Reports | | » apPLY
Featch Edit| | 2§ Find Ematrix | | f oK

o | s
=1
2 | [l

-1 doors

TESA
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TESTE— e

16 After selecting the safe, in the |- e P
“ s A Room 101 Name Room 101-Safe
Technology type” field, the system o oo —
allows different safes to be chosen. Froduct Type
We select “Magnetic Stripe Safe” , S B
. . . . Lock Dual Spy Design / Donna
as we are assigning it to a lock with o2 Lock Wiz g Sovsin |
magnetic Stri pe technology. Door Control State lé‘ﬂ;:tr\gl’l‘l‘iléﬁ"?éj:r\ é?{y’EEESWQH 0.00.0
Common Access : Knab Cylinder Prox,

Knob Cylinder Prox. Wireless

WR Mag, Spy / Donna

WR Prox, 5py / Donna

WR Dual Spy/ Donna

WR Wireless Mag. Spy
Keypad Code o Wite T et 1o ter internal handle use
WR Wireless Dual Spy e
WR Elevators Mag. Spy / Donna
WR Elevators Prox. Spy / Donna
WR Elevators Dual Spy / Donna
WR Elevators Wireless Mag. Spy|
WR Elevators Wireless Prox. Spy.
WR Elevators Wireless Dual Spy
WR Energy Saver Mag. Spy
WR Energy Saver Prox. Spy
WR Energy Saver Dual 5
Safe Prox, - PIN k
Safe Only PIN

= Updater Reader
*% DEL um *  APPLY
p— H copy | |Featcnedit) | B Find Ewatrix | | o oK

Door anti-passhack :

ﬁl}whﬂ J
. « ", B ﬁuumdata'—‘
17 Click “Apply”; the list of doors

4 Floar 1

updates, and the safe associated to e il e
room 101 also appears. Product Tpe
Door Type ® safe -
... . Model 1 -
The definition of room 101 is now T

S T
completed.

n
Keypad Code Register internal handle use

Allow REX push buttc Relay 2 | Inactive

Door anti-passhack : @ MNone ) Entry () Exit ‘

Lﬁsatcn Edit] [ 25 Find ] [EMatnx] [ ' 0K

-1 doors

Door data | Common access

18 Since all the rooms on Floor 1 are roart
4 L0 Room 101 | Name Room 101

the same, we create the other iy T | — -

rooms by copying them from 101, ProductTe

Door Type @ Room

already created. e =

To do so, select room 101 from the Mader2 ] wetess adres
. . . . Door Control State i 4] 0000

dgors |ISf(hIg|‘,l'|Ighted in blue) and R ———————

click on “Copy”.

Open Time 4
Keypad Code Register internal handle use
[] Allow REX push buttc Relay 2 : | Inactive

Door anti-passback : @ None  (0) Entry

[ Copy, Lﬁsatm Emt] [ 24 Fina ] EMatnx ¢ 0K
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L — - ) -y R

19 The “Copy Door” window is dis- || “ .8 preree “““’”“““‘““R .
played which allows us to create a @ ’ i = s
series of doors the same, selecting | s
the root of the name (in our case, | o1 >
“Room”), the initial room (102 in e B
our case), the final one (105) and | || comrtoom Reamic: |
the increment in numbering (1, | i — :

one by one in our example).
. . . " ” Room 102 - 109
Fill in the details and click “OK”. i R e

Increment

E

o] [=ioa ]

2doors

20 As you can see, the system has i ssonia DN“ E—
automatically created rooms 102 Bl roup Floor1 -
to 105 exactly the same as 101, i
including the safe. Mol B

Model 2 ~
Door Control State

Common Access :

Open Time 4
Keypad Code Register internal handle use
[T Allow REX push buttc felay ¢ Inactive

Door anti-passhack : @ Mone D Enty (O Edt

P [ Copy ] Lﬁaatmsmt] [ 24 Fina ] gMamx & oK

21 Now that the first floor is complet- o DN“
ed, we create the first room on the - efn oo o .
2nd floor, number 201, which is o s e
similar to 101 but with SPY prox- Hodet1

.. | k Model 2 - e
imity locks. Doorcompatsiote (sl [s00s

After filling out the fields, click on A E

uApplyn and accept the Conﬁrma' Keypad Code . RD([%}“ ?I?E?\st[erlltema\hand\e use
tion message that dappears next. [T Privacy mode overrides passage

[ Activate “Escape-Return” feature [ | Indefinite

Door anti-passback : @ Mone DEnty O Edt

--u.-, ADD -DEL -- APPLY
_ Featch Edit| | 3§ Find = Matrix & ok

8 doors
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22 If you wish to, associate the
corresponding safe to room 201,
in the same way as you did with
room 101.

Floor1

Floor 2

Dot roons

Door data | Commen access

Name

Floor2 -

Lock Prox, Spy /Donna
® Room ;

® Room
® Suite

® Access Control

® Common access
® High Traffic door

Graup
Product Type

Door Type

Model 1

Model 2

Door Contral State

Common Access :

Open Time 4
[T Register intemal handle use

[] Allow REX push buttc 7

Keypad Code
2| inactive
(] Privacy mode overrides passage

[ Activate "Escape-Retumn” featurs [ |Indefinite

Door anti-passback ; @MNone () Entry

Featecn Eat| | 1§ Fina

(g

23 After finishing the definition of
room 201, proceed to create
numbers 202, 203, 204 and 205
using the “Copy” button in the |
same way as you did on Floor 1.

4-  Floorl

S
B
i
H

Door data | Commen access|

g Matrix & oK

Name Room 201

Group Floor2 ~
Doar Type # Room -
Model 1 -
Model 2 -

Door Control State

Capy fram Room 201
Into group Floor2 - [T Register intemal handle use
[ Allow REX push buttc Pelay 2 [ Inactive
Root From Until I | Privacy mode overrides passage
Raom 202 BE™S feature || Indefinite Duration (14 1
Increment 1 Number of doors 1
@ MNone  CEnty O Et
X caca
— oo | B Reports| [ » apeuy
T Copy Lﬁaaﬁm[mz] ‘ 24 Fina ] Ematrix | [ & ok

24 In this way Floor 2 is completed.

We will now proceed to create the
Suites on floor 3, for which we click
on the “Add” button.

4-  Floorl

Door data | Comman access

Name Room 201

Floor2 ~

Lock Prox. Spy / Donna -

® Room

Group
Product Type
Door Type
Model1 -
Model 2 = e
Doaor Control State Sﬁ 0000

Common Access :

Open Time

Keypad Code

[ @ ] [IRegisterintemal hande use

] Allow REX push butt =

2| Inactive
[T Privacy made overrides passage

[] Activate “Escape-Return™ feature || Indefinite

Door anti-passback | @ Mone (0 Entry

20 doors
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“Suite” doors

Floor 1 Door data | Commen access

25 Create Suite 301 on Floor 3 by se- toami ) —
lecting the technology correspond- o e Srou Floor3 -
ing to the lock installed (Wireless) o odt e Hap Sprbe =

and the “Suite” door type. - R o1 -
. Lot e T Wireless address
- Doar Contral State -] (o000

After filling out the fields, click on =1 commenscr
“Add” and accept the confirmation ER
message. ——

[ Register internal handle use
Allow REX push buttc Relay 2 :|Inactive
(] Privacy mode overrides passage
[ Activate "Escape-Retumn” featurs [ |Indefinite D

Door anti-passhack : @ Mone D Enty (O Edt

pr— o | |Spsateneait| | 2§ Fina Ewmatrix | | ok

Floor1 Door data | Comman access

26 Suite 301 is now defined on floor 3. -

Independent interior rooms can be S e . .
created in the Suite, with their own Procu Lok Wilss W S0 D

Door Type ® Suite

lock. To do this, select the Suite o fo e Hogei1 -
Madel 2 Y Wireless address

(marked in blue) and click on the -2 foan L S
“Add” button. i B fimm?nA:cess: = J—

Open Time 4
[ Register intemal handle use
Allow REX push buttc Relay 2 ;| Inadtive
[ Privacy made overrides passage
[ Activate “Escape-Return” featur: | | Indefinite D

Door anti-passback : @ Mone DEnty O Edt

s Copy Lﬁsatm Emt] [ 24 Find ] EMHUM & oK

Floor 1 Door data | Commen access

27 As can be seen in the “Door type” o . .
field, both safes and interior rooms >~ e rooni rous Faars
can be associated. s i
We create an interior room with the - P osei1 m
name “301-A” and click on “Add”. e ¥ roon i B L 1
Accept the confirmation message o8 e S
that is displayed. i .

[ Register internal handle use
Allow REX push buttc Relay 2 :|Inactive
(] Privacy mode overrides passage
[ Activate "Escape-Retumn” featurs [ |Indefinite D

Door anti-passhack : @ Mone D Enty (O Edt

> APPLY
pr— o | |Spsateneait| | 2§ Fina Ewmatrix | | ok

TESA
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28 You can create a second room
(301-B) in the same way.
After filling out the fields, click on
“Add” and then accept the confir-
mation message that is displayed.

Floor 1 Door data | Commen access

Name 3018

Floor3

Lock Wireless Mag. Spy De ~

& Room

Graup
Product Type

Door Type

Model 1
Model 2 ¥ Wireless address

-] (o000

Door Control State

Common Access :

Open Time

C [ Register internal handle use
Allow REX push buttc Relay 2 :|Inactive
(] Privacy mode overrides passage

[T Activate “Escape-Return” featurs [ ] Indefinite

Door anti-passhack : @ Mone D Enty (O Edt

19 doors

29 To finish defining Suite 301, you
can add the safe associated to each
room.

After filling out the fields, click on
“Add” and accept the confirma-
tion message that is displayed.

Door data | Commen access

4-  Fioorl

Name

Floor3

Lock Wireless Mag. Spy De ~
® Room ;

® Room

Graup
Product Type
Door Type
Model 1

Model 2 Wireless address

Door Control State

Common Access :

Open Time
[ Register internal handle use
Allow REX push buttc Relay 2 :|Inactive

[T Privacy mode overrides passage

[T Activate “Escape-Return” featurs [ ] Indefinite

Door anti-passhack : @ Mone D Enty (O Edt

APPLY

Featecn Eat| | 1§ Fina Ewmatrix | | ok

19 doors

30 As you can see, Suite 301 is now
created with its interior rooms and
safes.

To create Suite 302, which is
similar to 301, select Suite 301
(highlighted in blue) and click on
“Copy”.

Floor1 Door data | Comman access

Name Suite 301

Floor3

Lock Wireless Mag. Spy De

® Suite

Group
Product Type
Door Type

Model 1

( =%
[

4

Model 2 Wireless address

(0000

Door Contral State

Common Access :

Open Time
[ Register intemal handle use
Allow REX push buttc Relay 2 ;| Inadtive

[T Privacy mode overrides passage

[ Activate “Escape-Return” feature [ | Indefinite

Door anti-passback : @ Mone DEnty O Edt

E Matrix & oK

Lﬁsmnsmt] [ 24 Find ]

15 doors
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. 1 “« ” w:rl || Door data | commen access| E !
31 After clicking the “Select” button, | . efr... .. - —
the corresponding screen is dis- ; E&g on e Fror3 5
played: [BRE il —
Inthe example, we wanted tonum- || :EF wsom 202 Hogel -
ber the suites with odd numbers, so E§ foon : '
in the “From” box we filled in the || “. &% qi| coreen e |
number303andinthe“To”boxwe | ‘e i . :
put 306, indicating in the corre- R [ e [l jemeE g
sponding field that the increment | T |
should be 2. The software indicates 1 ‘ -
that 2 doors will be created. ] —
Click “OK” to confirm. '
I |
| ) s (i) (e

32 As we can see, all the rooms (with || * . S o
their safes) and the suites (with E&g
their interior rooms and safes) in Agte
the hotel have now been created. EE
1
We now need to create the “Com- ‘e
mon Access” and “Access Control” 5 :Ei
doors.

“Common Access” doors

“Common Access” doors are those which are accessible for both guests and staff of the hotel. The
example hotel will have the following “Common Access” doors:

e The doors of the corridors of each floor (which will also have a special states table)
e The lock of the main door (which will also have a special states table)
e The wall reader of the garage (which will also have the special Garage grant)

e The common access lock of the swimming pool (which will also have the special Swimming
Pool grant)

TESA
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33 First of all, we create the Main

Door by clicking on the “Add” = Doordta | Doorkeyng

button. e = .

— In the “Name” field, we write isﬁﬂz -

“Main’”. T =
=y Model 1 -

— In the “Group” field, we write o :§ Hodel2 2
“Floor 0" i il ———

— In the “Technology type” field,
we select “Dual Lock”, as this e ‘ S
means both guests with SR E .
magnetic cards (those from IF Actvte Escape.Retun feoturs [l incfinte :
Floor 1) and those with
proximity cards (from Floor 2) ONone DEty Ok
can gain access.

— In the “Automatic Changes” ERETN
field we select “MAIN”, as we il Gouots) Bms ] (S]]
created it specifically for this
door.

— We leave the “Grants” field
blank as it does not require a
special grant.

We can see that for this door type, B . — - ——
the “Door keying” tab is displayed. —ﬁ!—vﬁ
On this tab, we can select the 5':&& femean e —

guests who will have access to the # ) et s

main door. [ verices iy e

[] Passage made

In this example, all the guests will
be able to access via the main
door. o
— The “Opened by” door
indicates which guests will
have access via this door. It is .
empty, which means no guest
can gain access.
— The “Opened with timezone” 3 doors
field indicates the times at
which the guest will have
access. The “Always” and
“Never” options are available,
as are the timezones we define.

— The “Overrides Privacy” option
allows the guest to open the
door even if it is blocked from
the inside with the privacy
lever.

— The “Can leave door open”
option allows the guest to
change from “Open” to
“Normal” mode or vice versa
(not recommended).

sessne
EFEEEEL

[
n
3
g
¥

]
L0 C i i e i
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As can be seen, the “Opened by” ]
field is displayed empty, meaning
no guest can gain access via this ol cnfl snecee ;
door. || bl a
To add guests, click on “Modify G H | [ = o
keying”. A window is displayed ol | o
thatallowsyou to select the guests | - : | IR
who will be able to gain access via 3 S IR :
. . > @' Room
thls door.(tf_le Main qur). B E o=
Since this is the main door, we L pe¥ nood .
select all the guests (“>>" button) ot =3 oo
and click “OK” to confirm. B ‘ |

Finally, we return to the “Door |
Data” tab, click on the “Add” |-~ E—Te—
button and accept the —
confirmation message.

. . a oor Door data | Door keyin
34 After creating the main door, we | " o5 ) e
“" ” g Ma ame [Garage
create the “Garage” door. The || =~ et o Group .
differences from the main door S e e
are: - Eh et -
>-afl Model 2 = I
- Name: garage Z: g Door Contral State Sﬁ 0.0.0.0
o ooz
— Technology: Dual reader e N :
. ool Open Time 0
- Door States' none (blank) < :“ Register intemnal handle use

— Grants: Garage (even though 4 S e
all the guests are authorised in -8 B claring:
the keying, only those with the =
“Garage” permit will be able to -

gain access.
After filling out the fields, click on —— (B con” [Foucrear) [ rna ] [ [ o

“Add” and accept the confirma-
tion message.

Door anti-passback : @ None ) Entry ) Exit

. . a4 oor Door data | Door keyin:
35 After creating the main door and || " g ) e -
“ . = 1 ame Swimming pool
the garage, we create the “Swim- || = Ssumminspeo - .
mlng POOI IOCk' ) 3'_ Door Type @ Common access -
Z : I Maodel 1 -

N P N >-afl Model 2 - elessn
It is similar to the Main Door, the o e I
sole difference being that it re- e Gomnen s
quires the “Swimming Pool” grant. o Openine .

< :“ C ["] Register internal handle use
>

Allow REX push buttc Relay 2 : | Inactive

[ Privacy made overrides passage
DAmvatE “Escape-Return” feature Indefinite Duration (1-4 min) :|1

After filling out the fields, click on
“Add” and accept the confirma- :
tion message.

Door anti-passback : @ Mone (0 Entry

5 o %
= ches Copy ™ | SiBatcn Eait| | B8 Find EMamx & oK

TESA
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36 Finally, we create the doors of the

corridors of each floor. The pecu- Do ata [poorkeyng
liarities of these doors are: 1 . Conk A foniyveming
— It must use the same technolo- Lok prosuct e

gy as that used in the rooms on ron ai sommenat

that floor. f : Moge12 T s aceres

Door Control State [[DRR]DDR . '”E [255.&&5.15?

— In the “States” field, the states
table we have defined for the

Common Access :

i : [ Open Time 4
COI’I’IdOI‘S must be SEIECtEd' 8 Keypad Code [T Register internal handle use
-_ The door key|ng must be per_ gmlownaﬁpumnumf—: 2:|Inactive
. . Privacy mode overrides passage
formed in the corresponding tab, [P Actvae Escape-Retumestun [ Jncetnte :

so as to allow guests to access.

Lo@" Ceaning3
: T ~ ~
[’] Corridor 3 Door anti-passback : @ none O Entry () Bxit

L@ suite305

B Copy Batch Edit Find Matrix oK
(B9 o | (ool [Hrna ] [Even] [ o1 ]

“Access Control” doors

“Access Control” doors are those dedicated exclusively to the hotel staff, for example the offices,
the cleaning room, etc.

Door data

37 At this point we create the door
corresponding to the cleaning
room on floor 1.

To do so, select the “Floor 1” group
(highlighted in blue) and click
“Add”.

L
s ca v o
24 doors

38 Fill out the fields displayed in the

same way as in the previous cases. oot dats [Door keing
We should highlight the following: L o p— Qe _
— Name field: “Cleaning 1” o e e
— Technology field: “Donna mag- " o Sz
netic lock”, so that it coincides o2 o
with the other locks on that : pime s T
floor. o
— Door type: “Access control”. o ' Regiterintersa Rande use

[T] Allow REX push buttc Relay 2 ¢ | Inactive

When you have finished filling out
the fields, click on “Add” and ac-
cept the confirmation message
that appears next.

Door anti-passback : @ Mone (0 Entry

Lgsam Emt] [ 25 Find ] [EMatrix] [ v oK ]

25 doors
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. Door data
39 Create the other cleaning rooms
. Name Cleaning 3
on each floor in the same way, e o -
using the same technology type as redD Froduct Typs
. . [ Door Ty ® Access Control
that used on the floor in question. - Fitrey =
::%3 L T Wireless address
_— Doar Contral tate [ )44 (0000 -
A sicor) Comman Access : [
[
.[l D
g :ii Open Time n
_— Keypad Code [] Register internal handle use
> ': [] Allow REX push butte Inactive
. g ;WB [] Privacy mode overrides passage
L @™ Ceaning3 [ Activate “Escape-Return* featurs [ | Indefinite 1
i * 21
boef?
Lepn
—afh Door anti-passback : @ Mone (D Entry ) Exit
b
2 doors [ Copy I Lgsam Emt] [ 25 Find ] [EMatrix] [ v Ok ]

Updater Reader

The updater reader is a special device with which a virtual on-line network system is obtained
with no need for wires.

Itis awall reader connected to a mini updater PCinside the TESA Hotel network, which in addition
to controlling a door by means of a relay, is capable of encoding and reading the cards by
accessing the database in real time.

It also allows connection of a second wall reader, an open door detector and an emergency
opening push button, always communicating with the TESA Hotel server PCin real time.

e RS
To create an Updater Reader on Floor e e —
0, select the floor in question g sroup Foord g
(highlighted in blue) and click on i of e Lock tag. Dorna
“Add” i =it
' & e EEEE....
Bear in mind that the updater reader 4 H e Hemmegnr e | =
must be previously connected to the =S kb Cinerrox Wiiess | ppTER01
p y - WR Pr Spy/D
. en Time TOX, 3py onna
TESA Hotel network and have access- ot sl P R N
ed the database (consult the updater e 1 s ouaispy - nacive
. . et WR Elevators Prox. Spy / Donna J&
reader manual to see how this is +" Raora [ At Excame st 3 Elalrs DUl Sy Donra [ :
done) ok R e e 22
* —- WR Energy Saver Mag. Spy
A h. . h d " ; :j: N - Door anti-passback : ﬁ&ﬁﬂ:[“ﬁ:::[;ﬁ?“ Entry O Exit
t this point the updater will appear O —
in the “Updater” field of this window.
= e Fsatecn Eat| | 1§ Fina Ewmatrix | | ok |
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High Traffic Door

The cylinders, as well as the locks and wall readers, have the capacity to recognise up to 1,500
different users. For more information on the limitations of the devices, see “Lock’s Audit trail” on
page 239.

For doors where it is necessary to provide access to more than 1,500 users, the TESA Hotel system
offers the option “High Traffic Door”.

The High Traffic Door can be combined with grants.

When a door is defined as a “High Traffic Door”, the product installed on the door (a cylinder, a
lock and/or a reader) is instructed that, in order to grant or reject access, it only has to take into
account the system code, the activation and expiration dates, and the grants. That is to say, a high
traffic door allows access to all the users whose credentials belong to the system, whose
activation and expiration dates are correct, and who have the appropriate grants (for more
information, refer to the chapter “Grants”).

Therefore, a high traffic door is not displayed in the Matrix of the system, since it does not require
any other condition for granting access or not.

For a door to work as a high traffic [feers= ==
door, this option must be selected in |[[+ oo Door data
the “Door type” field when the door is o5 Name
H Group Floor0 -
being created. :% S
A Door Type -
.UEEII Model 1 -
“" L L .&m odel -
You can see that the “Matrix” button =i e
. . L Door Control State 0.00.0
ceases to be operative for this door. o CommonAcess: [ ]
ot 1
4 F.‘UEU;Z Open Time 4
. . .. [ [7] Register internal handle use
For high traffic doors, it is important op low REX push bt ey 2 fnadive
. . b
to consider that a user with a creden- ot I Bty mod e pancnge
. . . . oo P [ Activate “Escape-Return” featurs || Indefinite 1
tial belonging to the site, but without ot
an expiration date, will always have o P ceaning s
. . . . ' Corridar3 Door anti-passback : @ None (D Entry  (7) Exit
access to the high traffic doors and, in =
i i i 1" suite305
prlrI11C|pIe,dther_eI|s no way to cancel
such a credential. - 7o

In order to solve this problem, there
exists a “High Traffic Cancelling Card”
credential.

For more information, see the
corresponding chapter (“High Traffic
Cancelling Card” on page 196).
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Elevator Wall Reader - 8-relay panel

In the “Setup” menu, “Grants” tab, the floors to be controlled by means of an Elevator Wall Reader

are defined.
To do thiS, we deﬁne the number Of | General I CI.i\:ense ’1 SiteTetai\s I Operatlurpermissiunsll WurkstatiTn | Metwaork I i
. . Wireless OmMmMOon ACCESS Keypad Codes Extra Fields 150 Tracks Anti-passback
floors we wish to control in the “Num-
ber of floors” field of this menu (up to
a maximum of 40, installing a maxi- !
. . . |
mum of five 8-relay panels in series). —
Floorl
Piso 3 ;
Planta|4 (]
After defining the floors, we can
CAMCEL & 0K
change the name of each floor as ap- !
propriate (for example, 'piso’, 'planta’, !
ﬂoor’ etc')‘ (| [¥] Manage elevatars Mumber of floors : :
d

(2 fowo || Dosrdats [Doorkeying

Next, the wall readers are created in ||| | = &= ot

the doors list, defining the technology || <% e

type correctly (stripe [ dual [ wireless Lol - s
elevator reader). . E e T v i
Itis also necessary to key the reader in S i = ) foaae )

s
N

order to define which guests have or e
do not have access to it, having de-
fined the wall reader as a “Common

Open Time 4
Register internal handle use

Allow REX push buttc Relay 2 - | Inactive

.
L5302 S S S o

”

Access” door. 0= e
et
>
5.33 Door anti-passback : @ None ©Enty O Bxit
e

-
35 doors % copy | |SBatencait| | §§ Fina Hmatix | | f 0k

Finally, in the room menu, we individ-
ually assign the grants of the guest for

Common access

e Bl Comman access
the floors we will give them access to. B T
In this way, when the card is inserted . F:uii aming oo -
in the elevator wall reader, the reader 4 & s
will activate the relays (grant = relay E § Roort : =
activated; grant 3 =relay 3 activated) | ool Floer> <
to which the guest has access. This ="
means that a guest from floor 1 will E:
only access floor 1. Sl
It is always possible to assign more o
grants to a guest if we want them to

be able to access more floors (which
are communal areas for all guests).

37 doors

For more information on the Elevator Wall Reader, consult the instructions manual.
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Reports

The “Reports” button allows consulting and exporting the information related to the users.

The informaFion shown by the reports (i sowrix T ve— T SIS
is the following: o e baar aats [Door keying]
. Name. Garage
e Door: door name. i :@ . Fioord =
i Repor Preview: In=h|
* Group: name of the group the [JE] | wess W & HBS o
{ Thumbfials }| search Results | =
door belongs to. ‘
e User: user name. =

¢ Timezone: this indicates whether
the user is granted access or not |
and whether this is restricted to a

timezone. |
e Open: if the “@” symbol is dis- T .
played, then the user can leave the Il (e (i0m )

door in open mode. For more in-
formation on the “Can leave door
open” concept, see “F.5 Matrix” on
page 114.

‘ | E?A Copy. ] L§Batm£mt‘ ‘ # Find \ ,_ Tatﬁrlxr VLOK J

| 37 doars !

e Privacy: if the “@” symbol is displayed, then the user overrides privacy. For more information
on the “Overrides privacy” concept, see “F.5 Matrix” on page 114. n

e State: this indicates the situation which the user is in at the door.

— An arrow pointing to the right (==>) indicates that the changes made in the locking plan
of a user in that door have NOT been transferred yet to the credential of the user.

— Anarrow pointing to the left (<==) indicates that the changes made in the locking plan of
a user in that door have already been transferred to the credential.,, but are pending
confirmation by the software

— A blank space () indicates that the changes in the locking plan of that door have been
transferred to the TESA Hotel system.

Batch
The “Batch” button allows modifying the properties of several doors at the same time.
1 Click the “Multi” button; the fol- (o= T — T S
H H R . 2 Floor [ Door date [ comman aceess
lowing screen is displayed: S
:@ i “‘ Specific doors:
o B suinll| 37 notselected 0 selected
oo || SO -
el gs01-A-safe [
e ]
. @ B0 3 301-B-5afe
e f0Ckeaning 1 E
- Eg:aanmg;
4 ’:mfnz | HDCumdwEL
.: Ecumjnrz i
op ol sc - |
| oo oo
e md P e
o Boctyee .
e .
| 37 doors Lg_w
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2 Select the doors whose properties (o= B s == =
you want to modify and click “OK”. 3, B per = | Commanatie
'@ Specific doors:
L]
@0 cwinl| 33 not selected 4 selected
4. Floorl F Cleaning 2 s [i TRoom 101
] g =2l 0 Cleaning 3 ggRoom 101-Safe
oL bcormcor il f0Room 102
b-@ 1| Fcomdorz | €@Room 102-5afe
Z: oo f)| [ Coridor 3
. @B pooofl| BiEevator 0.0.0
o @R noonll WGarace
4. Floor2 Belviain
o Cleat Y
oF comdll [€BRoom 103-Safe I
v-@'F ool FIRoom 104
b-@F Rood internal handle use
| g .: noll Group B ctive
o :‘l - Produd Type
a or3 Door Type
o
I Model 1
Model 2

37 doars

3 Select the options you require, (fowmss | I = T - S

oo . . a Floor0 Door data | Comman access
make the modifications in the T ) —
corresponding field and click “OK i T z
to accept the changes. an M .
D: g : Door Batch Edition
-m B ro |
b-@ B o [Teroup d
: : g % [FIModel1 Ll
4 Floor 2 DMUdEIZ
ot - [7] Door Control State I
b-a'f
e [T Calendar Default gister internal handle use
b :ii . [ Keypad Cade 2:|Inactive
] Floor3
I s i
Door anti-passback : @ Mone (7 Entry F
37 doors
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Find

The “Find” button allows conducting quick searches, which is very useful if the doors list is too long.

When this button is clicked, a window ol ] = T - ST

is displayed which allows selecting g P s [Commenseene

the lookup field (door name or door | 2 i o .

ID) and entering the name or ID . :“f: rocua e
i Door Type ® Room

sought. 9 s 5

| b-af0 -

The search can be conducted by ||| : — ] (oass
b il

Name, by Door ID or by any of the Door ||+ " wex> .

Extra Fields which have been defined. e 1 e I
b-@ P Re Register internal handle use
ot jutte Relay 2 ¢ | Inactive
4 ::i 5 Find Find Next

o s N
: 3‘; i Doar anti-passback : @ None Entry Exit HI
)
 aoors [BR copy | [Foatcneat| [ #§ rna |

Matrix

By clicking the “Matrix” button, the ;
“Matrix” menu is accessed directly,
but only the doors which belong to
the same group as the door selected
will be displayed.

If, for example, the door “Room 101"
is selected, which belongs to the
“Floor 1” group, only the doors be-
longing to the “Floor 1” group will be
displayed.

s
ul
3

pepepi=g=gs TERETETEE

[@ SelettGmupsH 24 Find user ‘ [ B Find Door H B Copy user I[ B Copy Door ]

S l B2 copy ] Lgaaxm Emd [ B Fina ] g Matrix & ok 1
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F4  “HOURS” MENU

After defining both users and doors, we need to define the access hours, even though this is not
essential in order to create a locking plan.

. . i [ o o
The electronic locks have a real-time = 8 . [
clock and calendar, which allows us to | @ anage s 24h W]
. . anage Users
restrict access by users according to Check-in Copy Guest
the time and day MManagE Doors
. ., %Tlmelones L ,"? ?‘\\ Py I_
In order to access the “Hours” menu, . _ a—
click this option on the main screen of G Access Matrix Special Credsntial Mngnt
KeylCards
TESA HOte" Manage logins
@ Setup Reports :
a
{§} System Setup e
User Activity (Programmer (PP
In the “Hours” menu, there are 5 con- . [
ﬁguration tabs: ‘ Time Zones ‘ Door State Cantral (DsC) | Updating Mode. | Calendar | Daylight Saving Time.
[ _Timezone | Hame Access Matrix calour: [ Lime 5
* Hours —— |
Time zone 4 08:00 20:00 & [ won [ e [ weo [ mu [ESS saT | sun | Hou
b State table Time zone MON TUE WED THU FRI SAT SUN HOL
® Updating MOde 1::::::: ‘ ‘ MON TUE WED THU FRI SAT SUN HOL
° Ca I e n d a I‘ 11:: z::: 1: MON TUE WED THU FRI SAT SUN HOL
e Daylight Saving Time
These tabs are described in the fol- 7
lowing sections.
“Hours” tab (timezones)
The “Hours” tab allows definingup to  [f==z= P
'I 4 d iffe ren t ti mezones w i t h a | Time Zones ‘ Door State Contral (DsQ) | Updating Mode. | Calendar | Daylight Saving Time |
maximum Ofs periods Of time. Cleaning Name | Cleaning Access Matrix colour: [] Yellow v
As an example’ presumably the Man- :"”“““: : : won | e | weo | mu | mu | sar | s | ko
agement and Maintenance staff will oo mom e e
always have access to the doors and
the cleaning staff will have access ac-
cording to shifts (timezones).
As a result, we create a Timezone
which we call “Cleaning”, the working
hours of which will be from 08:00 to o o

13:00 and from 15:00 to 18:00 every
day of the week, including holidays.

108
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If you wish to, you can define more

timezones. [T ez ooortte ot | vpasngtoe | conis | cosamsangne|
Cleaning Name Access Matrix colour. [l Maroan 5

In order to define a timezone, write its et | : e e

name in the field “Name”, the limit von [ e [we | ow | mu [ o [sn | m

hours in the fields “From” and “To”, e | ‘ e m e s

and select the days by double-clicking e m e

the day desired. Finally, click “Close”

to accept and save the changes.

Once the hours have been defined, e —

they have to be assigned to the corre- 7o

sponding locking plan crosses in the

matrix.

= As can be seen, each timetable has a different colour in the matrix, which allows the timetable
assigned to each user-door combination to be quickly distinguished in the matrix.

States

These are only available for Electronic Locks and Wall Readers.

The states, defined in the states tables, are automatic behaviours of the doors, based on the day
of the week and the time.

It is possible to define up to 16 states  [Er=- ) =
tables, withamaximumof20zonesor || mesne | ceosecowoion [ v | e | omnessimons
state changes in each of the tables. - .
The doors can be programmed in any — e
of the following states: —— femwinone | @ [von [ e Twe [ w0 [ [ o [an [ ool
 Open: the door passes to open R e
mode (free passage) at the time — L Jo[rnlne (vl | oo
scheduled. = L RN T T R T AT
[ cJE [ vow [ e [we | o [ e | st | saw [ wa

* First User: the door operates in o LM BT BT T T T T
standard mode until the first user =

with granted access goes through
it, as from the time indicated. As
from that moment, the door
passes to open mode.

e Common Keypad: all the users open a door by typing the same code (from 4 to 6 digits) or
one of the 8 common PINs defined and valid for that door. This code is programmed in the
“Doors” menu.

This operation mode is only available for locks with a built-in keypad (magnetic stripe and
proximity readers and locks).

In this mode of functioning, the locks and wall readers continue to work with the proximity
credentials.

e Standard: the door operates in standard mode, that is to say, it is necessary for each user to
pass their credential to open it.

e (Card +PIN: in order to open the door, it is necessary to pass an authorised card through and
then type the staff code (from 4 to 6 digits) assigned to that card. This code is programmed in
the “Users” menu.

This operation mode is only available for locks with a built-in keypad (magnetic stripe readers
and locks).
This mode of functioning is not compatible with the Read and Write system.
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e Dual User: the door opens only if two credentials from authorised users are used in the lock
successively.

* PIN + Card: in order to open the door, it is necessary in the first place to type the access code
and then pass through the card associated to that code. This code is programmed in the
“Users” menu.

This is the only dual identification option available in UoC (Read and Write) systems.
Itis also compatible with wireless systems.

In order to create a new State, click J
“Add” and enter the desired data in | e | cesecnona [ [ comar ] amansanorne
the corresponding fields. The days are e C— i
selected by double-clicking the corre- T T T T

sponding day. Once you have finished,

click “Apply” to encode the data.

mon | TE | wed | THU FRI SAT | sUN HoL

E— s

=R :} O | von | e | weo | THU FRI SAT | SUN HOL

o L e E[mn [ ne [ we | ™ FRI saT | s | ol

o [ o[ mw | me [ v | ™ FRI saT | siv | Ho

Example: in a hotel, the MAIN door is siwo — o[ [ ne [wo [ww [ [ [ [

. - — : D MON TUE WED THU FRI SAT SUN HOL
required to be open (passage) ever ; L R

q P (p g ) y - I | s ne | e | na = Lo

day of the week from 7 am to 10 pm. In
addition, the doors of the CORRIDORS
are required to be openfrom 8 amto 9
pm every day of the week. Therefore,
two states tables are needed.

Moreover, we have marked the possi-

bility Of mOdifying the door State i = Time Zones Door State Control (DsC) ‘ Updating Mode | Calendar | Daylight Saving Time
whilst it is open, by checking the | .., e commoon -
Door can be I‘eft Open or Closed = ---mn
box. If this box is checked, the autho- S ———
rised users can change the state of the . -1 T T A T R R T ”ﬂg
. 1 : B MON TUE WED THU FRI SAT SUN HoL
door from Open to Closed and vice e b e ETe e T T TeTa
versa, by passing their credential e | o] v | ne oo | | omw | o | ax | ml
th rough it twice in arow. Ty [ B[ mon | Tue | weo | U FRI sat | s | Ho
o~ B[ mov | e [ we [ T FRI sat | s | Ho
- | — ne | wem | na o T P : = k=
o oK

Once a door state has been created, a  [E=E =
- H H H Door data | Door ki
new Door States field is displayed in P 2erkeing
“ ” . | o@ Hame Main
the “Doors” menu: =1 - e .
e
e g Door Type ® Common access
e
B0 Madel 1 ~
£ : g Model 2 = .
>
> af0 Door Cantral State ; 0000
eftn
. g ey Comman Access : AT
S MAIN F
i :E: Open Time 4
>
e e [ Register internal handle use
; :: Allow REX push butte Relay 2 : Inactive
: s [T Privacy mode overrides passage
o= iz [ Activate Escape-Return” feature || Indefinite 1
ol
boa
5-013 Door anti-passback : @ None () Entry D Bxit
e
e [ Copy ] L§Batm Emt] [ 34 Find ] Hwmatix | | o 0k
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“Updating Mode” tab

This tab allows defining how the Up-

dater Readers can be programmed. sl e W

It allows disregarding certain features

for the purpose of optimising the re- - won | ne lwo | mw | e ] or | sn | oo

sponse time of the device: - oo T Tae [ [ T [

* Online Reader: tis only a reader, e
which simply reads the card. o= i
This is the fastest response mode. EE won | e [ weo | o | e | s | s | no
It neither updates data nor col- | o - omeme e ne e
lects openings. It is only used in T e e
updaters with door control, since [ rem ]
it only manages the opening of the o

door associated to the device.

e Revalidator: reads and encodes
the dates and grants of the cards
and revalidates the cards.
This is the intermediate response mode.
It neither collects the stored events nor loads the locking plan crosses still not encoded on the
credential, but it allows renewing the expiration of the credentials and modifying the grants
assigned to the user.
It can be used in updaters either with or without door control.

e Updater: reads the card, collects the events and writes the modifications of the matrix for that user.
This is the most complete mode, but the processing time for reading and encoding the card is
longer. It collects events, writes the locking plan crosses still to be encoded, renews the expiration
of the credential and modifies the grants.

It can be used in updaters either with or without door control.

The main functions of an Updater Reader are reading, re-encoding and revalidating the cards in
the Read and Write system. Performing all these functions in 4K Mifare cards with all their
memory full can take a few seconds, and at times of high traffic can give rise to queues of users. To
prevent this, the Updater Reader can be configured to work only as an on-line reader during high-
traffic periods and so alleviate the traffic of people.

Inthe example, we have envisaged that
ea rly in the morning (at 8 am) it ShOUld Time Zones | Doar State Contral (DsC) ‘ Updating Mode ‘ P— | TR

work only as an on-line reader, so as
not to create queues, and that from
11 am it should work in complete —
mode until 8 am the following day. m ) COEErarErErEETEE

we | THu FRL saT | sun HOL

08:00  [OnlineReader v

11:00  [Program Updater:

Online Reader v
[ Online Reader  + MoN | TUE | weD | THU FRI saT | sun HOL
- Online Reader  ~ mMoN | TUE | wep | THU FRL saT | sun HOL

After filling out the fields, click on

. Onling Reader ¥ MoN | TUE | weD | THU FRL SAT | SUN HOL

i

“Add” and accept the confirmation { Thsoo % o I e | von | e | e | wu | | oo | an |

messa ethata ears next. iy . [oniincReader =] [ Mon | Tue | wep | mw | Fr | sat | s | oL
g pp * APRLY

You can add more updating modes if =

you wish to.
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Calendar

The locks have an internal calendar that enables them to recognise the day of the week, but not
holidays. The “Calendar” tab allows the hotel's holidays to be defined.

For this purpose, double-click the
holidays for them to turn red. You can
also define the holidays of the coming
years, changing the year using the
corresponding arrows.

It is possible to define different calen-
dars of holidays. In order to define a
new calendar, click “Add” and write a
name in the field “Name”. Select the
holidays by double-clicking the corre-
sponding days. Once you have finished,
click “Apply”. The new calendar is dis-
played in the column on the left.

After setting the holidays by means of
the “Calendar” tab, it is possible to
restrict the access to the users on
holidays, using the “Hours” tab, and
clicking on “Holiday”, which is after
“Sunday”.

We can also define different modes of
functioning for the doors on holidays,
using the “States” tab.

... e
R R R —————e——.....,

Time Zones

| Doar State Control (DsC} | Updating Mode ‘

Name:  Default 2017

Calendar Daylight Saving Time |

1AN FEB Mar APR
MIT(WITIF[s|sl|(MITIwiTIF[s|s|| mivTIw|TIFls|s]| (m[TlwlT|F[s]
1/2(3/4/5 1/2/3/|4 5 1

3(4(5(6(7(8
10 11 12/13 1415 ]
17/18/19|20 21 (22|}

234 5067
9 10011 12/13 1415
16117 18 19|20 21 22

67 & 9101112
13/14/15 1617 18 19
20/21/2223/24 25 26

6789101112
13141516 1718 19
202122 73 24|25 26

23 24 25 26 27 28 29 27 28 27 28 29 30 31 24 25 26 27 28 29
3031
MAY Jul JuL AUG
M{T(wlT[E[s[s[|/mIT wlT|F[s[s|| ml[T|w[T] (s m[TlwlT[E[s]
1. 2/3 4 5

1]2(3(4(5(6(7
89 101111213 14
151617 1819 20 21
22232925 26 27 28

3als]e
101112 13 1415 16
1718119 20 21 22 23

7.8 91011 12
1415 16/17 1819
21(22 /23|24 25]26 |
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e e

[

Time Zones

‘ Doar State Control (DsC) | Updating Mode | Calendar | Daylight Saving Time

Cleaning

Time zone 2

Time zane 3

Time zone 4

Time zone 5

Time zone 6

Time zone 7

Time zone §

Time zone 9

Time zone 10

Time zone 11

Time zone 12

Time zone 13

Time zone 14

Name |[@EETIF

Access Matrix colour: [ ] Yellow -

To

08:00 13:00

[ o | e [ v | o | e

15:00 18:00

WED

WED

WED

" 0K

V102017

Time Zones Door State Control [DsC} ‘ Updating Mode | Calendar | Daylight Saving Time
CORRIDOR Name IcorRIDOR o
MAIN Allow Passage mode
0800 [Hold Unlocked =
i o [ | olf
[ i [ von | mE | weo | ™M FRI SAT | sun I:gcl
= E [ mon | e | weo | U FRI saT | suv | Hou
o L sJE [ won [ me [ we | mu FRI saT | sin | hoL
L <JE [ von | me | weo | M FRI saT | sn | HoL
[ o[ von [ mE | weo | ™ FRI saT | sun | HOL
= E [ wmon | e | weo | U FRI saT | suv | HoL
- . S B | vmon | e | weo | mu FRI saT | sun HoL
=
i /[ | wmon | Tue | wep | my FRI saT | sun | HoL -
> APPLY <[ i ]
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Creating the Locking Plan

“Daylight Saving Time” tab

This allows setting the time changes
for summer and winter (DST).

o . ==

‘ Time Zones | Door State Control (DsC} | Updating Mode | Calendar ‘ Daylight Saving Time

The specific dates are taken from
those defined by Windows.

Change timeat: Action Change time at: Action

@ + s (+

@ Add one hour (<1h) SRt 0 Add one hou (+1h)

() Subtract ene hour (-Lh} @ subtract one hour (4h]

26/03/2017

Even though the database allows con-
figuring all the years desired, each de-
vice stores only the two forthcoming
changes (valid for the next 12 months);
therefore, it is necessary to update the
information in the doors at least once a
year.

o ok

In the off-line and UoC systems, it is
necessary to update it manually with
the portable programmer.

In the wireless systems, this informa-
tion is sent automatically on the 1st of
each month.
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F.5 MATRIX
Once the staff users (who), the doors (where) and the hours (when) have been created, it is time
to define the locking plan. The matrix allows the three things to be tied together.
 Tesz Hospitaliy version
" " . ‘ ] ]

In order to access the “Matrix” menu, = w8 MA QI

click this option on the main screen of | @ s vers 24h (7

TESA Hotel. Check-in Copy Guest

MManaga Doors
EﬂaﬁmeZones 6 ‘:"‘\\ ° ]
T E
& Access Matrix
}-)A tat k | Special Credential Mngnt
. Key/Cards
Manage logins
@ Setup Reports :
a
a
{é} B User Activity (Programmer (PP

The matrix relates a user to a door, by

means of a square. _ICLCIELL (5] (5 1 MMEEINEIRE

This square is referred to as a “Cross”. HHERHEHHEEE - HEHEHHERHE

A Locking plan cross indicates whether — 0 cotiate Z

or not that specific user has access || fen e

granted to the door. By default, the — =ﬂmmummnmﬂmmu=nmxmmnmﬂnm

first time the matrix is opened, no [ ...'E;;;;;;;;;;;;Eﬁﬂagﬁﬂaﬂﬂa

user has access to any door. Divriearee 2 u R

Eomanenance [ satmisnisusne mrnntanl
EEEEEEEE NN NN
= R —S ssis——

In the example, one can see the Dvanage  PEOETREEEE

e R R

groups of users and doors that have g g

been created in the previous Sections [@ Se\ulerusH 4 Find User ][ 24 Find Door H B3 copy User ][ B3 copy Doar on\NcELH ' oK H > APPLY

of this chapter.

By double-clicking the Cross, it is pos-  [EEE T

sible to define the access properties:

. . ) -H: A

Itis possible to define whether the user | ;z

Manager enters through the Garage: e — 0 R

“Never”, “Always” or according to one || Scsmna:

of the timetables defined (Cleaning). || gt 7 7

Between “Never” and “Always” there || Tusnemee: i

will be as many timetables as you have | D : i

defined in the Hours menu. [Xown] [ator)

._ (Elv?um?dm:em:anm - 5

° Can Ieave door open check box: if [@ smdsmupsH 2% Find User || 24 Find Door H B Copy User H (upyDnar-H XCANCELH « Ok H » APPLY
this check box is enabled, the user
can leave the door open, by acting as follows: passing their credential through the door once
and, immediately afterwards, passing it through once again, while the lock is still open. In this
way, the door remains open permanently. For the door to close again (for example, at night),
it is necessary to define a State (see “States” on page 109), or repeat the same operation of
swiping the card through.

* Overrides privacy check box: if this check box is enabled, the user can access a door which
they are authorised to access, even if its privacy thumbturn is engaged. Otherwise, they cannot
gain access to it, even if authorised to do so, because the privacy thumbturn is engaged.

TESA
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Creating the Locking Plan

From the colour of the cross, itis [EEs= @0 . =
possible to tell the access type: |

* Black stripes: The user's technolo-
gy does not match that of the door |
(for example, user has a magnetic
stripe and door has proximity
card)

e Grey: never has access

Cleaning
Fom To

0800 1300 MON
1500 1800 MON W

e Green: always has access [

e Other colours: access according
to timetable defined with that co-
lour. In order to see the properties
of the hours, click the [ # ] button. For this button to be displayed, it is necessary to double-
click the cross and show the cross definition window. It can also be seen by right-clicking the
corresponding cross.

[@ smzmmupsH 2% Find User ]I 24 Find Door H B Copy User I[ B Copy Door H X O\NCELH « Ok H » APPLY

e +:indicates that the user Overrides privacy.

e 0:indicates that the user can leave the door open.

i i D L SRR
'tl'ﬁelioltlgwmg buttons are available at | 3= gy T
e m:
otto (8 setect Groups | [ @ Finduser | [ Finaboar | [ B copyuser | [ B copypoor |[ 3 cance| [ o ox | [ » aveiv

e Select Groups: this allows defining
which groups of doors and users
are displayed on the screen, which
is very useful when the matrix is | QoRAgH| | oo s e

() All doors @ Selection () All doers @ Selection

Ia rge. I £ V] CLEANING

[V MAINTENANCE
[V] MANAGEMENT

e Find User: a window is displayed
when this button is clicked, which
allows finding a user quickly. The
marker is placed on the name of
the user sought. The search can be
conducted by Name, by User ID and
by any of the User Extra Fields =,

which have been defined. ..ugn.mez

2

Z Room 2(

| | &9 Head Receptionist

1] Manager 152 [ T & gﬂﬂﬂﬂgﬁgﬂﬂ
E)Manager | M

[@ smzmmupsﬂ 28 Find User ]I #8 Find Door H B copy User I[ B Copy Door H X O\NCELH Ok H » APPLY
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Find Door: this allows finding a
door easily, by means of a search
window, in a large-sized matrix.
The marker is placed on the name
of the door sought. The search can
be conducted by Name, by Door ID
and by any of the Door Extra Fields
which have been defined.

Copy User: allows copying the ac-
cesses of one user to a series of in-
dividual users, or to one or several
groups of users.

Copy Door: allows copying the
accesses of one door to a series of
individual doors, or to one or
several groups of doors.

Cancel: exits the “Matrix” menu
without saving the changes made.

OK: saves the changes made to the
matrix and closes the “Matrix”
menu.

Apply: saves the changes made to
the matrix, without exiting the
menu.

- T B

Maintenance 1
1

Maintenance 2
i 2

)Head Receptionist
Il Manager
) Manager

Copy Us:glﬂg
Source
) Cleaning 2 -
Target
@ Group () Individual
] CLEANING

[T MAINTEMANCE
[ MANAGEMENT

Copy Door Sz e S

Source

BB room 102 -

Target
@ Group () Individual

[ FloorQ
[ Floorl
"] Floor 2
[ Floor3

Source
) Cleaning 2

Target
) Group @ Individual

[ J) Cleaning 1 -
7] @)Cleaning 1
[ [ Cleaning 2
[1 @i Cleaning 2
[ [] Head Receptionis| =
7] @Head Receptionis
[ [J) Maintenance 1
[ @ Maintenance 1
[ (] Maintenance 2
1 GiMaintenance 2

Source

R Room 102

Target
) Group @ Individual

1 43014
[ (54301 -A-5afe
[ 4z018

301-B-5afe
(Cleaning 1
Cleaning 2
11 Cleaning 3
OcCorridor1
Corridor 2

¥ Corridor 3
as nr

[ x CANCEL] [ ' oK ] [ » APPLY
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Creating the Locking Plan

F.6  SAVING AND TRANSFERRING THE LOCKING PLAN

Once the locking plan has been created, it is necessary to transfer this information to the portable
programmer and, subsequently, initialize the locks, readers and/or cylinders.

Tesa Hospitali
I . o ° ® .
In order to access the Portable Pro- =t 8 i v/, ¥ tlvm_ Ji
grammer menu, click “PP” on the @ Wansge Users 24h . W
main screen of TESA Hotel. Cheetcin Copy Guest
_"El_Manage Doors
%Tlme Zones /"? % Py l_
a—=
- )
B Special Credential Mngnt
KeyiCards
C’q@Manage logins
(3 setup Reports : l
: N
4o} system Setup .
User Activity (Programmer (PP H
L
o assassloy BB

15" The most usual procedure is to se-
lect the “All” field in “Send Doors

. | send Door data to PP [¥| nitialise d
to PP” and click on “Send Data to @ e esasiarly S;L'::;:s
PP”, as explained in the section “I.2 ©) Specitic doars: 8 Docr setection] ||| @) open doars
Transmitting and receiving data by .- 7] open sates
means of the portable programmer” sort order s
: X . - Read door events
on page 142. Drata Expiration time: 02/03/2018 ~ 2359 = [ View events

Password to open doors: [ Read keys
[ send PP data to file

It is also possible to store the data
in a file in order to send them to a

. . @ sendpatatorr @ \rite ‘PCToLock” File
device that is connected to the Pc- | N l

ToLock converter or Communlcate l . Import data from PP l l . Read "PCTolock” File
directly with the PcToLock device |||

connected to the same machine. 4

PCTo Lock
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Operators and Operator Levels

G - Operators and Operator Levels

13T 0T LT o 1S AP 121
OperatorLevels. ......ooeeiiiiiiiiiiiii it iiieetiineeenneeannnnannnss 121
L0 75 7] - (0 P 123
“KY [ Card USEI” fIEIA .ottt sttt sesssasssasssasssssssssssssssanees 124
“OPerator NAME” fIEld ......ooeeeeeeeeeeeesesesessstsesssssssssssssssssssssssssssssssssssssssssssssssssnss 125
“PASSWOIA” fIEIA ..ottt tssesss s s ssssssss s ssssssssssnsssssssssssssssneens 125
“SECUFLY LEVEI” FIElA oottt sse s s s sasssssssssssssssssnees 126
“Cards Validity LIMit” fIeld ..t sessesetssstssssssssssssssssssssssnees 126
“Show users and doors roups” field .........eeeeeeeesieesresseeessesssseseesseseseeees 127
“Managed door groups” and “Managed user groups” fields .......ccceuvrerrrue 128
“Add” aNd “ClOSE” DULLONS ....cvveeeeerreerrsesissssssssssssssssssssssssssssssssssssssssssssssssssssssess 128
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Operators and Operator Levels

G — OPERATORS AND OPERATOR LEVELS

G.1  INTRODUCTION

In order to access the TESA Hotel software, it is necessary to use the “Operator Name” and

“Password” provided by your distributor.

This Operator Name and Password can be modified as desired. In addition, itis possible to register

as many Operators as there are Users in the system.

The difference between a “User” of the system and an “Operator” of the system is the following:

« User: any individual holding a credential or staff card allowing them to open the different

doors where a cylinder, lock and/or reader are installed.

o Operator: this is a user of the system, who, in addition, has access to the TESA Hotel
management software. That is to say, they have an identification name (Operator Name) and
password, which allow them to access the software and carry out some or all of the operations

which the software allows.

This operator will be assigned to a staff card user. If we need to create an operator who will not
hold a physical staff card, we can create a “virtual” staff user whose card does not have to be
encoded and even if it were, it would not open any doors, as this card is not keyed in the

matrix.

The access of the operators to the TESA Hotel software may have certain operations restricted.

That is to say, there are “Operator Levels”.

G.2  OPERATOR LEVELS

On the TESA Hotel main screen, access
the “Setup” menu, by clicking the
corresponding button.

= TESA o

@ Manage Users

_ﬂﬂ_ Manage Doors
E& Time Zones

x" Access Matrix

Manage logins

@ Setup Reports

@ System Sefup
&

«—Jrock

e & .I (]
24h [:]7“
Check-in Copy Guest
=D 1
-
[ —
Special Credential Mngnt
Key/Cards
[ ]
L]
[ ]
[ ]
User Activity (Programmer (PP

"ASSA ABLO'
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In the “System Setup” menu, click on
the “Operator Levels” tab.

As can be seen, there are 5 different
Operator Levels.

Itis possible to define which functions
will be available for each of the 5 le-
vels.

For this purpose, select one of the
levels from the drop-down menu (for
example, 5, which is the highest and
has the most functions allowed) and,
in the list, select the Functions you
wish to grant for that level.

Do the same for the other 4 levels.

Afterwards, each Operator should be
assigned the Level which is conside-
red appropriate.

The Functions selected for Level 1,
which has the fewest functions allo-
wed, are shown in this example.

By default, all the levels have the “Close
application” option enabled. This is im-
portant to prevent an operator leaving
the application open and not being
able to exit it. The other options can be
selected as desired, so creating diffe-
rent profiles according to needs. There
is no need to go from fewer to more
functions allowed.

Once the Operator Levels have been
defined, it is necessary to define the
System Operators.

- 'f
Wireless I Common Access I Keypad Codes I Extra Fields IS0 Tracks Anti-passback
Waorkstation

General I License | Site Details | Operator permissions

Available options for level :

Modify Configuration

Modify Matrix

Modify Operators

View Events

Print reports

Madify Time zone

Madify Automatic Changes
Madify Holidays

Modify Updating Mode
Madify users

Madify doors

Chedk In/Out guests

Encode copies of guests cards
Read cards

Modify Hotel data
Communication with PP
Pre-Check-In guests

Encode user keys

Copy user keys

Delete user keys

Add users

Delete users

Exit application

View events

Update doors

Initialise doars

Open doors

Open safes

Update firmware

Read door events

REMOTE: Can set passage mode
REMOTE: Can Secure/Un-Secure doors
TOOLS: Can use advanced functions

0 0 0 ) 5 8 ) 8 8 ) 9 (S CN N S N N

Wireless I Common Access I Keypad Codes I Extra Fiel

ds ISO Tracks Anti-passback
General I License | Site Details | Operator permissions Waorkstation

Available options for level :

Madify Configuration
Madify Matrix

Madify Operators

View Events

Print repaorts

Maodify Time zone

Maodify Automatic Changes
Modify Holidays

Modify Updating Mode
Modify users

Modify doors

Check In/Out guests
Encode copies of guests cards
Read cards

Madify Hotel data
Communication with PP
Pre-Check-In guests
Encode user keys

Copy user keys

Delete user keys

Add users

Delete users

Exit application

View events

Update doors

Initialise doors

Cpen doors

Open safes

Update firmware

Read door events

REMOTE: Can set passage mode
REMOTE: Can Secure/Un-Secure doors

1 T I T I 6 T T T T I I I

TOOLS: Can use advanced functions

s
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G.3 OPERATORS

On the TESA Hotel main screen, access

“ ” icki . e e e
the Operat‘ors menu by clicking the =ra a Y A,
corresponding button. T & 2l I

@ Manage Users
Check-in Copy Guest
Jlﬂ Manage Doors
Eb'l’lme Zones /E a PY '_
A —
s .
N Access Matrix Special Credential Mngnt
Key/Cards

Managelogins N
@ Setup Reports :
a

User Activity (Programmer (PP

TESA
B ASSA ABLO'

@ System Setup

The “Operators List” screen is displayed: ey/Cord user
| Operator
. . Password
This screen allows adding the Opera-
Security level @1
tors to the system.
Card validity limit @ Mo Limit ) Limitto: |0 & days
Show users and doaors groups ) Collapsed @ Expanded
The meaning of the different fields is PR ST

explalned beIOW @ Alldoors ) Selection @ Alldoors ) Selection

[ Floor0 [J] CLEAMING
[Z] Floor1 [Z] MAINTENAMCE

E Floor 2 [Z] MANAGEMENT
Floor3
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“Key [ Card User” field

This field allows selecting, from among all the Users of the system, the one who is to be added as

an Operator.

By clicking the user list, all of them are
displayed, except for those who have
already been added as operators.

If you need to create an Operator but
do not want them to have a credential
that opens doors, virtual users can be
created in the “Users” menu so that
they are later displayed in the “Opera-
tors” menu.

Select a user from the list, and their
name will be displayed in the field
“Card/Key User”.

f Operators

f Operators

Key/Card user L

[ cleaning 1
Ssal @ Cleaning 1
Password [ cleaning 2

&) Cleaning 2
Security level (1 Head Receptionist

& Head Receptionist
El] Maintenance 1
@) Maintenance 1
Maintenance 2
Maintenance 2
Door groups EI] Manager

G

Card validity limit

Show users and dc )

@ Alldoors (0 Selection @ Alldoors T Selection
[Z] Flooro [ CLEANING

[Z] Floor1 [Z] MAINTENANCE

[4] Floor 2 [7] MANAGEMENT

[ Floor 3

i DEL . APPLY] [ v oK ]

Key/Card user [(@) Head N ']
12t

Operator H Find
Password
Security level @1 3 D4 5
Card validity limit @ Mo Limit ) Limitto: |0 g days
Show users and doors groups ) Collapsed @ Expanded

Door aroups User aroups

@ Alldoors 0 Selection @ Alldoors O Selection

[ Floor 0 [ CLEANING

[ Floor 1 [Z] MAINTENANCE

[Z] Floor 2 [] MANAGEMENT

[/ Floor 3

i on | [tiny] (St
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“Operator Name” field

This field allows assigning an Identification Name to the Operator who is being added. This name
need not match the User name.

Type the Operator name in the corres- [fooeenn P
ponding field. -
Key/Card user [(@) Head tioni ']
Operatar Head R| % [M]
You can choose an “alias” with 1 to 10 Password
digits for the Operator name. Securty level ®1 ©2 ©3 ©®4 ©5
Card validity limit @ No Limit ©) Limitto: |0 & days
Elther ca plta| or |OWEI‘—Case |ettEI‘S Show users and doors groups () Collapsed @ Expanded
may be used in the Operator name, as foacateums e aroups
they are not dIStInguiShed @ Alldoors ) Selection @ All doors O Selection
: [ Floor 0 [J] CLEANING
[ Floor1 [Z] MAINTENANCE
[4] Floor 2 [ MAMAGEMENT
[ Floar 3
Once the Operator has been added,
they will be displayed in the column
on the left with the assigned Operator
name in this field. s

“Password” field
55: Operato-r-s-_ EE
The password must have at least 6 cha- rvcsuser (SRR i
racters, including a capital letter and a cperstor Cend e (8
digit. FE =
Security level @1 ©2 ©3 ©4 ©5
When entering the password’ for se- Card validity limit @ No Limit ©) Limitte: [0 (&0
curity, this is shown as asterisks on the Show users and doors gtoups ) Collapsed  ® Expande
screen. Door groups User groups
@ Alldoors ) Selection @ Alldoors ) Selection
] Floor 0 [7] CLEANING
[ Floor 1 [Z] MAINTENANCE
[ Floor 2 [Z] MANAGEMENT
[ Floor3
i DEL »  APRLY ] [ v oK ]
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“Security Level” field

I ii, Operalo: EE
This field allows selecting the Security e (T =
Level, from among the 5 existing ones. — rnd e (28 rne |
Password R

In the previous section, “G.2 Operator S BTN
Levels” on page 121, it was explained Card validity limit @ HoLimit © Limittes [0 & 4o
hOW to deﬁne the Operations a"OWEd Show users and doors groups ) Collapsed @ Expanded
for eaCh IeVeI. Door aroups User aroups

@ Alldoors O Selection @ Alldoors O Selection

[ Floor 0 [ CLEANING

[ Floor 1 [7] MAINTENANCE

[ Floor 2 [] MANAGEMENT

[/ Floor 3

=% DEL (3 APPL\r] [ o oK ]

“Cards Validity Limit” field

This field allows preventing certain operators from encoding user cards with no expiration limit.

When encoding a user card, it is possible to set an expiration date for it. If the field is left blank,
this means that it will never expire. If a date is entered, the card will stop working from then.

There are two settings: No Limit and Limited to.

= Operato:_ EE
“« . e n . .
No Limit” setting: Key/Card user  [i) Head Receptiont -
Operator Head Recp [M]
. . . Password i
This option allows this Operator to
encode user cards without indicating e LR e LERRID LA
an expiration date and, as a I'ESUlt, Card validity limit @ No Limit ©) Limitto: [0 = days
thESe Cca I'dS Wi” N EVER explre- Show users and doors groups () Collapsed @ Expanded
Door groups User groups
@ Alldoors ) Selection @ Alldoors ) Selection
[Z Floor 0 [/] CLEANING
[ Floor 1 [Z] MAINTENANCE
[ Floor 2 [Z) MANAGEMENT
[Z] Floar 3
=i DEL 3 APPLY] [ o oK ]

TESA
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“Limited to” setting:

This option allows entering a number
of days (from 1 to 730; 100 in the
example) after which the card will
expire, even if the operator had not
entered an expiration date when
encoding it.

“Show users and doors groups” field

%_ Operat:rs

Key/Card user [(@) Head ']
Operator Head Recp H Find
Password s
Security level ©1 ©2 ©3 @4+ ©s
Card validity limit (70 Mo Limit @ Limit to: 100 % days
Show users and doors groups () Collapsed @ Expanded

Door groups User groups

@ alldoors ) Selection @ alldoors ) Selection

[ Floor 0 [Z] CLEANING

[Z] Floor1 [Z] MAINTENANCE

[ Floor 2 [ MANAGEMENT

[Zl Floor 3

son | (o] [ o]

This field allows choosing between rcrtuse ([ 2
the; Collapsed or ﬁx_panfied view. opersor pena recp (2 rno |
This refers to the initial view of the A
matrix with user and door groups. ] )
Security level 1 2 3 @4 5
Card validity limit () No Limit @ Limitto: 100 (&5 days
If the matI’IX iS too Iarge, |t |S |mpOSS|' Show users and doors groups @ Collapsed () Expanded
ble to view all of it on the computer e e User aroups
screen; only a part can be seen. In this © Alldoors O Selection ® Alldoors O Selection
case, itis preferable to initially use the I Fioor0 [ cLeaninG
“« »oo. [ Floor1 [] MAINTENANCE
Collapsed” view for the groups and e L] MANAGEMENT
then expand them one by one as re-
quired.
=5 DEL »  APRLY ] [ v oK ]
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“Managed door groups” and “Managed user groups” fields

This option allows restricting (for this Operator) the possibility of viewing and managing some
groups of doors and/or users.

If you do not want to restrict any

group, select the option “All”, either
for the door groups, the user groups tewcaraer o a
or both Operator Head Recp H Find
. . . Password FREa
If you want to apply a restriction, tick NPT
. “« . ” . Security level 01 ©2 ©3 @4 ©s
the option “Selection” in the corres-
ponding group (doors, users or both) Sl Ll L L Ll
and tICk the grOUpS WhICh the Opera- Show users and doors groups @ Collapsed ) Expanded
tor is going to manage (“Manage- Door arouns User aroups
ment" |n the example) @ Alldoors ) Selection ) All doors @ Selection
[Z] Flooro 7] CLEANING
[ Floor1 MEMMW
[ Floor 2 [ MANAGEMENT
[ Floar 3
i DEL »  APPLY ] [ v oK ]

“Add” and “Close” buttons

Afterfilling in all the fields, click “Add”, pr— ==
if you want to keep adding operators, -

or “Close”, if you do not want to add Operator: Head Recp
rd
any other. Save changes?

In both cases, a screen is displayed
which asks whether you want to save
the changes.

Head R
et % Key/Card user [ ']
From that moment, when opening Operator
the “Operators” window, the new Password
operator will be displayed in the Securty leve ®1 ©2 ©3 ©+ ©5
column on the left: Card validity limit @ No Limit © Limitto; [0 &5/days
Show users and doors groups Collapsed ¢ Expanded
Doaor groups User groups
@ Alldoors ) Selection @ Alldoors O Selection
[Z] Floor 0 [F] CLEANING
[Z] Floor1 [Z] MAINTENANCE
[/] Floar 2 [7] MANAGEMENT
[ Floor 3
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H - GRANTS

H.1  INTRODUCTION

In an “off-line” system, once it is in operation, each time a modification is made to the locking
plan, the data must be transmitted to the affected doors using the Portable Programmer.

The “TESA Hotel” system allows defining certain special parameters by means of which it is
possible to grant or deny the access of a user to a door (or group of doors) precisely at the
moment when the credential of that user is encoded. This avoids the need to go to the door to
reprogramme this access.

These special parameters are called “Grants”.

H.2 OPERATION WITHOUT GRANTS

Once the system is in operation, when working without grants, the operation sequence of the
cylinders, locks and/or readers is the following:

The cylinders, locks and/or readers have the locking plan stored in the memory of their control
unit.

When a user uses their credential in a door, the reader module reads the information stored
in the credential and transmits it to the control unit.

For the user to be able to open the door, the control unit must check that the credential meets
the following requirements:

System code
The system code encoded in the credential must match that of the site.

Activation and expiration dates

If the credential has an activation date encoded in it, this must be prior to the date and time
when the door opening is attempted.

If the credential has an expiration date encoded in it, this must be subsequent to the date and
time when the door opening is attempted.

Matrix

The user must hold authorised access in the system matrix (locking plan). Either Always or
based on one of the Time Zones set.

If the credential meets all these requirements, the user will be able to open the door.
Otherwise, the opening will be denied.
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In this operation mode, each time you want to authorise or deny the access of a user to a door,
the following steps are necessary:

1 To modify the locking plan: User/Door locking plan cross on the matrix.

2 To transmit the data to the Portable Programmer (this step is not necessary for wireless
doors). For a Read and Write system, it is also possible to encode the credential of the affected
user (in the encoder or updater) for the pending modification to be loaded.

3 To bring the Portable Programmer to the door and update it. That is to say, to update the
locking plan stored in the control unit of the door (this step is not necessary for wireless
doors). If the system is Read and Write and the credential has been encoded in the previous
step, the user will themselves update the information when passing the card through the lock.

4 To collect the data from the Portable Programmer by means of the corresponding button on
the “PP” menu in the TESA Hotel software, for the database to be updated with the information
about the doors already updated and for the system to close the process. If the system is Read
and Write and the modification has been made by means of the credential of the user, the card
will have to be read again, either using the encoder or in an updater, in order to capture the
confirmation of the update and for the database to close the update process.

This process may end up becoming burdensome when it must be carried out relatively often
(frequent changes of permissions). Grants allow this situation to be avoided.

H.3  OPERATION WITH GRANTS

A Grant is an additional parameter which can be entered into the system voluntarily.

This parameter will be an additional condition that a door or group of doors will demand of users.
That is to say, a user intending to open a door which requires a Grant will have to be in possession
of that Grant.

The Grants held are stored in each user’s credential and therefore can be determined at the
moment of encoding it.

The operation sequence is as follows:

e The cylinders, locks and/or readers have the locking plan stored in the memory of their control
unit.

¢ When a user uses their credential in a door, the reader module reads the information stored
in the credential and transmits it to the control unit.

e Fortheusertobe able to open the door, the control unit must check that the credential meets
the following requirements:

System code

Activation and expiry dates

Matrix

Grant: the credential of the user must be in possession of the grant required by that door

132

TESA

V10/2017 —
ASSA ABLOY



Grants

In this way, if you want to withdraw the access of a user to a door, you only need to encode the
credential again, having cancelled the corresponding grant beforehand. It is neither necessary to
modify the locking plan nor to go to the door with the Portable Programmer.

If the system is Read and Write, the card can be encoded in the encoder or simply in an updater
connected to the database.

H.4  USING GRANTS

Using grants requires taking the following steps:
“Defining the Grants”

“Assigning grants to the doors”

“Updating the matrix”

“Updating the doors”

“Assigning the grants to the users (hotel staff | master)
“Assigning grants to the guests (rooms and suites)”

”

OO hAs WDN =

These steps are described in the following sections.

Defining the Grants

In order to use the grants, in the first place, it is necessary to define the grants desired. n

For this purpose, first of all, access the

“Setup” menu, on the TESA Hotel = Fn o
settings menu. - Sanll _[]7«-
@ Manage Users
Check-in Copy Guest
MManage Doors
Eﬂa'ﬁmeZones /‘? ‘:"\\ PY l_
a —
- .
G Access Matrix Special Credential Mngnt
Key/Cards
Manage logins
@ Setup Reports :
a
{§} System Setup b
User Activity (Programmer (PP

e 'ASSA ABLO
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|n the “Setup" menu Select the “Grant ‘ General | License | Site Details | Operator permissions | Waorkstation | Metwark |
N "t b ’ ! Wireless COmmo"Aiﬂiikl Keypad Codes I Extra Fields | IS0 Tracks | Anti-passback |
ames tabp. Hl I a
1 [Safe 25 25 B
2 26 26
Itis possible to have up to 48 different 3 77
grants. il el |
55 29 29
6 6 30 30
« ” T7 3131
By default, the system has the “Safe . =
grant predefined, so we can define a = = m
further 47 grants depending on our 10 10 Een
needs. 11 35 35
12 12 36 36
13 13 37 37
14 14 38 38

[T Manage elevators

I

To create grants, all you have to dois  [Ffsyem sewp [P

Write the corresponding name in eaCh ‘ General | License I Site Details | Operator permissions | Workstation | Metwork |
field: For examp|e: Wireless | Common Access | Keypad Codes | ExtraFields | 150 Tracks | Anti-passback |
e Swimming pool 1[5 P I
2 Swimming poal 26 26
¢ Garage 3 Garagd | & n
e Floor1 e e |
55 9 m
e Floor?2 66 30 30
* Floor3 "L *E
83 32 32
99 B B n
10 10 34 34
To finish, click on the “OK” button. i o
12 12 36 36
13 13 37 37
14 14 38 38 A
D Manage elevators

I

The “Manage elevators” option allows  [Ffsen seup [P=REENSe)

creating grants according to the floors | General | License [ Site Details | Operator permissions | Workstation | Metwork |
the hotel has, which enables us to | Wireless | Common Access | Keypad Codes | Extra Fields | 150 Tracks [ Anti-passback |
regulate the traffic of users in the hotel . o
when there are elevator readers with
8-relay panels Up to a total number of # [Sutmming poot -
40 floors can be controlled, butin turn 3 Garage 10 10
the grants will go from a total of 48 to a4 1
14. In the “Number of floors” field, we S G
will define the number of floors the
hotel has. g =

T7 14 14
If you wish to customise the number
of floors, click on the button and By e | L &
a window will be displayed allowing AT
you to do so. X cui] ' oK |

a
TESA
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Assigning grants to the doors

Hh Door List |
Once a grant has been created, a new R = DN“ esame -
field called “Requires Grant” is dis- . crowe Fisard S
played in the “Doors” menu. . —
, Model 1 -
. L T Wireless address
If this field is blank, it means that that ; Doer CoiralSale a2 (aase =

Commaon Access I}

door does not require any grant and, T

therefore, its operation mode will be : openine s
like the one explained in section “H.2 ’ S . Mh:Vﬁe?ift::j:nalhanme use
Operation without Grants” on ,
page 131. t

' Doar anti-passback : @ None (OEnty ) Edit ‘

(B con | [Foancor] [ g na | [ Evae] [ ox |
i Door List ==

If you want to assign a grant to a door, e I E—
in the first place, the door is selected :% i Fooro -
(for example, the “Swimming Pool” ¢ P e
door)' E> :gg Madelylp -

o ! 1 -

: :%E 1 :an:re:ntro\ State Sﬁ 0‘0‘:0.70. o

> 8l Comman Access _—
Afterwards, in the drop-down menuof ||+ 22 - ™ '
the field “Requires Grant”, the required Felb OpenTine L
grant is selected (“Swimming Pool” in g 1 B i et e nendle
the example). g ! feers -

a :\m;;a [7] Activate *Escape-Return” feature || Indefinite Duration (L4 min):[1

rb

Finally, the “Apply” button is clicked. Lok e .

- [ Copy ] Lﬁsatm Emt] [ 84 Find ] Ematrn | | o ok

If desired, the same grant can be

I Garage 1
assigned to several different doors. roun Fooro =
For example, if there are 2 garage Frsdst ee

. . Door Type ® Common access
doors on afloor (Floor 0), it is possible Moseit =

to define a grant called “Garage” and oer2

assign it to the 2 doors of the garage. oo e ﬂ‘ o

Safe

Open Time Swimming pool
eypad Code Eioong g Register internal handle use

Floor1

Floor3

o

Door anti-passback : @ Mone

L]
L]
L]
[ ]
L]
-
L]
Fl
Py
o
e
Py
e

*  APPLY

— Copy | |SBatch Edit| | @ Find
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Updating the matrix

For the use of grants to be really effective, it is advisable to authorise access by all the users of the
system to all the doors which require a grant.

The granted access can be accordingto [ marn)
the timezone “Always” (green colour)
or according to any of the TimeZones
setin the system. :

Elevator

; Garage 1
Cleaning 2
Comidor 2

) Garage 2
Main

S
<&
=
&

In this way, authorising or denying the

access of a userto a door which requires [l Cleaning 1
agrant will only depend on whether the g

. El]CIaamngZ
user holds that grant (encoded in the ©)Cieaning 2
credential).

El] Maintenance 1
@ Maintenance 1
El] Maintenance 2
Emai
In the example, all the users have Ziaintenane 2
been provided with granted access to (0 Head Receptionist

the “Swimming Pool” door. LT

D] Manager

[@ Se\ectGmups” H Find User ” ﬁ Find Door ” Coprser ” CopyDaor ]

Updating the doors

After the previous steps have been followed, it is necessary to update the affected doors for the
grants to start operating. In the event of an initial start-up, rather than updating the doors, it is
necessary to initialize them.

This is done in the following steps:
1 Transmitting the data to the portable programmer
2 Updating and/or initializing the affected doors using the portable programmer

According to the example, the door to be updated would be “Swimming Pool”.

136 V102017 .

ASSA ABLOY



Grants

Assigning the grants to the users (hotel staff | master)

In the Users menu (Staff List) the grants are assigned to the hotel staff.

On a similar basis to the Doors menu, when Grants are defined in the system, a new tab called
“Grants” is automatically displayed in the Users menu (staff list).

In that tab, the list of Grants available  [fgserim o 0 )
in the system is displayed. Each grant T Data_| Options| Commen access |
. . . I Cleaning 1

has a check box for selection which, if | | & - S S

wimming poo
empty, means that the user does not - Garage

- MAINTENANCE Floor1
hold that grant. | Floar 2

i) Floor3

. 4. MANAGEMENT valid to: S @ I=A Encoded copies 0

If you want to assign a grant to a user, -n Valid rom: o =
you only need to select the user and 0 Kepsdcoce

(0]
check the box for that grant.

'ﬂ Encode
The assignment of grants can be mod- _+iom |
ified as many times as desired; you 12 s copy | [Sfatcn ean] | 5 watnr | [ g rina | | o ox
only need to encode the credential of
the user again each time the assign-
ment is modified.
In the example, the grant Swimming ([ sarie [
Pool has been assigned to the user o Data | Options| Common access |
Cleaning 2. () Common access
((-”)) Cleaning 2 IElao’gEg
4. MAINTENANCE Floor 1
Floor 2
Once the credential of Cleaning 2 has = roer
H H H ....(wj
been encoded (pro>‘<|m|t'y), he WI||‘ be [, @y e = =
able to access the swimming pool with- ) Valid rom: S N
out carrying out any other process. g Kopadeode
In order to prevent Cleaning 2 from e
accessing the swimming pool, you
only need to remove the selection | e (B cony | [Fnaten con] [ = wton | [ 4 sima | [ & x|

from the grant swimming pool and
encode his credential again.

If the system is Read and Write, the
encoding can be carried out manually
in an encoder or when the user goes
through an updater.
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Assigning grants to the guests (rooms and suites)

The grants of the guests are defined in the Doors menu (Doors List), in the corresponding rooms
and suites.

Usually, in a hotel there are some services for guests that are optional, for which a supplement has
to be paid in order to enjoy them. These services may be the garage, the swimming pool, the safe,
etc. It is also possible to regulate the traffic of guests around the different floors of the hotel,
creating grants by floors, which allow or deny access to certain floors via the elevator.

After creating these grants as indicated in “Defining the Grants” on page 133, they are assigned to
the guests in their respective rooms and suites, on the “Guest's Grants” tab of the “Doors” menu

(Doors List).

The grants that are assigned to a guest [ a =

are determined on the “Guest's Grants” e [ ocr dafa)] Common access | —||I
IR * Common access s =

tab. There are four possibilities for each -% R T—— gty st et

grant: :ﬂ@ Safe ® ® ®

P Swimming pool © F
il Garage ® ® @
I Floor 0 ® @ F
I Room 101 Floor 1 @
h E 0

* Not assigned: the guest will never
have access to the doors that re-
quire this grant.

Floor 2 @
Floor3

.

e Assigned: the guest always has ac-
cess, because the grant is encoded
on his/her credential.

* Specify at Check-In, by default Yes:
the guest has access to these doors
by default, although the grant can
be denied during Check-in.

» Specify at Check-In, by default No:
the guest does not have access to
these doors by default, although
the grant can be assigned during
Check-in. This is the most frequent-
ly used way of managing the grants
for services requiring rental.

P o e b T
a
PR TETE

.
@
a
w

[ AR N NN NN NN NN NN NEN]

38 doors

The example shows that the guest of room 101 has unrestricted access to the swimming pool and
around floors 0 and 1, but access to the garage and safe of his/her room can be assigned when his
or her card is encoded.

TESA
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| - Encoding keys and programming doors
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1.1 INTRODUCT

Encoding keys and programming doors

I - ENCODING KEYS AND PROGRAMMING DOORS

ION

After entering the necessary parameters for the operation of the site into the software, in order to
run the system, it is necessary to transfer the information to the credentials (keys or cards) and
doors (cylinders, locks or wall readers).

In order that the computer can communicate with the credentials and doors, different devices
are needed, based on the type of technology used:
e Encoding of credentials:

— Electronic keys (contact chip): ST Portable Programmer

— Proximity (cards, keyrings, wristbands, watches...): Proximity Encoder

— Magnetic Stripe Cards: Magnetic Stripe Encoder

e Programming of doors:
— Electronic cylinders: ST Portable Programmer
— Proximity Locks and Wall Readers: ST Portable Programmer
— Magnetic Stripe Locks and Wall Readers: IT Portable Programmer

A summary table is shown below:

Electronic Key and Cylinder Proximity Magnetic Stripe

1 Encoding credentials

ST Portable Programmer Proximity Encoder Magnetic Stripe Encoder

2 Encoding doors

ST Portable Programmer ST Portable Programmer IT Portable Programmer

V10/2017
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1.2 TRANSMITTING AND RECEIVING DATA BY MEANS OF THE PORTABLE PROGRAMMER

After encoding the credentials, the next step in order to run the system is transmitting the data to
the Portable Programmer (PP) so as to initialize the cylinders, locks and/or readers with that data.

To send the data to the Portable Programmer, it is necessary for the Programmer to be connected
to the computer (and with the drivers installed). It will be necessary to have a USB or RS-232 serial
port, depending on the Programmer model.

15 Refer to the Instruction Manual of the Programmer used to see how it is connected, installed
and managed.

[ Tesa Hospitality version 6.06.00 : TESA Hospitali

= & i/, ) %ﬂ

. . . 24h
After installing and connecting the @ Manage Users checkin Comy Gusst
Programmer to the PC, click the “PP”
. MManage Doors
button on the TESA Hotel main screen.
%ﬁmelones /“: ‘:"\\ ° l_
a —
',\’_'), Access Matrix
Special Credential Mngnt
Key/Cards
Managelogins
@ Setup Reports :
- B
{§} System Setup .
User Activity (Programmer (PP

=N 'ASSA ABLOY

The following screen is displayed: | send Door datato PR: @ nitialse doors
@ Modified doors only [ Update doors
() Specific doors: @ﬁ Door Selection [ Open doors
. ) All doors
Before sending the data to the Portable 0“” sares
. Sort order: Update firmware
Programmer, it is necessary to select et tesn e

Data Expiration time: 05/03/2018 ~ 23:59

some options in the corresponding [F1 View events

fle|dS Password to open doors: |:|Read keys
[] send PP data to file

! @ senapatatore 1 l @ vrite ‘PCToLock File l

l @ import data from PP l l @ Read PCToLock” File l

¥

PCTo Lock

TESA
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“Send Data to PP” field

This field has three settings: “Not Updated”, “Door Selection”, “All”.

* The option “Not Updated” is the one selected by default. By selecting this option, the
information on those doors whose locking plan or information has undergone some change,
but which are still not updated, will be sent to the Portable Programmer. If this option is used
the first time the data are sent to the Portable Programmer, the data related to all the doors
will be sent to it, since none of them has received any information from the system.

This option is very useful in large sites, when it is not clear which doors have been changed, and
sending all the doors to the Programmer would occupy too much memory unnecessarily. It is
a convenient option, but it entails that the Programmer will only have the doors which have
been modified loaded in it and, if you subsequently want to act on another door, it will be
necessary to load the data into the Programmer again.

send Door data to PP [@] Initialise doors
() Modified doors only [¥] Update doars
@ specific doors: [¥] Open doors
e The option “Doors Selection” al- © All doars 2 ] Open safes
lows selecting the doors which are || sort oraer Update firmware
needed: this optionisselectedand || ouscprtontme:  osusians v zsg s | 2 ReR0 d00revents
" " . R [T view events
then the “Select” button is clicked. Passwrd to open dors: [ Read keys

[] send PP data to file

l @ sendpatatore l l @ vrite ‘PCToLock File l

@ import data from PP l l @ Read PCToLock” File l

%

PCTo Lock

When clicking the “Select” button, [ 200
the following screen is displayed:

37 not selected 1 selected
In the column on the left, the || iA=:s

doors which are Not selected are || @®E5f
f0cleaning 1

displayed and, on the right, there || § cieaning 2

appear the ones which are Select- g;g'ﬁgngf
ed. In order to move doors from c,;cﬁiﬁ;dﬁiz
one column to the other, the fol- [} i coricor 2
lowing buttons are available:
— The “>" button (select door) || Advain
moves the door which is ticked o
in the left-hand list to the list e
on the right. e
— The “>>" button (select all) Model 1
moves all the doors to the list Model 2
on the right.

— The “<” button (reject door)
moves the door which is ticked
in the right-hand list to the list
on the left.

— The “<<” button (reject all) moves all the doors to the list on the left.
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This screen also allows selecting by
“Door Group”, by “Technology
Type” or by “Door Type”.

For this purpose, it is necessary, in
the first place, to empty the list of
selected doors, by clicking on
“<<”, Afterwards, it is necessary to
click the drop-down list you are in-
terested in (Group, Technology or
Type) and select the name identi-
fying the set of doors desired. Fi-
nally, you have to click on “>" to
send the set selected to the list on
the right.

In the example, the group “Floor 3”

is being selected.

— The selection by “Door Group”
allows loading the Portable
Programmer with the informa-
tion on one of the Groups pre-

38 not selected
3018 -5afe
E-I]CIeaning 1
¥ Cleaning 2
I—’n Cleaning 3
FOCarridor 1
F Corridor 2
I—’n Corridor 3
BiiElevator

M= Garage 1

e Garage 2
AdMain

Group
Product Type
Door Type
Model 1
Model 2

0 selected

- |

o

_r

viously created in the “Doors” menu. Depending on the groups created, it may serve for
example to select all of the doors of a floor of the hotel, or of a specific department, etc.
— The selection by “Technology Type” allows automatically separating out the doors with a
given technology, in the event of having several.
— The selection by “Door Type” allows selecting, without having to conduct a search, the
doors of type “Access Control”, “Suite”, “Common Access”, “High Traffic Door” and “Safe”.
The selection of doors to be sent to the Portable Programmer may involve several individual
selections made successively, that is to say, it is possible to select first the “Floor 3” Group and,

then, the “Floor 0” Group.

After selecting the desired doors, you have to click “OK” and you return to the “Portable

Programmer” screen.

This option is very useful when the locking plan is very big and, for some reason (security,
assignment of zones, simplicity), you want to have partial information on the site available in

the Portable Programmer.

The option “All” loads all the doors
into the Portable Programmer.

Send Door data to PP:
() Modified doors only
() Specific doors:

@ All doors

Initial\se doors
[¥] update doors
Open doars
[¥] open safes

Data Expiration time: 05/03/2018 = 23:59 5

Password to open doors:

[7] send PP data ta file

l @ sendpatato PP l

l @ mport data from PP l

%

PCTo Lock

Read door events
[ view events
|:| Read keys

l @@ wiite ‘PcToLock File l

l @ Rread PCToLock File l

144
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“Available operations” field

Before sending the data to the Porta-
ble Programmer, it is possible to select
the operations we wish to perform
with said Programmer. They are the
following:

* Initialize doors

e Update doors

e Opendoors

e Open safes

e Update firmware

* Read openings from doors

* View openings

e Read keys

e View openings (by default No)
* Read keys (by default No)

Select only the operations you want to
carry out, by ticking the corresponding
check box.

“View doors sorted by” field

Send Door data to PP
() Modified doors only

(0) Specific doors: 24 Door Selection

@ Al doors

05/03/2018 ~ 23:59

Data Expiration time:
Password to open doors:

[] send PP data to file

[@] Initialise doors
Update doars
Open doars

[V] Open safes
Updatefirmware
[¥] Read door events
DView events
|:|Read keys

&

l @ sendpatatore l

l . Import data from PP l

l @ vrite ‘PCToLock File l

l @ Read PCToLock” File l

¥

PCTo Lock

After sending the data related to the doors of the site, you can choose how they will be sorted in .
the Portable Programmer: it is possible to view them sorted by “Group” or “Name”.

e The option “Sort by Group” will
arrange the door listin the order in
which they are displayed on the
“Doors” screen, without taking
into account their names, but the
group they belong to. Forexample,
the doors of the “Floor 0” group
first, followed by all the doors of
the “Floor 1” group.

e The option “Sort by Name” will ar-
range the doors sorted by alpha-
betical order, without taking into
account the group they belong to.

send Door data to PP:
(71 Modified doors anly
() Specific doors:

@ All doors

Sort order:

Data Expiration time:
Password to open doors:

[] send PP data to file

Initial\se doors
Update doors
[¥] open doars
Open safes
Updatefirmware
Read door events
|:|View events

[ Read keys

l @ sendpatato e l

l . Import data from PP l

l @ vrite ‘PCToLock File l

l @ Rread PCTolode File l

¥

PCTo Lock
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“PP data expiration” field

The Portable Programmer, loaded with data, allows carrying out actions like Initialize, Update and
even Open doors. This could cause security issues in the site if the Programmer happened to be
in the possession of non-authorised individuals.

As a result, as a preventive measure, the data in the Programmer expire by default at 23 hours
59 minutes on the same day of the week after the loading of the data. Once the data have expired,
the Programmer turns into an inoperative tool.

The expiration date and time can be Send Door datatto PP [ nitialse doors

modified as deemed convenient, with © Modified doors only [l Update doors
. . . () Specific d 3

a maximum limit of one year, the user S [ Open doors

@ All doors [¥] Open safes

— || [V Read door events
Data Expiration time: 05/03/2018 i:] 23:59 = Bl

5

assuming the risk posed by the securi-
ty issue arising in the event of loss.

Password to open doors: 4 marzo de 2018 3

. H H [T send PP data to file lun mar mié jue vie sib dom
1 WARNING: the date entered in this ner mie Jue e =ab dor
6 7 & 9 10 11

field is only used at the moment of

. . Send Data ta PP 13 14  15p 16 17 18 [rite "PCTolack” File
sending the data to the Program- n n 2kan u s :
mer, not being recorded in the sys- @ mporastsrons 5 7 T % 0 T beavpcrotonc Fie
tem. If, after loading the data into [ Today: 26/02/2018

the Programmer, the window is
closed, when it is opened again,
the field will show the default date,
although the Programmer will re-
tain the date entered until a differ-
entone is sent.

PCTo Lock

“Password to open doors” field

From the Portable Programmer, it is possible to carry out emergency openings of the cylinders, as
well as of the locks and wall readers. In the Portable Programmer, this function is called “Open
doors” and it can be found in the “F2: Doors” menu.

The system allows setting an additional security measure: the “Password to open doors”. In this
way, in order to carry out emergency openings with the Portable Programmer, it is necessary to
enter a Password.

Thus, it is possible, for example, to give the Portable Programmer to another individual for the
purpose of performing maintenance tasks, such as updating doors or collecting openings,
knowing that they cannot open the doors without the Password. If necessary, this individual can
contact the System Manager, who will provide the Password if so considered appropriate. The
door will be opened with no further inconvenience, but the System Manager will be aware of this.

1z WARNING: it is important to highlight that the password must be set EACH TIME the data are
sent to the Portable Programmer, that is to say, if the Programmer is loaded with a password
to open doors, this will be valid until the data expire or the Programmer is loaded again.
If no password is entered when sending the data again, the tasks will be carried out directly,
without requesting authorisation.
If a different password is entered, the latter will be the one requested and the former one will
be invalidated.

TESA
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As a matter of security, the password re-
mains hidden, represented by asterisks.

Send Doaor data to PP:
() Modified doars only
Specific doors: 5‘5 Door Selection

@ All doors

05/03/2018 ~ 23:59 5

N

Sort order:
Data Expiration time:
Password to open doors:

[T Send PP data to file

Initial\se doors
[¥] update doars
Open doars
Open safes

[¥] update firmware
Read door events
|:|View events
DRead keys

l @ sendDatato PP l

l . Import data from PP l

l @@ wiite “PcToLock File l

l @ Read PCToLock” File l

.\1‘:

PCTo Lock

Send PP data to file

It is possible to create a file with the
data to be loaded into the Portable
Programmer and save it on the PC.

Nowadays, this option is not used any
more.

Send Door data to PP

() Modified doors anly

() Specific doors: gﬁ Door Selection
@ Al doors

05/03/2018 « 23:59 =

Sort order:

Data Expiration time:

Password to open doors:

Send PP data to file N

[@] Initialise doors
Update doars
Open doars
Open safes
Updatefirmware
[¥] Read door events
|:|View events
|:|Read keys

l @ sendpatatorp l

l . Import data from PP l

l @ rite ‘PCToLock File l

l @ Read PCToLock” File l

¥

PCTo Lock
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“Send Data to PP” button

After following the previous steps, it is
possible to send the data to the Porta-
ble Programmer, by clicking on “Send
Data to PP”.

15 Before clicking this button, it is
important to make sure that the
Portable Programmeris on, since it
has a powersaving function which
automatically turns the device off
after some minutes of inactivity.

Once the loading has been finished
successfully, the corresponding con-
firmation message is displayed.

From this moment, the Portable Pro-
grammer contains all the information
necessary to carry out the tasks trans-
ferred, according to the options se-
lected in the column on the right. One
of these is “Initialize doors”, which is
described in “I.3 Initializing the doors of
the site” on page 151.

“Get Data from PP” button

PP : HW Version 06.70 o

Send Door data to PP
Modified doors anly
Specific doors:

@ All doors

Send PP data to file

gtﬁ::: Selection

Group

05/03/2018 23:59 =

[@] Initialise doors
Update doars
Open doars

[V] Open safes
Updatefirmware
[¥] Read door events
DView events
|:|Read keys

Sending data file ...

PP : HW Version 06.70 -

Send Door data to PP:
() Madified doors anly

() Specific doors:

@ All doors

Sort order:

Data Expiration time:
Password to open doors:

[ send PP data to file

5.‘5::: Selection

05/03/2018 = 23:59 5

sk

Initial\se doors
[¥] update doars
Open doors
Open safes

[¥] update firmware
Read door events
|:|View events

[ Read keys

l @ sendpatato e l

l . Import data from PP l

l @ vrite ‘PCToLock File l

l @ Rread PCTolodk File l

PCTo Lock

\1{ SUCCESS: Data uploaded

s

With the Portable Programmer, it is possible to carry out various operations on the doors, such as
Initialize doors, Update doors, Read events from doors, etc.

148
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In some of these operations, the Pro-
grammer collects data from the doors,
which can then be analysed by means
of the TESA Hotel software. In order to
conduct this analysis, it is necessary to
transfer the data collected by the Pro-
grammer to the database, which task is
carried out by clicking the “Get Data
from PP” button in the “PP” menu of
TESA Hotel.

This operation is essential, after having
initialized or updated devices, for the
system to be notified that the changes
have been made to the doors, so that it
does not consider these to be pending
(orange or blue colour in users and
doors).

iz Before clicking this button, it is
important to make sure that the

Send Doaor data to PP:
() Madified doors anly
() Specific doors:

@ All doors

Sort order:

Data Expiration time:
Password to open doors:

[T Send PP data to file

l @ sendDatato PP l

. Import data from PP

Y

PCTo Lock

05/03/2018 ~ 23:59 (%

Initial\se doors
[¥] update doars
Open doars
Open safes

[¥] Update firmware
Read door events
|:|View events
DRead keys

l @@ wiite “PcToLock File l

l @ Read PCToLock” File l

Portable Programmer is on, since it has a powersaving facility which automatically turns the
device off after some minutes of inactivity.

“PCToLock” button

There is another method, an alternative to the Portable Programmer, to send the data to the
doors, initialize and update them, as well as to read their openings. This system is called “PC To
Lock”. It consists of the following components:

e Electronic device using “USB-KCOM” communication, which connects to a PC through a USB

port and to the doors through a cable.
e Portable PC or equivalent (tablet) with Windows XP, Vista, Windows 7, Windows 8.1 or

Windows 10 operating system.

e “PCTolock” software to manage the
communication with the doors.
This software is automatically in-
stalled in the same directory as TESA
Hotel, when installing the latter.

NOTE: it is also possible to work with
the PCToLock software and the USB-
KCOM device without using the TESA
Hotel software. For more information,
refer to the instructions for these
products.

After clicking the “PC To Lock” button
on the “PP” screen of TESA Hotel, the
PCTolLock software is run, which
allows using the “USB-KCOM” device.

=" For more information on the
“PCTolLock” software and the
“USB-KCOM” device, refer to their
respective instruction manuals.

Name Size Type it
|| messages.se T6 KB SEFile

|| messages.sp 86 KB SPFile

|| messages.us T9KB USFile

%) midas.dll 352KB  Application

% ParadoxT oFirebird 692 KB Application
* PCToleck _ 709KB Application |E‘
|| PCTolockMsgs.DE le 13KB DEFile La
|| PCTolLockMsgs.dk 13KB DKFile

|| PCTolockMsgs.fi 14KB FIFile

|| PCTolockMsgs.fr 14KB FRFile -

* PC To Lock version 3.16

Lock Info

Installation Name

& - —_
Test Manufacture

Egit%
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“Write PCToLock File” button

If you wish to use the “PCTolock” frmmme
software in the doors of the site, it is — B DRk (@) » Tembrs > e L4

necessary to have a file with its data,

Search Tesa Hotel

called “LockLoadData”. grosnzey | Newtolds e
. appServer

Thisfile is generated at any TESA Hotel backup

management console of the site, by -EE:“F’M“EQE’

clicking the “Write PCToLock File” | dbiServer

button of the “PP” menu. | drvers
. FirmDirTernp

After clicking this button, a message is i icense

displayed requesting the location Iy

desired for saving the corresponding
* zip file for the site, in order to be able
to work with it later on. It is advisable

to save it in the same folder as the s Canc
“PCTolLock” software.

If you want to use the PCTolock soft-

ware on a Portable PC or Tablet where

TESA Hotel has not been installed, in order to be able to work more conveniently at the doors of the
site, it is necessary for this device to have a specific folder (for example, C:\PCToLock) to which the
PCTolLock.exe files and all the “PCToLockMsgs.*” have been previously copied, and, subsequently,
transfer the information of the data for the devices by copying the file called “LockLoadData.zip”.

File name: LockloadData

Save as type: | ZIP File (*.zip)

“Read PCToLock File” button

In the “PCTolLock” software, it is possible to carry out various operations, such as Initialize doors,
Update doors, or collect events recorded in the doors (Auditor) to analyse them with TESA Hotel, etc.

After carrying out these operations, the data are recorded in the file loaded into the “PCToLock”
software, so that, for the database of the site to be updated, it is necessary to process this file using
the TESA Hotel software.

In this way, the system will record the updates, initializations, firmware changes and events of the
doors, so that subsequent management is conducted on the real data of the site.

This downloading process is carried
out by transferring the data file from

the portable PC or tablet to any TESA || = vioares soo o L”:";'t‘::i‘;‘::
Hotel management console and click- © specific doors: [ open doors
ing the “Read PCTolLock File” button ® Al doors [7] Open saes

of the “PP” menu. sort order: [l update firmuare

Read door events
[ View events
|:| Read keys

Data Expiration time: 05/03/2018 = 23:59 5

A window will be opened for you to
select the file from the location where

Password to open doors:

|71 send PP data ta file

itis stored.

Once the file has been processed suc- l @ sendDatato Pe l l @ wiite PCToLock File |

cessfully, the system will have all the | | @ mporncatsronse | | @ reas pcronoacrie |
I

data and firmware changes recorded,
in addition to the events which have
been collected and which can be anal-
ysed as usual, using the “Openings”
menu of the TESA Hotel software.

¥

PCTo Lock

TESA
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1.3 INITIALIZING THE DOORS OF THE SITE
Introduction

The initialization of all the access points is carried out by means of the Portable Programmer or
the PCToLock device, after having transmitted the locking plan to it, as has been explained in the
previous point.

The initialization of a door involves assigning a name to it, as set in the programme, and
transmitting its locking plan to it, that is to say, how it should respond when presented with each
of the credentials of the site.

When it is initialized, the lock loses all the information previously stored in it. If still set to factory
settings (as delivered from the manufacturer), it will cease to be so.

Once a cylinder, lock or wall reader becomes part of a site, it can only be initialized anew with
information from another door of the same site. That is to say, once initialized, you can change
their location as many times as you wish, but always within the site they were initialized for.

If a lock was already initialized previously and is initialized again, all of its parameters are
rewritten, and the record of openings stored in it is deleted entirely.

Initialization by means of the Portable Programmer

For initialization using the Portable
Programmer, it is necessary to con-
nect it to the Electronic Cylinder, Lock
or Wall Reader.

The process is carried out at each
door, by means of the Portable Pro-
grammer, in the menu “2- Doors” >
“Initialize” > “Select Groupl” > “Select
Door” > “OK”.

For more information, refer to the in-
structions for the Portable Programmer.
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[} Tesa Hospitality version 6.06.00 : TESA

After initializing the door using the || = ..
Portable Programmer, it is possible to | = 4
collect the openings from it so that I
thereis arecord of its date and time in
the system.

This last step is very important for
the information of the work done at
the doors to be recorded in the data-
base and for the pending actions to be
recognised as completed, so that the
affected doors and users are high-
lighted in black, rather than orange or
blue, in the corresponding menus.

In order to do this, connect the Porta-
ble Programmer to the TESA Hotel
management console and click the
“Openings” menu on the main screen

of the software.
<—:| LOCK

itali

e o .I [ ]
24h []7“
Check-in Copy Guest
— =™ |

*

[
Special Credential Mngnt
Key/Cards
a
a
a
a

User Activity [ (Programmer (PP

TESH
ASSA ABI(

On the “Openings Reports” screen, [ v sy e
click the “Collect Openings from PP” @ 1 doors

button. It is also possible to update |, —

Time Door User
the information by clicking the “Get | * S A

25/04/2017  16:52:40 |#Suite 30343

Data from PP” in the “PP” menu.

Copy  Operation

TESA 0 Door initialised

121 Events Active Warnings (0

[T] Always show last everft B print | jint

After this operation has been carried
out, the door initialization process is
finished.
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Initialization by means of PCToLock

Itis also possible to initialize the door with the “PCToLock” software and the “USB-KCOM” device
connected to a portable PC or equivalent device, rather than using the Portable Programmer.

For this purpose, run the “PCToLock.exe”
software on the PC where the “PC-
Tolock” device is connected.

The initialization of the doors is car-
ried out by means of the “Initialize”
button.

For full information, refer to the in-
structions for the “PCToLock” software.

-~

-

m

MName Size Type
|| messages.se 76 KB SEFile
|| messages.sp 86 KB SPFile
|| messages.us 79KB USFile
%) midas.dll 352KB  Application
& ParadoxToFirebird 092 KB Application
| . PCTolock . T09KB Application
|| PCTolLockMsgs.DE L& 13KB DEFile
|| PCTolockMsgs.dk 13KB DKFile
|| PCTolockMsgs.fi 14 KB FIFile
|| PCToLockMsgs.fr 14 KB FRFile

1| (1}

Operations | Setup

TESA Hospitality

» |
|

Update

[ ]
Open

—

Initialize Manufacture!

Lock Info

After the initialization, it is necessary
to update the information of the
system. For this purpose, click the
“Read PCToLock File” button in the
“PP” menu of TESA Hotel.

For more information, refer to ““Read
PCTolock File” button” on page 150.

Send Door data to PP:
@ Modified doors only

() Specific doors:
(1 All daors

Sort order:

Data Expiration time:
Password to open doors:

|71 send PP data ta file

24 Door Selection

05/03/2018 ~ 23:59

Initial\se doors
[¥] update doors
Open doars

[¥] open safes
Update firmware
Read door events
[ View events
|:|Read keys

This step is only necessary if the
PCTolLock has been used on another
PC by means of the option “Write

l @ sendpatatorr l

l @ mport data from PP l

l @ vite "PCToLock” File l

l @ Rread PCToLock File l
~

PCTolLock File”.

If the “PCToLock” button is clicked, it
is carried out automatically.

Y

PCTo Lock
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1.4 ENCODING OF (STAFF) CREDENTIALS

NOTE: particularly in the Read and Write systems, the encoding of credentials must be carried out
once the doors have been initialized and the database updated with the information of that
initialization, in order to minimise the loading of locking plan crosses still not encoded on the
credentials.

The encoding of Credentials is always carried out from the “Users” menu of the TESA Hotel
software. The information encoded on each credential is, basically, what can be seen in the Users
tab, encrypted.

NOTE: the encoding of the guest credentials is part of the Check In, and is therefore not explained
in this section. For more information on the Check In, see “K.2 Check In” on page 182.

In order to encode the credentials, it is necessary to have the Card Encoder connected to and
installed on the computer. It will be necessary to have a USB or RS-232 serial port, depending on
the device.

1z Refer to the Instruction Manual of the Device used to see how it is connected, installed and
managed.

As a guide, the procedure for the different types of technology is shown below:

* Electronic Keys: connect the Portable Programmer to the PC and click the ONJOFF button to
turn it on (after a 2-minute period of inactivity, the Programmer turns off automatically to save
battery).

* Proximity: connect the Encoder to the PC by means of the USB cable and it will start running,
since it is powered by the USB port of the PC (in some models, which are connected to the PC
by means of an RS-232 serial cable, it is necessary to use an external adaptor for the Encoder).
Ared LED will come on the Encoder, indicating that it is receiving power.

* Magnetic Stripe: connect the Encoder to the PC and start it up by plugging in the adaptor
supplied, turning on the black switch located at the back of the Encoder, on the right. A green
LED will come on at the front.

On the “Users List” screen of the TESA
Hotel, select the user name (high-
lighted in blue) whose credential you
want to encode.

Modify the Expiration and Activation
dates in the corresponding fields if
necessary, and the grants to be encod-
ed on the credential using the “Grants”
tab.

Once the user has been selected, click
the “Encode” button.

. CLEANING
e Cleaning 1

2]
4. MAINTENANCE
)
-1
)]
4. MANAGEMENT
)
-1
@)

12 users

Data | Optians | Common access

Name

Technology
Group
Card ID

UserID

E-mail Address
NOTE1
NOTE 2

Cleaning 1

Key
CLEANING

Card (@ Proximity

-

Valid to:
Valid from:
Keypad code:

=
=

Encoded copies 0

i Reports | | » APPLY

[ Copy ] Lﬁsatm Edlt] [E Matm{][ 24 Fing ] [ & oK ]
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The software prompts you to present || * i -, = optioes |Conmonzures
the credential to be encoded: tame <UL E
. . Technology Key Card (@ Proximity
e Proximity: Place the card... Group cLeanG =
. . Card ID
* Magnetic Stripe: Insert the card... b e P
. 4 MANAGEMENT
e Electronic Keys: Insert the key... -7} Head Receptionis _
eptionist E-mail Address o] (O
NOTE1 hd
NOTE 2 -
valid to: A RS Encoded copies 0
Valid from: [

Keypad code:

Place the card ...

12 users

Finally, if the encodingis successful, the || * g™ =2 Optione] Common aces
H H H -l Cleaning 1 Name Cleaning 1
corresponding confirmation message
is displayed, indicating that the [ Techmeleay o CD I L
. . D] Group -
encoding process of the Credential has & o cessaton
been successfully finished. - vser
a MANAGEMENT
((.,.,)j E-mail Address )| [©
. . =M NOTE1 =
After encoding the credential, the ® o .
user name will be displayed in black, =
. . . . . Valid to: 13/03/2018 13:00 Encoded copies 0
indicating that this credential has et womermeia | (7] 1500
been encoded. Keppod codes T
P [ Copy ] Lﬁsatm Edlt] [EMEUH{][ 24 Fing ] [ ¢ oK ]

Repeat the same process for every User whose credential you want to encode.

Itis not necessary to encode all the credentials at the same time if you are not going to use them.
You can return to the “Users” menu (Staff List) later on to encode more credentials when

necessary.

When changes are made to the data stored in the software, it is necessary to check the colour of
the user name in the Staff List. If the name appears in black, this means that it is not necessary to
encode the credential of that user again. If the name is displayed in orange or blue, this means that
it is necessary to encode the credential again for the changes to be applied. For example, in the
event of modifying the activation and expiration dates of a user, it will be necessary to encode
their credential again.
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] — Wireless System

Wireless system architecture ..........ccoiiiiiiiiiiiiiiiieinneeennenanns 159
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HUD SELUP oottt ssss s sssssssssssssssssssssssssssssssssssssssssssssssnsssssssssens 160
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Initial network parameters of the HUD ... 160
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Wireless System

J - WIRELESS SYSTEM

JA1 WIRELESS SYSTEM ARCHITECTURE

In a wireless system, the PC can communicate with the wireless devices (locks, wall readers, etc.)
by means of radio frequency, both to update them and to collect their events. For this purpose,
the following additional elements are required:

e Wireless devices at the doors, with RF module, to communicate with the HUB.

* HUB to communicate with the wireless devices through RF. The HUB is connected to the PC
(server) through TCP/IP.

The RF communication is at 868 MHz, 915 MHz or 902 MHz. The information sent between the
devices is encrypted (AES128 standard encryption).

PC == I I HUB 1
Client 1 — data.fod

— | I 8

= = - b
—= =

= HUB 2

PC TCP/IP TCP/IP
Pe 0
Client n HUB n

Fig.4 Wireless system architecture, with a single centralised server

A computer can control as many Hubs as deemed necessary. A Hub can control up to about
30 wireless locks in a radius of up to 30 metres in a closed environment or up to 100 metres in an
open environment. The range is different at each site, according to its construction characteristics
(wall thickness, materials used, etc.).

NOTE: the wireless system allows updating the locks and reading their events without the need to
bring the Portable Programmer to them. However, their initialization must always be carried out
by means of the Portable Programmer.
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J.2  WIRELESS SYSTEM CONFIGURATION

The main steps for configuring a wireless system are described below.

Hub setup

Connect and supply power to the Hubs as explained in their corresponding product manuals.

As a summary, and bearing in mind that there may be differences depending on the model of the
Hub, the operations to be carried out are the following;:

e Connect the Hub to the PC by means of the Ethernet network connector. Use a PC where the
TESA Hotel Server application is installed, as well as the “InitHubIP” tool, which is used to
configure the IP parameters of the Hubs and initialize them.

» Connect the power supply of the Hub. In some cases, the power supply arrives through the
Ethernet connector (PoE - Power Over Ethernet) and in other cases, it is necessary to use a
parallel external feeder. It is possible that you may also have to turn on the switch. Refer to the
instructions of the Hub used to clarify this point. Damage may be caused to the Hub if it is not
correctly powered.

» Perform the TCP/IP configuration of the Hub for it to be able to communicate with the PC. This
is carried out by means of the InitHubIP tool, as described in the following section.

Configuration and initialization of the Hubs by means of InitHubIP

The steps to be carried out are the following:
1 Learning the initial network parameters of the Hub (initializing it, if necessary).
2 Configuring the network parameters of the PC for it to be able to communicate with the Hub.

3 Configuring the Hubs by means of InitHublIP, assigning them the work network parameters,
compatible with the network where they are installed, and initializing them for the TESA Hotel
system.

4 Resetting the PC to its initial network parameters for it to operate on its usual network.

These steps are described below.

Initial network parameters of the Hub

The factory parameters of the Hub are the following:

IP address: 192.168.1.10
Subnet mask: 255.255.255.0
Default gateway: 192.168.1.0

1% If the Hub has been used before and the parameters are not known, the factory parameters
can be recovered by resetting the Hub. The reset involves, with the Hub off, pressing the Reset
button and, without releasing it, turning on the Hub, and keeping the Reset button pressed for
approximately 5 seconds. After about 30 seconds, the Hub will have recovered its factory
values. For more information, refer to the instructions for the Hub.

1= If you have previously initialized and configured the Hub to operate in a network, and you
know the IP address, subnet mask and gateway, you can use these known parameters, without
having to reset the Hub to the factory values.
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Configuring the network parameters of the PC for it to be able to communicate with the Hub

Once the parameters of the Hub are known, it is necessary to configure the corresponding
parameters of the PC for it to be able to communicate with the Hub (the IP of the PC has to be
configured to lie in the same range as that of the Hub, with the same subnet mask and the same

gateway).

Proceed as follows (these steps may vary depending on the Operating System installed on your

computer):

1 Access “Network connections” in
the “Control Panel”.

2 In “Network connections”, select

“Local area connection”.

3 Select the “Support” tab. The cur-
rent configuration of your PCis dis-
played. Note it down, since you will
have to modify it and then restore
it. In the example, the parameters
are:

IP address: 10.248.196.101

Subnet mask: 255.255.255.0

Gateway: 10.246.80.254

# Control Panel

3

File Edit View Favorites Tools Help L
Qback - © - F Pseach [ Folders [E-
Address | B Control Panel v | B
| MName = Comments A
ﬂ" Control Panel BF 2k Player Adrinistrar configur...
] (EFolder Optiors Customize the digpla...
@ Swich to Category View EFonts Add, changs, and ma...
PGame Controllers Add, remave, and ca...
FERT SInfoPage Class
Dlnternet Options Configure your Inter...
B Windows Update Panel de Control de J... L
@) Help and Support Personaliza la configu. ..
Connects to other co...
NetWOI’K Set T 1 dmy e by e, ]
MIDIA Conf Connects to ofher computers, networks, and
SINYIDIA nView Des... Configurar los valore. - I

“. Network Connections

File Edit View Favorites Tools Advanced Help
QBack - © - ¥ Pseach [T Folders [
Address | @ Network Connections b | Go
~  MName Type
Network Tasks W | B
Dial-up
Create a new connection b Oranga CS0 Dial-up
A Setup ahore or small L R
e S Internet Everywhere Dial-up
O G S Rk Orange GPRS Dial-up
Fireswall settings = :
& Dizable this network MIQh?Speed Internet
device
R Repair this connection LRRIET
@l Rename this connection %
© View status of this
connection v | ¢ S
—

| General| Support |

Connection status

ﬂ Address Type:

IF Address:

Manually Configured
10.248.196.101
Subnet Mask: £55.255.255.0

Default Gateway: 10.246.80.254

Winddows did not detect problems with this
connection. if you cannot connect, click Repair.

Close
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4 In the “General” tab, click the
“Properties” button.

ocal Area Connection Status

Genearal |Suppgr‘[
Connection
Status: Connected
Duration: 07:59:55
Speed: 100.0 kMbps
Activity
=)
Sent @ Received
—Jd
Fackets 134102 128.724
PropeniesL\“J ’ Dizable

5 Select “Internet Protocol (TCP/[IP)”
and click the “Properties” button.

General | Advanced |

Connectusing:

‘g NIC Fast Ethemet PCI Familis RTL#139 ‘

This connection uses the following items

gCliente para redes Microsoft
SCDmpanirimpresarasy archivos para redes Microsoft
gprogramador de paguetes QoS

o Interne )

Install... Uninstall Properies k
Description

Transmission Control Protocolf/internet Protocol The defaultwide
area network protocol that provides communication across
diverse interconnected networks

] Showicon in notification area when connected
Notify me when this connection has limited or no connectivity

OK ] I Cancel

TESA
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6 Change the IP address and enter
one which is in the same range as
that of the Hub, with the same Ger=ral

Protocolo Internet (TCP/IP) Properties

SUbnet maSk and gatEWBY- For Y'ou can get IP settings assigned automatically if vour network suppaorts this
. capability. Otherwise. you need to ask your netwark administrator for the
example' appropriate [P settings.

— IPaddress: 192.168.1.36
— Subnet mask: 255.255.255.0
- Gateway: 192.168.1.0

(O) Obtain an IP address automatically

(@) Use the following IP address:

IP address: 192 168 . 1 . 38
Subnet mask: 2Bh . 2Bh . 285 . 0
Diefault gatewsy: 192 0168 . 1 . 0

@:-Usethefollowing DMNS senver addresses:
Preferred DNS server:

Alternate DNS server:

I OK l i Cancel ]
7 Verify that the Hub and PC are com- [ @ Accessivilty N
municating properly, by means of &) Communications R
the PING command. For this purpose, ,
« - " I Entertainment »
access “Home”, “All Programmes”,
” o I System Tools 4

“Accessories”, “Command Prompt”.

22 Address Book
2 Caloulator

Command Prormpt
@ Motepad
Y Paint
) Program Compatibility Wizard
28 Scanner and Camera Wizard
€3 Synchronize
£ Windows Explorer
& Windows XP Tour
A WordPad

In “Command Prompt”, write pm Commandbrams
“ping 192.168.1.10", which is the Bl kelLal [F; ——
1Croso 1NAdOWS arsion .
IP of the Hub. Then, the PCsends 4 [rSyR S i pu e - R At
data packets to the Hub. If the
communication is successful, the

Hub will get the 4 packages back [ I RECRIRIERTH R R i LT

and non,e WI” be Ios_t' &?S the Reply from 192.168.1.10: bytes=32 time<lims TTL=128
message in the example indicates. (YT P B T R T PO O T C TRTP Y
Reply from 192.168.1.10: bytes=32 time<ims TTL=128
Reply from 192.168.1.10: bytes=32 time<ims TTL=128

C:\Documents and Settings\Carlos>ping 192.168.1.10

Ping statistics for 192.168.1.10:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = @ms, Average = Oms

C:\Documents and Settings\Carlos>

At this moment, since the PC and Hub are communicating properly, it is possible to initialize the
Hub by means of the “InitHubIP” tool, as explained in the following section.
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Configuration of the Hubs by means of InitHubIP

The “InitHubIP” tool is used to configure the network parameters of the Hubs (assigning them a
fixed IP address, provided by the network administrator) and to initialize them.

15 The “InitHubIP” tool uses the same communication ports with the Hubs as the Glassfish
service. To avoid conflict, the programme must be run from the server since, during start-up,
it will detect whether the Glassfish service has been launched and it will offer to stop itin order
to communicate with the Hubs. From a Guest PC, the application would not be able to stop

this service.

Another option is to connect the Hubs directly to a PC external to the network, which does not
have the TESA Hotel software installed, where InitHublP.exe and the messages.* files have
already been copied. In this way, there will not be any communication conflicts with the
Glassfish service and it will be possible to programme the Hubs without incidents.

The steps to be followed in order to run the InitHublIP application are shown below, on the same

PC where the TESA Hotel Server application is being run:

1 Run the InitHublIP application,
which is installed in the same
folder as TESA Hotel.

2 A message is displayed, requesting

permission to stop the
“TESA_APPSERVER CGlassfish Serv-
er” service. Confirm this by clicking
“Yes”.
This window is not displayed if the
application is being run from a PC
which does not have the TESA Hotel
installed.

® Tesa Hotel

Qeak - O

Web

Other Places

Details

- [OX
File Edit ‘iew Favorites Tools Help i
¥ Osearch [ Folders [~
Address | C:\Tesa Hotel & ‘ Go
# A Name Size Type Dat
File and Folder Tasks  DbackupManager Carpetadea.. 211
@l Rename this file DData Carpeta de a... 12/
B Move this fle *::ldrivers Carpetade a... 21/t
Ot e mp 1,008 KB gar\peta e é§§E
= InitHubIP d plicacicn
Vel SParadoxToFireb...  ©92KE Aplicacion 134
& et e “PCTolack 709 KB Aplicacion 03/
X Delete this file APMSService 3.574 KB Aplicacicn 03/
BhTESAHOte! 2073 KB Aplicacién 03/ —
® TimeService 477 KB Aplicacidn 03
= Tools 1.213 KB Aplicacicn 03/
QUninstall 466 KB Aplicacidn 210
Se Local Disk (C) @ messages 77KB AUFormats... 03/
53 My Documents B messages.cz 57 KB CZ File 034t
[ Shared Docurments B Debug 2KB DAT File 20/t
My Computer messages DE 83 KB DEFile 03
N3 My Network Places — EPCToLockvags.... 13KB DEFile 03/
B messages.dk 78 KB DK File 034
BPCTeLockMsgs dk 13KB DK File 03/
5 Axletwork32.dil 3667 KB Extensionde... 20/,
[ B RN Fpa ) Lol Bt B o, S 5 e g ¥ s |
v % >

InitHubIP

Confirmation

@ Web Senser is running, communication with HUB may notbe possible.
Do wou want to stop server and comrmunicate with HUB ?

[ xw || o es |
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3 The InitHublIP application is run, ® Setup HUB IP Address Version 6.06.00

showing the main screen, with the Target un: P8 Sairge L Fmvars

f ” Win ﬁ I : TCP/IP Address HUB's setlings parameters

ollowing fields LI o st

- Target HUB (IP Address of orrunston o

iti o —

Hub): allows writing the TCP/IP remp—
address of the Hub. If this is not Pocsi BN CHN OO ¥
known, it will be necessary to F ] E

initialize the Hub by means of

its corresponding Reset button

in order to restore the factory §

values.

— HUB Settings
(configuration of the Hub):

HUB settings parameters: new valid TCP/IP Address, Subnet Mask and Gateway of the site
(to be provided by its network administrator).

Network Latency: used for remote Hubs, in order to configure the response time of the
Hubs when the Ethernet connections are slow.

For more information, see “Remote Hubs” on page 176.

Hub Name: name assigned to the Hub so as it can be recognised in the locking plan.
Frequency MHz: allows selecting the working frequency of the RF modules. For more
information, see “Frequency change (from 868 MHz to 915 MHz or 902 MHz)” on page 174.
Baud rate (kbps): data transmission speed. Allows selection of the most suitable speed for
your site.

RF channel: allows conflicts with other devices operating at the same frequency in the
same site to be avoided.
For more information, see “Channel change” on page 173.

In addition, 3 buttons are shown:
- Verify HUB RESET: verifies that the Hub is operating with the factory parameters.
- Read HUB info: shows the configuration of the Hub.

- Initialize Hub: modifies the parameters of the Hub. n
4 Click “Verify HUB Reset” to verify 3 Setup HUB IP Address Version 6.06.00 W=
that the Hub is operating with the Torgetun: FLR Sengs [ Losd Fmvors
TCP/IP Address HUB's settings parameters
factory parameters (192.168.1.10). | [ 28— || === S
If not, and you do not know the pa- for i | L] | @t Ovesim O
rameters it is operating with, reset M - —
TP 255 |[e5 | Jess |,
the Hub (see “Initial network pa- e
rameters of the Hub” on page 160). tocat e [ Jfm I JF ] || (O Ot Oxr
. . @50 [®}:3 Oz
Ifthe Hub is not set to its factory pa- o R chomel o |5
rameters but you know what they e
are, you can enter them in the ﬁeld () Verify HUB Resot ‘ ’ @Bﬂad HUB Info ‘ ’ @lﬂilialize HUB
“Target Hub” and click “Verify Hub OK: Hub's R is comocted [,
] . Hub wersion : 05.01
Reset”, thus being able to commu- oo 3510

nicate with the Hub by clicking
“Read Hub Info” immediately.
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5 Once the connection with the Hub ® Setup HUB IP Address Version 6.06.00

has been verified, enter the new pa- Tergotun: U Seigs [ ass Fmvors

TCP/IP Address HUB's settings parameters
rameters (the network parameters | TR N
must be provided by its adminis- fo s | || | @l Owssm Ora
trator). - tﬂ:/;LAN-H\gh:mtgmg‘)

055|255 | [ess | LELSamS

In the example: R e
TCP/IP=10.248.196.210, Local o P JEe I 1] | Sw Osts O
Subnet Mask =255.255.255.0, T O e 8
GateWay = 1 0.246'80.254, : ’ ’ i : T ———
Name = Floor 3. () Verify HUB Reset ’ @ﬁead HUB Info ‘ ’ @lnilialize HUB
Click “Initialize HUB” to confirm. 0K Hub nilizad succosstly | %
The confirmation message “OK
Hub initialized successfully!” will
be displayed.

6 When all the Hubs have been

configured, close the InitHubIP F—" T
a Ilcatlon b C||Ck|n "EXit". TCP/IP Address HUB's settings parameters

PP y dicking o o R
A message is displayed about [0 ] s Jfro ] | (Otow Obedim Orig

. “« S e (Low=LAN - High=intermety

starting the “TESA_APPSERVER ]| e :
Glassfish Server” service again. DemCaeey s
Click “Yes” to confirm Lzenirg L e e
This window is not displayed if the B [ Confirmation
application is being run from a PC (3 b Savertos on sy e by pcsion
which does not have TESA Hotel () Verity HUB Rosot ‘ ’ Ors : ;
|nSta|Ied OK: Hub initialized successfully | Xl

7 Repeat these steps for each Hub you want to incorporate into the system, disconnecting the
Hubs which are already configured, and assigning a different fixed IP to each one.

Resetting the network parameters of the PC to the previous configuration

Afterinitializing all the Hubs by means 4 Local Area Connection Status  [2 [X]
of InitHublIP, as explained in the previ- General| Support |
ous section, it is necessary to reset the
PC to its original IP value, since this

Cannection status

was modified in section “Configuring '27_% e HandaliCannaued
the network parameters of the PC for it [Peaklees TR I
to be able to communicate with the Subnet Mask: 255.256.255.0
Hub” on page 161. Default Gateway: 10,246 80,254

Windows did nat detect proflems with this
connection. lfyou cannot connect, click Repair.

Close
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After resetting the PC to its original IP
values, verify that the PC and Hub are
on the same network.

In order to verify that the PC and Hub
are on the same network and can com-
municate properly, ping the Hub (in
the example, ping 10.248.196.210). If
you receive the 4 packets sent, without
losing any (as shown in the example),
communication has been successful.

This ping has to be carried out from a
PC which is on the network of the sys-
tem being installed. If the application
has been run on an external PC, the
ping will be carried out from another
machine.

Command Prompt

Microsoft Windows XP [Uersion 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\Documents and Settings\Carlos>ping 10.248.196.210
Pinging 10.248.196.210 with 32 bytes of data:

10.248.196.210: bytes=32 time<lims TTL=128
10.248.196.210: bytes=32 time<ims TTL=128
10.248.196.210: bytes=32 time<lims TTL=128
10.248.196.210: bytes=32 time<lims TTL=128

Ping statistics for 10.248.196.210:

Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = @ms, Average = Oms

C:\Documents and Settings\Carlos>_
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Adding the Hubs to the system

e . [ ] [ ]
= TESA F3 MVA &1_
After initializing the Hubs, it is neces- @ Manage Users 24h W
sary to add them to the system, by Check-in Copy Guest

means of the TESA Hotel application, [} Manage Doors

in the “Setup” menu, “Wireless” tab. .

EED Time Zones =)
-
@ . —
}’_)) Access Matrix

\

M)
)

Special Credential Mngnt
Key/Cards
Manage logins
a
@ Setup Reports e
a
{:% System Setup a
[§ | User Activity (Programmer (PP

Each Hub is identified with a name or SR
number dlfferent|at|ng |t from the | General I License I Site Details I Operator permissions I Warkstation | Networkl

I’estand a ﬁxed IPaddreSS pI‘OVIded by Wireless | Comman Access I Keypad Codes I Extra Fields | 150 Tracks I Anti-passhack | I
. . ‘HUB MName |ServerIP address ‘HWVersion‘RFVersior -
the network administrator (as B E |
explained in “Configuration of the Hubs —
by means of InitHubIP” on page 164). =
_:' DEL
In order to add new Hubs to the site,
click the “Add” button and fill in the
fields “Hub Name” and “IP Address of
Hub”. It is necessary to fill in the two
fields, entering the same data used a | 8
when initializing the Hub by means of —
InitHublP. |
‘Wireless HUB IP Address: 10 . 248 | 1% . 210
Network Latency field: use the same
option applied when initializing the _ _ Network Lateny
Hub by means of InitHubIP. @upE st GLOW LIMED. L HICH
“Wireless Server Mode” field:
° Standard mOdE- the HUbS dare HUB Communication Made @ Single Server () Multi Server
managed by a single server. This
mode is the most usual one for
most sites.

* Multiple mode: Several applications
can be running in Server mode. Each server manages a specific number of Hubs. In this mode,
each Hub has to be assigned to one of the servers, by selecting one from the drop-down list. It is
important to take into account that these servers must be running and have their accesses to the
database correctly configured. Otherwise, they will not be displayed in the drop-down list.

Finally, click the “Apply” button. The Hub will be displayed in the table shown above.
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168 V102017 —
ASSA ABLOY



Wireless System

Autolink function

The V3 wireless devices have a function by means of which they try to automatically link to the
nearest Hub on their own, under the following conditions:

* When they are turned on/activated (battery change).

» After beinginitialized or having the time updated with the Portable Programmer (version 6.70
or higher) or by means of the PCToLock (V3.11 or higher).

e Everytime a New Event is generated in a device which has not previously been linked to a Hub.

 Ifthe “Init Wireless” special card is brought close.

For the automatic link to be set up, the Hub must be powered, communicating with the PC and
created in the database of the server, as explained in the previous sections.

1= For the automatic link to initialize,  [fvees G
it is very important to carry out a | e A Sz Do ok Popene: Conms
diagnostic of the communications |
to the Hub.

For this purpose, select the Hub iy oncesenn

and, once it has been highlighted
in blue, click “Start Diagnostic”.

Otherwise, it would be necessary
to restart the “Glassfish” Web Ser- B
vice or wait an hour (communica- O, ot e
tions for the automatic link are
verified every hour, on the hour). o

a0 i ] v

For the automatic link process, bear the following in mind:

* When a door device tries to link automatically, it will search for Hubs which are within its
coverage range. If more than one Hub is found, it will automatically select the Hub with the
strongest coverage signal.

» The device will only link to the Hubs which belong to the same site.

* When a device finds a Hub which meets the preceding requirements, it will send the corre-
sponding information to the Server, by means of the Hub (the Hubs do not store information
on the devices assigned in their memory).

When a device is correctlylinked, the

following message will be displayed in 75 g0 =

the system Auditor: LT
pera.. Task Relates to

“Add RF module - RF Autolink: Door :
SA Encode user Key/Card Manager [13/03/2013

. y ger il )

XXX ===>Hub YYYY SA | Madify daor access level | Carridor 3 I
SA Encode user Key/Card Manager (13/03/2018) |
stem Add RF module % RF Autolink. Door: Cleaning 3 (255.0.85.147) ===> Floor 3 (10.248.196.210}) = _

[] Always show last event w* OK
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The V3 wireless door device will auto-
matically be displayed in the Wireless
menu as “Assigned” to the Hub.

M Device Search

Ii,i:z.:r .

<, Delete Events

o
[ ) initialise Uplinks

7, Reset HUB

« ok

If, during the initialization of a door device, it does not find any Hubs within its coverage range
(communication attempts every 6 seconds), its link to a Hub will remain pending. The link can be
established later on in any of the following ways:

o Directly from the software, as explained in “Adding wireless devices to the Hub (manual link)” on

page 171.

e Bringing the “Init Wireless Card”
special card close to the lock.

This card is encoded in the Recep-
tion Menu, “Special Keys/Cards”

E__% Secure/Lock-Down Card ;

@ Guest Cancel Card ]

tab, “Init Wireless Card” button.

* Bymeans of the Update of the lock
either with the PP or PCToLock.

El] Programming Card ]

% Fail Safe Card ]Numberoffail & copiesl =

Safes Master Card ] Valid to: 26/02/2018 -

’ % safes Lost PIN Card ] Valid to: 26/02/2018 -

-

Expiry Time 20:10 =

[ =) Initialise Wireless Card ,\J
)

In any of the above cases, if the Wireless device does not find a Hub with coverage, its link to a Hub
will remain pending and battery consumption will be extremely high during this process. This
must be remembered if the Wireless devices are initialized and the Hubs are not going to be

installed or linked for a long time.

170
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Adding wireless devices to the Hub (manual link)

After adding the Hubs to the system, it is necessary to assign the wireless devices (locks, wall
readers, etc.) with which they will communicate to them.

NOTE: the devices of the V3 wireless system have the “Autolink” function, which has been
explained in the previous section, for adding them to the Hub. Therefore, it is not necessary to
apply what has been explained in this section for V3 devices, since they have “Autolink”.
However, it may be useful in particular cases, for example: if the Hubs were not connected when
the doors were initialized and you do not want to go around door by door again with the Init
wireless card or the PP.

In order to add a V3 wireless device to the Hub, carry out the following steps:

1 Add the wireless device to the “Doors” menu if it has not been assigned yet (see “F.3 “Doors’
menu” on page 82 if you do not know how to do this).

2 Initialize the wireless device if it has not been initialized yet (see “I.3 Initializing the doors of the
site” on page 151 if you do not know how to do this).

3 In the TESA Hotel programme, in f

the “Setup” menu, “Wireless” tab,
double-click the Hub chosen.

J

™
HUE Name: Floaro

Wireless HUB [P Address: 10 L 248 . 19% | 10

Metwaork Latency
@ LOW (O MED @) HIGH

= APPLY

HUB Communication Maode (@ Single Server () Multi Server

4 The following screen is displayed:  f[@Ew
Click the “Find New RFs” button. T —

M Device Search

<., Delete Events

-
() initialise Uplinks

<, ResetHUB.

o Ok
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5 Onceithas been found, selectit to

= s
h- hI- h H H I I' k llAdd HUB Module RF Module RF Version Door Signa.. Device Mode Properties Commu.
ighlight it in blue and clic s |

RF". [ [s0ssaa7

The wireless device is now as-
signed to the Hub.

From this moment, it is possible to
communicate with the “Cleaning
0” wireless lock through the PC, by
means of the “Wireless” menu of
the Reception Menu of TESA Hotel,
as explained in “J.3 Management of
wireless devices” on page 178.

':'.1 ADD Device

oK

Before proceeding to the next section,
the functions available on the “Wire-
less Setup” screen are described:

The different configuration functions
between the different RF modules and
Hubs are available in this menu:

e Qe |
« Start Diagnostics: verifies the state
of the wireless device.
» Stop Diagnostics: stops the diag-
nostiC. 2., Reset RF madule

o oK

¢ Read RF List: reads the wireless de-
vices.

e Search New RFs: it searches the
new devices to be added.

* Add RF: adds the device selected in blue to the Hub.

* Delete RF: removes the device selected from the Hub.

» Start RF: enables the RF module to make remote operations possible.

» Delete Openings: removes the openings from the Hub selected, wiping the memory.

« Init Uplinks: forces the doors which communicate with this Hub to connect and send the
information they hold (this button is not applicable in the V1 and V2 wireless versions).

* Reset Hub: wipes the volatile memory of the Hub, but neither deletes nor alters the configu-
ration data.
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Advanced setup

Channel change

The default values in the system, for the frequency and the channel, are 868 MHz and Channel=0,
respectively. These values are sent to the Hub and door devices during the initialization process
(both with the InitHubIP application and the Portable Programmer or PCToLock, respectively).

Itis also possible for the site to have a Wireless system, version V1-V2.In order to avoid conflicts
with the devices previously installed, it is advisable not to use channels 1 and 2.

It is also possible for the communication channel to be in use by other devices from third-party
systems (such as alarm systems or hospital equipment).

The V3 wireless communication system allows changing the communication channel within
values ranging from 0 to 31, in three steps:

1 Changing the channel in the Hub by means of the InitHubIP application.

2 Changing the channel in the door devices by means of the “License” tab of the TESA Hotel
software Setup menu.

i Step 1 can be skipped if a diagnostic is conducted for all the Hubs at this point.
During the diagnostic of the Hub, the name, channel and frequency are verified, and they are
changed if necessary.

3 Initializing the door devices, by means of the Portable Programmer or PCToLock.

The three steps are described below:

1 Changing the channel in the Hubs [Bsroraasrasss sl
by means of InitHublP. Torget v [0S Sttings | Load Paniaes
. . TCP/IP Address 'S ings parameters :

This process can be carried out || © .z s 0

. . . ele TCPAP Address NEbNorkLatgncy i
both the first time the Hub is initial- 0 .m L@ .. @low O MediumD g
. . Subnet Mask (Low=LAN - High=internet]
ized and subsequently. For this pur- — e
pose, it is necessary to have access Detaui Gtemay e =
to the Hub through the network or  ff ‘== 0 k= e
directly through the Ethernet cable. o e L S
Select the channel desired (11 in T e
the example) and click the “Initial- i ‘ ’ (& H (@ e ree ‘
H ” : Hub's RF is coni
ize Hub” button. O s

Hub’s RF version : 05.10
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2 Configuring the channel in the
door devices.

| Wireless I Comman Access I Keypad Codes I Extra Fields | IS0 Tracks I Anti-passbackl

ThIS |S performed in theTESA HOtE| | General | License | site Details I Operator permissions I \Workstation | Metwork |

software, in the “Setup” menu, “Li- Site coce ARAAARAR |
” Amount of licenced doors

cense” tab. ) UptoTs ©) Up to 150 @ No limit

Select the same channel selected e i

for the V3 Hubs (1 1 in the exam- [¥] Magnetic swipe reader @ MIFARE

ple) and click the “OK” button to [ Prawrn Prox © Desfire

confirm. Manage UoC RFID data

Manage Wall Reader Updaters
User cards read: User activity log
User cards write: Access level

1 Step 1 can be skipped if a diagnos-

tic is conducted for all the Hubs at [ Manage Wireless daors Updiate frequency 00m 105
thIS po|nt Enable autaomatic palling for wireless doaors ﬂ

During the diagnostic of the Hub, it ® o6 wriz © 515 e @ sozar]  RF Chonnel (11 [
the name, channel and frequency 7262 © 50 kbos © 25 kbos O 12 kbos [+
are Verlfled' and they are ChangEd [T Manage cabinet locks Enable Mobile App and eMail alerts

|f necessa ry. Automati(al\y update Mobile Apps

Manage anti-passback
@ Test ) Production

3 Initializing the door devices again
with the PP or PCTolock. This in-
formation cannot be updated by
means of RF.

15 Note: any door device which requires a “manual” update (with PP or PCToLock) will be dis-
played in orange in the programme, indicating that it needs to be updated.

Frequency change (from 868 MHz to 915 MHz or 902 MHz)

Due to the restrictions applicable in several countries, in relation to the frequencies which can be
used, it may be necessary to change the radio frequency to 915 MHz (for example, in the USA,
Canada, Australia or New Zealand) or 902 MHz.

This is carried out just like the channel change, explained in the previous section, but in the field
corresponding to the frequency:

1 Changing the frequency of the Hub by means of the InitHubIP application.

2 Changing the frequency in the door devices by means of the “License” tab of the TESA Hotel
software “Setup” menu.

3 Initializing the door devices, by means of the Portable Programmer or PCToLock.

TESA

174 V10/2017 —
ASSA ABLOY



Wireless System

Multiple Wireless Server mode

Similar to what is used in the V1 and V2 wireless systems, it is possible to configure a Multiple
Server mode. This allows for more agile management in multi-site systems.

1 Standard mode: all the HUBs are managed by a single centralised Server. This mode is
advisable for most sites (see “Fig. 4 Wireless system architecture, with a single centralised server”
on page 159).

2 Multiple Server mode:several serv- [ aensas =
er InStances can be run. EaCh server | General I License I Site Details I Operator permissions I Workstation | Metwork |
manages 4 partlcular number Of Wireless | Common Access | Keypad Codes | ExtraFields | 150 Tracks | Anti-passback |
Hubs In th|s mode Ofoperatlon itis ‘HUB Name |Ser\ferIP address ‘HWVersion‘RFVersior - + oD

’ MFloaro 10.248.196.10 0501 o510 [ L% i

necessary to assign a server to each
Hub, by selecting it from the drop-
down list. It needs to be borne in
mind that the servers must be in op-
eration and the accesses to the da-
tabase  correctly  configured.
Otherwise, the servers will not be

IZ System Setup

x Disconnect

« [ 3

displayed in the drop-down list. HUE Hames it

Wireless HUE IP Address: 10 L. 248 . 1% 10

5" Take into account that it is not S CARIOB FC =
Metwork Latency
necessary for the Hubs to be on @uop  OssL @Low OMED O HIGH
different machines. Itis possible to
»  APPLY

have all the Hubs connected to the
master server and use the second- - e

HUB Communication Mode () Single Server

ary server as a DMZ to redirect In-
ternet requests to the site; thisis a
typical wireless site with an App
having a fixed IP.
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Remote Hubs

In the event of the network connections being too slow, it is possible to select the response time
of the Hubs to allow longer Timeouts and facilitate their correct operation.

Take into account that the Hubs need a fixed IP address so that they can communicate with the PC.

This selection is made during the con- (s o s veneneees

figuration by means of the InitHUbIP || rersetrus: | HUE Setnge | Load Funires
application. The possible settings are || ™" L
. s |2 1% 510 TCPAP Address Network Latency
the following: e — = oS e i
(Law=LAN" High=internet)
e Low: LAN network connection - ot tame
. . Floor 0
(default). This is the fastest mode oetaut Gatewy Freauens H
H Local PC: 10 . 246 . 80 . 254 ® 868 915 © 902
of operation. %8R o
e Medium: recommended for WAN R e =
netWOka. @!eﬁfyHUBde ‘ ’ @ Read HUB Info | ’ @ Initialize HUB ‘
o High: connection through the [l oeumesmrscmes
Internet (remember that the Hub [ pues

needs a fixed IP address). This is
the slowest mode of operation.

15 Do not select the High mode for a LAN connection, since communication with the Hubs would
unnecessarily become much slower.
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Firmware update

The V3 wireless system allows updating the firmware in the RF modules and V3 Hubs.

* RF modulein door devices (locks and wall readers):

The new module has to be updated by means of the Portable Programmer or PCToLock. This
process will be very similar to the update process for the two relay boards in the wall readers.
The two firmware updates will be loaded into the PP or PCToLock (the control module and the
RF module).

Device versions required:
- PCTolock version 3.10 or higher.
— PPversion 6.70 or higher.

The new firmware for the RF modules of the door devices will be versions R5RFxx.

It is also possible to update by ® Setup HUB IP Address Version 6.06.00 =]
means of the “InitHublIP.exe” appli- Tergot HUB - B Setings LoodFimcres |
. H “ H n” TCP/IP Address
Eatlon, using the “Load RF Firmware
utton.

For this “Load RF Firmware” button
to be activated, the file with the new
version of the firmware (e.g. — I P ‘
“R5RF0515.zip”) must be placed in ] _

the same file where the : .
“InitHublIP.exe” application is
installed (by default, “C:\Tesa Hotel”) 0K Hubs R isconnoctad

Hub version: 05.01
Hub's BF version 10510

Versionto Ioad : 05.15

| Q Loai BF Firmwars

 Exit

* RFmodule of the V3 HUB:  Setup HUB IP Address Version 6.06.00
The RF modules in the V3 Hubs are MR S B o=dFirvare
. . TCP/IP Address
similar to the RF modules of the -
. . . QLnad HUB Firmware Version to load 1 06,13
locks, but their firmware version k

update is carried out by means of
the InitHubIP application, version
6.04 or higher, connecting the = ’
Hub to the PC through the Ether- ] ]

net network connection. : :
For this “Load HUB Firmware” but-
ton to be activated, the file with R

the new version of the firmware CEEAT N

(e.g. “R5HUB0513.zip”) must be

placed in the same file where the

“InitHublP.exe” application is installed (by default, “C:\Tesa Hotel”)

a Reset HUB ‘

o Exit
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J.3 MANAGEMENT OF WIRELESS DEVICES

The management of wireless devices

(locks, wall readers) is carried out by | = s g 7Y i;i i;iE)
means of the “Wireless” menu of the | g yruge veers 24h WY
Reception Menu of TESA Hotel. enectn . reems
M Manage Doors
=D
%ﬁmezunes =D i A
U B 7
3 Access Matrix
;\-) A Mat Special Credential Mngnt Wireless
éﬂ@ Manage logins s b
@ Setup Reports : =,
. — Q
[ ]
ié} o User Activity (Programmer (PP System Log

In the Wireless menu, the table with
the wireless devices controlled by the
Hubs connected to that PC is dis-
played.

By selecting a device (in the example,
the “Clean 0” lock), it is possible, using
the buttons on the left, to carry out
the following operations:

[¥] Auto refresh « . ] »

e Start Diagnostics: a message to -
test communication between the
PC and the locks is sent in order to
verify the connection.

» Stop Diagnostics: the communication test process can be stopped, in the event that the
response is taking too long.

» Update: allows updating the locking plan of the wireless lock. This is a manual update, for
when the automatic update is taking too long, or you wish it to take place immediately for
some reason.

» SetTime: sets the time in the lock with values from the PC. It is advisable to set the time every
time the lock batteries are changed.

* Audit Trail: collects the events which have taken place at the wireless lock. In general, it is not
necessary to use this as it is automatically run every time a new event takes place in the door
device.

* Open:allows opening the wireless lock remotely.
» Passage: sets the wireless lock to Open mode.
¢ Close: if the lock is in Open mode, this turns that mode off, setting it to Standard mode.

» Block: blocks the lock so that it can only be opened by users who have the option “Can open
blocked doors” enabled.

* Unblock: unblocks the lock if it is blocked, setting it to Standard mode once again.
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K - Site management

13T 0T LT o 1S AP 181
@3 =Tl 1 | 1 182
L0005 T 186
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@3 =Tl 1 1 189
MOAITY GIANES ..ottt s s ssss s sess s s sasssesssasssasssssssasssssssasssenssaes 191
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Othercards.....ooieiiiiiiiii ittt ittt ieieeeenneeeneneeaaneeannss 192
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Programming Card and Fail Safe Card ........eeeceseenneesesesseesssesssessssenees 200
Encode Programming Card .......ccoreenmeeennereesnseesesessssssssssssssssssssssssssssssssnenes 200
Encode Fail SAfe Card ... sesessssses s sssessssssesssanens 202
“SAFES MASTET” CANd ..oeoeeeeeeeeeeeereeesessess st ssssssssssssssssssssssssssssssssssssssssssssssssssnsssssssnees 205
“SAfES LOSE PIN” CArd ...ceeeeeeeeeeeeeseeeesesstssessssssssssssssessssssssssssssssssassssssssssssssssssssnsssnnees 207 n
“INIE WIT@IESS” CANd ..ottt sssssssssssessssssssss s sesssssssssssassssssssssssssssenees 210
Read cards [ KeYS .. .vvneiiiiii ittt e it ieeeeeeneeaneannsaneannnns 213
OPNINGS .ottt itittttteteeeeessesseesneonnnnsnsnsnnssassassssssssssssssons 216
Openings read from Doors by means of the Portable Programmer .............. 216
Openings read from Credentials by means of the Portable Programmer
Portable or Encoder (in the Read and Write SyStem) .........ccoocoeeeermerernseenereenens 218
Analysis of the openings collected ... 218
FIEET oottt sss s ss s s s s s ss s s st s st 219
PEINT ettt ts bbbt et ettt 222
OPBIN ettt et 223
ACEIVE ALBTES .ottt ss s ssss s ss s ss bbb sses 224
Scroll automatically tO ISt @VENT ... seseessseesssssesssssssssasenes 224

V10[2017 179



TESA Hotel manual

Portable Programmer (P.P.) .....uiiiiiiiiii it iiiiniennerenneeennnnnns 225
T [ oY 226
Loginand LogoUt .....ciiiiniiiiiiiiiii i ieieneeenneeennecennnsannnanns 228
070 229
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USEIS INIENIU eeeeteeeeeeeeeeeeeeeeeeteseeteeetessesessesessesesessnsessssssesssssasensasensasensasenssensssesesensesen 231
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IMLAETTX vttt teaee et sssesetetsassestsessssstebesssesestssssssstasesssssentesessssstntesssestsessssasnsassses 231
WVITEIESS DIOOTS et eeeeeeeeeeeeesseseesesasssassnsassesaseesaseessasesassasassssasassasassasasssaseesas 232
HOUTS ettt eeee e este et s as s es e ste et e et s et s sessesessssassnsasensessnsessnsessasessaee 232
OPENINGS ..ceeeeeeirereirisisisesisesessesassssasssesssssassssssssssssesssssssssstssssssstssssssssssssssssssssssssssass 233
AAUAIEOT et e e eeseseeeesesesasasassesssasasesassesasasesssssssasasesssasasassesssasasasassssasasassesesnen 233
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OPLIONS cecereeeeeeeeieieesistsestasessessessessesssssssstsstasesseasessesssssssssssssssssstaseasessessesssssssssssssaseas 234
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K- SITE MANAGEMENT

K.1  INTRODUCTION

After installing the system and starting it up, the users can begin using it. That is to say, they will
start opening the doors they have been granted access to, within the corresponding time zone,
etc. All these movements will be recorded for consultation and analysis, and the site will be able
to evolve based on the interests and needs.

All this management will be performed by the system Operators, who will carry out the opera-
tions required, according to their assigned duties (for more information on the Operators, see
chapter “G - Operators and Operator Levels”).

In this chapter, the Management Tools provided by the system are described.

The system setup, and creation of the locking plan seen in the previous chapters, was performed
via the different menus on the Setup Menu. For day-to-day management of reception, the
Reception Menu will be used.

The Reception Menu is displayed in the figure below:

[ Tesa Hospitality version 6.06.00 : TESA Hospitali

e o e o [ ]

| S & Lo, l‘“ ~s
24h )

I Check-in Copy Guest Rooms
=D '

~ 2 P o
7 B 7

Special Credential Mngnt Wireless
a

Key/Cards
. l

User Activity (Programmer (PP System Log

n

G 'ASSA ABLOY'

The Reception Menu has the following screens:

Check In, Copy Guest, Check Out, Other cards/keys, Keys/Cards, Wireless, Openings, P.P. (portable
programmer), Auditor.
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The “Check In” operation consists of:
* assigning a free room to a new guest and

e encoding the card for this guest.

The card will be encoded with an expiration date, which will be the date[time at which the guest

will leave the hotel.

Below is a step-by-step description of the process for Check In.

[ Tesa Hospitality version 6.06.00 : TESA Hospitality

1 Click on the check in icon on the
Reception Menu of the TESA Hotel
programme. The following screen
is displayed:

= TESA

To see which rooms are available
in the hotel, click on the button
with the binocularsin the “Rooms”
field.

«CJrock

e O
& m CheckIn
m = CheckIn Pre Check-in
B || Rooms (&)
Check-in
/f? ’a Humber of nights Date Time

\

Valid to: 27/02/2018 12:00

o 1

Valid from:  26/02/2018 20:30

Special
Key/Cards

User Activity

Keypad code: [] Extended access time

Copies

2 The list of rooms in the hotel will
unfold. On it, the rooms that are
NOT available, and therefore
occupied, are shown in red. The
rooms that are available are shown
in black. In the example, all of
them are available.

On the list, select the available
room you wish to assign to the
new hotel guest.

Click “OK” to confirm.

Check In

Check In

Al =

Pre Check-in

Rooms

R
List of raoms A (e

Keypad a- [I" suite301

301-A
3018
- P suite303
- P suite 305

@ Occupied
I Booked
#F Occupied AND Booked

Copies

182
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3 The next field indicates the o e
number of nights the guest will im—k—
stay at the hotel. The number 1 T e —
appears by default. atipes
The Expiration Date activates
automatically depending on the
number of nights selected. o
The expiration time displayed valig rom: 250272018 [ 2030
(12:00 am) is the time established commonaccess  [ETSare
by default in the TESA Hotel % Carnge "

VI Floor 0

programme. The “General” tab of
the “Site” menu establishes the
default expiration time of the
guest's cards in the hotel. Both the
date and the time can be modified
manually.

By default, the Activation Date and
Time of the card correspond to the
moment the guest's Check In is be- s L & Encoded copies: 0
ing performed. The activation date

is available because this option is
selected on the “General” tab of
the “Site” menu. The activation
date matches the date/time from
which the encoded card begins to
be valid in the locks. Obviously, the
expiration date must be later than
the activation date.

Keypad code: [“]Extended access time

E-mail Address

4 The “Grants” field displays the — —
grants available for the guest of e =
this room. In this case, the client is P —
optionally assigned the corre- Multiples
sponding grants for access to the
safe in their room and the garage.

5 The “Disabled (ADA)” option S e oveaans [ 1o
doubles the opening time in the valig from: zsmzz2018 [ 030

doors to which this specific guest Common secess [V TR

has access (this option is not iiﬁ’-ﬁ"-"&F
available for electronic cylinders). ma
6 The “Keypad Code” field will be the Keypad code: [l Extended access time
personal PIN the guest for whom
we are performing the Check In
must use in access doors in which
the lock has a keypad and is
functioning in “Card + PIN” mode.
To open this door, the guest will
insert their card and then key in Copies 1 & Encoded copies:
their PIN code. This option is rarely
used in hotel rooms, except for the
Check In PIN functionality. L

E-mail Address
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7 In the event that there are dual 5 a F = =)
locks on rooms, a new field is dis- ,T: pre Checkein
played: “Guest Carrier”. This field Py —
allows selection of the technology attipts
of the credential (magnetic stripe
or proximity card) for the guest

Number of nights Date Time

whose Check In we are performing.
The option that we have previous-
ly chosen on the Doors menu will

be activated by default. N i —

] g

8 Ifthesite hasintelligent energy sav- -
ers, when a guest's card is encoded,
one relay (activates the first relay of
the energy saver) or two relays (ac-

1 Validto: 27/02/2018 12:00

Valid from:  26/02/2018 20:40

[C] Extended access time

tivates both relays) can be selected. Guest carier Ocad  ® progmity
This is useful when the second relay Enecray Eaver Devices actal @ 1relay @ 2 relavs
(relay 2) of the energy saver is con-

nected to an electrical device that R

can be rented (Air Conditioning, copies I & Encoded copies:0

TV, etc.). Optionally, by selecting

one or two relays the information \
necessary for activating said relays
in the energy saver installed in the ==

room of the guest in question is en-

coded.

9 “Copies” field: allows the number of cards we wish to encode to be inserted. All of the cards
will be exactly the same, with the same characteristics, and the successive copies will be
numbered for the openings record.

10 After all the fields on the form have
been defined, it is time to encode
the card for the new guest. To do
this, the card encoder/encoding
device must be switched on and
connected.
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. a A ([
11 PI‘ESS the "EnCOde" button and Check In PleChe(krin [ cnen Plechc(krin
Rooms Suite 303 Rooms Suite 303
place the card on the encoder, ||,.... —
which will encode it.
The software will indicate the state || rumerormon: oate Time Humber of s ose Time
. 1 Valid to:  27/02/2018 12:00 1 Valid te:  27/02/2018 12:00
Of the enCOdIng process by means Valid from: 26022018 [ 2040 Valid from: 26/02/2018 20:40
of messages. Commonsccess [V T Commonaccess [T
s
v g ] g
¥ Floaro  Floor0
[ Extended access time [ Extended access time
12 If we have requested 2 or more | ...

copies, the programme will then || cus e oo smor © 1 o 210 e e far i
indicate that the second card
should be placed on the encoder,
and then the third, and so on

consecutively until all the cards I P'“'"m'”‘"
are encoded.

E-mail Address E-mail Address

Copies 1 & Encoded copies: 0 Copies 1 & Encoded copies: 0

When the guest leaves the hotel on the day of the Check Out, their card will expire in accordance
with the date/time encoded during Check In.

If for any reason the guest leaves the hotel earlier than expected and takes the card, it will
automatically be cancelled when it expires or when a new guest inserts their card into the lock of
the same room. That is to say, a guest's card automatically cancels the card of the previous guests
if it has not already expired.

If there is no new guest in the hotel to whom the same room is allocated, and we need to cancel
the card of a guest who has already left the hotel with an unexpired key, there is a special card
called “Guest Cancel Card” (for more information, see “Guest Cancel Card” on page 198).
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K.3  COPY GUEST

When the Check In of a new guest is carried out, it is possible to make as many copies as we wish
of this guest card. The card and the copies of it will have all of the same characteristics and
functions enabled. It may be that we do not want the same functions to be enabled (safe grant,
additional access to pool, etc.) in all the copies, or that the guest requests additional copies for
their room after Check In.

Tesa Hospitality
H e o o @
The system allows copies to be made = & [ 7 ¥ m«
of a previously-encoded guest card I 24h W)
using the “Copy Guest” option on the Checkin Copy Guest
Reception Menu. b
zD —
\[/ E
Special Credential Mngnt
Keyl/Cards
[ ]
. E
a
[ ]
User Activity (Programmer (PP
L
B ASSA ABLO\
On the screen displayed, select the ot Dussh - E
room number for which you wish to [[ome ]
Rooms
make the copy of the card. It must be ,
a room for which the Check In has al- L of e S
ready been performed, that is to say, it i " U samien
. . um ! 1 Room
must be a room that is occupied. Tl |1 T foeeni
i e D Room
R e
4 Floor 2
cig Room 201
. . H Room 202
To select a room, click on the binocu- °¥ Room 203
. ' i P Room204
lars button and the list of the hotel's L B soonas
rooms will be displayed. The occupied Keypd R
rooms (i.e. those for which there is al- o
ready at least one unexpired guest [RETES
card encoded) are shown in red, and rr—
the available rooms (i.e. without £ Ovesred D Scaked
guests) are shown in black. To make a |
copy of a guest card, select an occu- i A
pied room from the list.
l
If you select a free room and click on (ewon 0 e
“OK”,when you try to encode the card
an error message will be displayed, as " D) reocoors oom roon i

shown in the figure.

7 Ok
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When you select an occupied room
(for example, room no. 202) and click
on “OK”, the previous screen is dis-
played, on which room 202 will be se-
lected and showing the characteristics
with which the original card was en-
coded during Check In.

On this screen, one can see that the
“original” card has certain characteris-
tics. For copy/copies of the card we
can modify the grants, the activation/
expiration date[time, ADA, relays etc.;
indeed any parameter of the card can
be modified. A maximum of 10 copies
can be made.

oo T
G S (e

4 Floort Rooms
: B0 room 101

B0 room 102 |

B0 rRoom 103

R0 room 104

]
" Fil f ZRoom 108 Mumber of nights Date Time
. joor .

i =% Room 201 b Valid to:  27/02/2018 1200

4-  Floor3

i suite01
301-4
- 43018

o B suite 303
¥ suite 305

[N

& Occupied
! Booked
4 Occupied AND Booked

Commaon access

Keypad code:

Valid from:  26/02/2018 20:50

[ safe

7 Swimming paol
[ Garage

W Floor 0

[] Extended access time

e

Copies

1 & Encoded copies:1
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K4 PRE-CHECKIN

The Pre-check In consists of the alloca- = 8 [ 7 M=
tion of rooms to guests who will be 70 | N "“‘
staying at the hotel in the coming Checkin
hours or days without the rooms hav-
ing to be free. That is to say, Check In is AR || e =t o
performed as described in the section EO ' B —
“K.2 Check In” on page 182, filling out L -
all of the fields required by the corre- KeyCards
sponding form, but the date and time
at which the card will be activated is : e S
also defined. .
This option is extremely useful for | R
managing groups that arrive in the
hotel, simply by having the guest for-
ward the Check In details before their o
arrival.
«Jrock
It is possible to carry out Pre-check In
in several rooms simultaneously if
desired, in the event that they all have  fgraics
the same characteristics. The method _ s 0 —— F > ) —
for achieving this is described below: S & :—h - |
1 Make sure the card encoder is Checkin || i
functioning. oo oon: S
2 Select all of the rooms you wish to ER | e -Fmgiﬁ.'f;;;:ig;
assign simultaneously and click @ ' _ &EEiEé
OK. 4. Floor2
Special P Room 201
3 Clickthe “Encode” button. i : EE soon 2
A message is displayed telling you . el | o:su
to place the card on the encoder. : - o
4 Place the card of the first room to . — T
User Activity
be encoded on the encoder.  sunes
A message is displayed indicating e S L
the card was encoded correctly
and then, a dialogue box is dis-
played asking whether you wish to I
perform the pre-check in for the ] rock
next room.
5 If you click on “No”, the encoding ‘
process of the cards will end. Ifyou 25t itormation A =
click on “Yes”, a message will ap-
pear telling you to place the card @ SR U B
on the encoder.
6 Continue in the same way to en-

code the rest of the cards.

Copies 1 % Encoded copies: 0

ek
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K.5 CHECKOUT

P
A room will be “officially” occupied iﬁ i' =3
until the expiration date/time 7
established during Check Inis reached. Copy Guest Rooms [y

Whilst the room is occupied, no other
Check In can be performed for this

. . . N

room. That is to say, the room is not a= L)
available. _ N

Credential Mngnt Wireless

The room will automatically be avail-

able again when the expiration date is
reached, and the Check Out will be car- |§Q'
ried out automatically. If a guest :

leaves the hotel before the estab- il A e
lished expiration date is reached

(whatever the reason), and we need H
to make the room available, the Check _II_E 5

Out will have to be performed manu-

ally to make the room available again. m ABLOY I Xt ()

Name Copies  Grou, Status
To perform the Check O:”t of a I”OOITI]' *_ Booked: (27/02/2018 12:00 - 26,/02/2018 12:00)
manua”y, click on the “Check Out Room 202 0 Floor 2 Occupied until 27/02/2018 12:00
. . Room 205 0 Floor2 Booked: (27/02/2018 12:00 - 27/02/2018 12:00)
icon on the Receptlon Menu and the Suite 301 0 Floor3 Occupied until; 27/02/2015 12:00
"CheCk Outu fOfm Wi” be diSplayEd. Suite 303 0 Floor3 Occupied until: 27,02/2018 12:00
This form displays the list of occupied | —
rooms in the hotel at that time. To i -
carry out the Check Out of one room in
particular, select said room, for
example room 201.
1 1 Name Copies  Grou| Status
ﬁfter 'S’eIeCtIng the room’ CIICk On the Room 201 0 i F\oarg Booked: (27/02/2018 12:00 - 25/02/2018 12:00)
Free” button and the software will || e — O N T P Cr e
Room 205 1] nor 2 Baoked: (27/02/2018 12:00 - 27/02/2018 12:00)
perform the Check Out of the room, Suite 301 ]nfurmaﬁun‘ s Y Fupied until: 27/02/2018 12:00

Suite 303

which will become available again in @ |
. . Room 202 : Free room?
the list of free rooms in the Check In.

Before performing the Check Out, the AT

software will request confirmation.

I E Cnmmnna{c} [ + Stay ] [ @ Free D?I [ JDK ]
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Name Copies Group Status
[Room201 [0 [Floor2  |Booked: {77/02/2018 12:00 - 28,02/2018 12:00)
. . Room 205 0 Floor 2 Booked: [27/02/2018 12:00 - 27/02/2018 12:00)
As can be seen, the room in question Suite 301 o Floor3 Occupied until: 27/02/2015 12:00
disappears from the |iSt of Occupied Suite 303 0 Floor3 Occupied until: 27,02/2018 12:00
rooms on the Check Out list.
I
| N
I
IF==

The Check Out operation can also be
carried out from the Check In form.

[} Tesa Hospitality version 6.06.00 :
[ ] 2 &
For example, the Check In ofanew | = = g [ 7, M ra ]
guest is being prepared and we wish 24h o ”"c"“""“
i Checki y
to allocate 'Fhem a room we knovy is eckin T
free, but which shows up as occupied —
in the system. On the Check In form, R %3222212%
H “« ” L . 1 H 0 Room 103
clickon the “Room” field to see the list EO | - e
of rooms. ) { e
Key/Cards L} e
For example, to allocate them room e
201 which shows up as occupied, but . omall |2
which we know is available, select said . __@j
room (despite being in red, indicating U' — B sune 05
. . . . ser Activi
it is not available), and click on the Era
“OK" button' 4 Occupied AND Baoked
i =
i «|Lock
H « ” eck In |i|
Next, click on “Encode”, and the soft- — e
ware presents a message indicating s Fre Cheacn
. . . . Rooms Room 201
that said room is occupied and asking _
whether you wish to free the room. e
Click on the “Yes” button and the pro-
. . Mumber of nights ate ime
gramme will automatically perform 8 T et | e
the Check Out of the room, and select Valid from:  26/02/2018 21:20

it to carry out the Check In of the guest
in said room. The Check In process
continues as explained in the previous

section. ==

Occupied room: Room 201,
Expiry date: 27/02/2018 12:00:00
Free room?

Copies 1 & Encoded copies:0

( :
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Modify grants
e I ==
" ” H Name Copies  Grou Status

The “Check Out” window enables us Fluor | Occupied until: 27/02/2016 12:00
to perform other operations. One of Raom 205 0 Floor 2 Booked: (27/02/2018 12:00 - 27/02/2013 12:00)

. oo . ' Suite 301 (1] Floar3 Occupied until: 27,/02/2015 12:00
them IS the mOd Iflcatlon Ofthe gUEStS Suite 303 o Floor 3 Occupied until: 27/02/2018 12:00
grants.
To modify the grants, select the room
whose grants you wish to change and
click on the “Grants” button.

E Commonatﬁl [ == stay ] [ @ Free ] [ ' oK ]

Bh Rooms Rack
1 1 Name Copies  Grou,
A window appears with the grants. ST
. . . Room 205 0 Floar 2 . I
Modify the grants as desired and click || sutean 0 Foora ||| Summing oco
on “OK" to Conﬁrm. Suite 303 [} Floor3 mﬁz’g%‘
The grants will be encoded on the
guest's card only in the Read and Write
system and only when the card is
swiped through an updaterin the site.
F Common ac == Stay 2 Free oK
Extend guest stay
renstes N - --=5=
From the “Check Out” window it is || o5 R T S T T P
also possible to extend the stay of || roomas 0 Floor 2 Booked: (27/02/2018 12:00 - 27/02/2018 12:00)
. Suite 301 0 Floor3 Occupied until: 27/02/2018 12:00
gueStS WhO are already occupying a Suite 303 0 Floor3 D((u:ied until: 77/02/2013 12:00
room.
To do so, click on the “Stay” button.
[ Common accl [ - StayRJ [ @ Free ] [ \/OK ]
A window is displayed enabling selec- (g o rou e =]
tion of the new date on which they |[ ... e —
H o JFoors  [Occupied untik 27,02/2018 12:00
WI” Ieave the hOtEI. Room 205 0 Floor 2 Booicd: (27/02/2018 12:00 - 27/02/2018 12:00)
. . “« ” Suite 301 0 Floor3 Occupied until: 27/02/2013 12:00
Select the desired date and click “OK” || sures o ..d‘(;”;i_p
end Guest Stay .
to accept.
The new date[time of Checkout will be vaigte: (10032038 | [ 1200
re-encoded on the guest's card only in s
the Read and Write system and only
when the card is swiped through an
updater in the site
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K.6  SPECIAL KEY/CARDS

&T&ﬁ Hospitality version 6.06.00 : TESA

= TESA F-3 i. B iﬁ_
24h W)
Check-in Copy Guest
=D '
\L/ =
Special ks Credential Mngnt
The TESA Hotel system offers a series KeyiCards
of cards with special functions. This
section explains each of these cards . E
and how to encode and use them. .

User Activity (Programmer (PP

o 'ASSA ABLOY

If you click on “Special Key/Cards” in
the Reception Menu of the TESA Hotel

programme, the “Other Cards/Keys” L sccuretiock Down Cad ]
form iS diSp|ayed. ’ X Cancel High Traffic Cards ] Cancel all cards enco 26/02/2018 -
The fol‘lowmg special cards and keys P
are available:
. P ing Card
* Blocking Card (1 programming cars_|
. . . . @ Fail Safe Card Numberoffail (=) Copiesl (3

e High Traffic Cancelling Card (this ]

option is only displayed if a “High Safes Master Card | Valid to: 26022018+

Traffic” door has been created). Expiry Time 2040 £

&% Safes Lost PIN Card ] Valid to: 26/02/2018 -

e Guest Cancel Card

(i) Initialise Wireless Card ]

* Programming Card
* Fail Safe Card

¢ Safes Master Card
e Safes Lost PIN Card
* Init Wireless Card

Each of these special cards is described below.

TESA
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Blocking Card

The blocking credential allows “blocking” cylinders, locks and/or wall readers. A “blocked” door
will not allow access to anybody, even if they normally have permitted access. The doors in this
blocked state will only allow access to those individuals who normally have permitted access and,
in addition, have the option “Can open blocked doors” enabled. This option is defined for each
user in the “Options” tab of the “Users” menu.

By default, the hotel guests can never open blocked doors.

To “unblock” a blocked lock, repeat the operation of inserting and removing the same blocking
card used to blockit. When alockis unblocked, it returns to its previous state, once again allowing
access to all users who have it according to the locking plan.

The blocking card is extremely useful in a hotel, for example when for some reason or other we
wish to block a guest's access to their room, but do not wish to cancel their card. Or when an area
or guest room is being refurbished and the management considers nobody should access it, etc.

In order to encode the blocking card, proceed as follows:

Special Key/Cards | RS |
1 In the Reception Menu, click on
the “Other Cards/Keys” button. | securellod-Down Card RL
The “Other Cards/Keys" formis dis- [ X Cancel High Traffic Cards ] Cancel all cards enca 26/02/2018
played. Click on the “Blocking
Card" button ’ O Guest Cancel Card ]
’ D] Programming Card ]
’ &% Fail Safe Card ]Numberoffail B copiesl B
[ Safes Master Card ] Valid to: 6/02/2018 ¥
Expiry Time 21:40 5
’ lﬁ Safes Lost PIM Card ] Valid to: 26/02/2018 -
’ (i) Initialise Wireless Card ]
« ok I
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Special Key/Cards | J

2 Awindow isdisplayed for selecting

the technology of the credential Y ———
(Key, Card, Proximity).
Select the technology correspond-

ing to the credential you are going
to record and click “OK” to accept.

Technology
@ Key

) card

() Proximity

[ X CANCEL] [ v OKC‘J
.:

’ (i) Initialise Wireless Card ]

Special Key/Cards |i|1
3 A screen is displayed asking
whether you want a “New” card f eaimcluct Dunnican
(cancels the previous blocking . | ——

card) or a “Copy” (which does not
cancel it).

Choose the desired option and
C"Ck MOK" tO accept. ‘What Key/Card type do you want to encode?

@ Mew

(0 Copy

XK caAnCEL

Special Key/Cards

4 A message is displayed telling you
to place the card on the encoder
to enCOde It' . ancel High Traffic Cards | Cancel all cards enco 26/02/2018

offa(l B3| Copies|l B

26/02/2018
2140 =

26/02/2018

Place the card ...

TESA
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5 Place the card on the encoder.

’ %Secure}Lock-Down Card ]

6 At the end of the process, a mes-

sage is displayed indicating that [ X Cancel High Traffic Cards ] Cancel all cards enco 26/02/2018
the encoding has been completed
Correctly. O Guest Cancel Card ]

D] Programming Card ]

&% Fail Safe Card ]Number offail & Copiesl

Safes Master Card ] valid to: 26/02/2018

Expiry Time 21:40 =

&% Safes Lost PIN Card ] Valid to: 26/02/2018

(i) Initialise Wireless Card ]

Encoding OK

N
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High Traffic Cancelling Card

A High Traffic Door can be opened with any credential which belongs to the system, whose dates
are correct, and which holds the necessary permissions. That is to say, a user with a credential
belonging to the site, but without an expiration date, will always have access to the high traffic
doors and, in principle, there is no way to cancel such a credential. In order to solve this problem,
there exists a “High Traffic Cancelling Card” credential.

For more information on high traffic doors, see “High Traffic Door” on page 103.

The High Traffic Cancelling Card
allows cancelling the credentials
which have been encoded before the
date selected in the field “Cards
encoded before”.

O Guest Cancel Card ]

Select the date desired, connect the 0 Programming Cara |
card encoder, and click on he “High EhFsilSafeCord | Numberotiail 3 Copies!
Traffic Cancelling Card” button.

Safes Master Card ] Valid to: 26/02/2018 -

Expiry Time 21:50 =

’ &% Safes Lost PIN Card ] Valid to: 26/02/2018 -

’ (i) Initialise Wireless Card ]

Special Key/Cards [ = )

’ %Secure}Lock-Down Card ]

I ¥ Cancel High Traffic Cards ] Cancel all cards enco 26/02/2018 -

Select the type of technology of the

card (Magnetic Card or Proximity Hcance"i@mﬂ]

Card) and click “OK” to confirm.

Technology
@ card

@ Proximity

IXCANCEL] [ ,/OKL\\l

(i) Initialise Wireless Card

TESA
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Place the card on the encoder as
indicated in the message.

When the card has been encoded cor-
rectly, a confirmation message is dis-
played.

Once the card has been encoded,
place it in the corresponding High
Traffic Door and, as from that mo-
ment, the credentials encoded before
the date selected will no longer have
access permitted.

Special Key/Cards

cards enco 26/02/2018

]
3]

26/02/2018
21:50

26/02/2018

i) Initialise

Place the card ...

]

’ %Secure}Lock-DownCard ]

’ ¥ Cancel High Traffic Cards ] Cancel all cards enco 26/02/2018 -

O Guest Cancel Card ]

D] Programming Card ]

&% Fail Safe Card ]Numberoffail B copiesl B

] Valid to: 26/02/2018 ~

Expiry Time 21:50 =

Safes Master Card

&% Safes Lost PIN Card ] Valid to: 26/02/2018 -

(i) Initialise Wireless Card ]

Encoding OK h

V102017
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Guest Cancel Card

The guest cancel card serves to cancel guest cards that are active in the locks of the system.

To cancel an active guest card in any room, simply insert the guest cancel card in said lock. The
guest card and copies active at that time will automatically be cancelled.

This card is very useful when a guest leaves the hotel earlier than expected and there is no new
guest in the hotel for said room: when a guest performs the Check In in the hotel, they do so for a
certain number of nights, so the card will not expire until 12 o'clock on the day set as the day of
departure. To put it another way, the card will be active in the system until that date and time.

If for any reason this guest leaves the hotel earlier than expected and does not hand in their card,
said card will continue to be active until a new guest performs the Check In for the same room or
until it expires. Remember that a guest's room card is automatically cancelled for the lock by
inserting a new guest card for the same room into the lock. That is to say, every time the Check In
is carried out for a room, a guest card is encoded for said room and used in the lock.

When this card is inserted into the lock of the room, the lock automatically cancels the card of the pre-
vious guest. If there is no new guest, there is no need to encode a new guest card for the same room,
so the card of the guest who left the hotel earlier than expected will remain active until it expires.

To prevent said guest from accessing the room they rented during the period from when they left
the hotel until expiration of the card, we use the guest cancel card.

1 To encode this card, click on the

“Guest Cancel Card” button. (.8 secure/LocDown Card |

’ ¥ Cancel High Traffic Cards ] Cancel all cards enco 26/02/2018 -

O Guest Cancel Card Cg

D] Programming Card ]

&% Fail Safe Card ]Numberoffail B copiesl B

Safes Master Card ] Valid to: 6/02/2018 ¥

Expiry Time 1:50 =

lﬁ Safes Lost PIM Card ] Valid to: 26/02/2018 -

(i) Initialise Wireless Card ]

Encoding OK
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Special Key/Cards | 2 .|1

2 Awindow isdisplayed for selecting
the technology of the credential [ @ searenoacpown cara |
(Card or Proximity).

Select the technology correspond-
ing to the credential you are going
to record and click“OK” to accept.

’ ¥ Cancel High Traffic Cards ] Cancel all cards enco 26/02/2018 -

Technology
) Card

@ Proximity

IXCANCEL] [ ' oK

(i) Initialise Wireless Card

Encoding OK ‘ I
& oK
Special Key/Cards | 2 |

3 Ascreenis displayed asking wheth-
er you want a “New” card (cancels L PR
the previous card) or a “Copy”
(which does not cancel it).

Choose the desired option and click “Guests cancel Key!Card---

“OK” to accept.

A Cancel High Traffic Cards | Cancel all cards enco 26,/02/2018

‘What Key/Card type do you want to encode?

@ Mew

(0 Copy

XK cAnCEL ' oK

Encoding OK ‘ I

4 A message is displayed telling you
to place the card on the encoder [ @ searenoacpown cara |
to encode it.

’ ¥ Cancel High Traffic Cards ] Cancel all cards enco 26/02/2013

O Guest Cancel Card ]

5 Place the card on the encoder. 0 Programming cara |
At the end of the process, a mes- FFailSafeCard  |Numberoffail & Copies 1
sage is displayed indicating that
the encoding has been completed
correctly.

Safes Master Card ] valid to: 26/02/2018

Expiry Time 21:50 =

&% Safes Lost PIN Card ] Valid to: 26/02/2018

(i) Initialise Wireless Card ]

Encoding OK

N
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Programming Card and Fail Safe Card

The programming card and the fail safe cards are special cards designed to help if there is a failure
in the system that prevents operation with the TESA Hotel software and encoding of guest cards.

If for any reason the TESA Hotel programme cannot be run, or the card encoder does not work,
etc., and it is not possible to perform the guest Check In normally, as an emergency measure we
can use the programming card and the fail safe cards to perform the Check In manually.

The functioning is as follows:

In the hotel reception, two programming cards and at least as many fail safe cards as the number
of rooms in the hotel will be reserved. If the system fails, to perform the Check In of a guest to a
room, insert the programming card in the lock of the room and then insert a fail safe card. From
this moment on, the fail safe card will become the guest's card for that room. Operating in this
way, it is only possible to have one card per room if the encoding system has not yet been
recovered.

When this guest leaves the hotel, they must give the card in to reception and the card will be given
to the next guest for said room.

If the guest who leaves the hotel does not hand in the card, the operation will have to be repeated
and a new fail safe card programmed. That is to say, the programming card will be inserted in the
lock, and then a new fail safe card; this card will become the new guest card for this room and the
previous one will be cancelled.

When the system is working again, the Check In will be performed as normal and when the new
guest card (now encoded with the card encoder) is inserted in the lock of the room, the fail safe
card that was operational will be cancelled.

Encoding the Programming Card

In order to encode this card, proceed as follows:

1 Click on the “Programming Card”
bUtton_ ’ & Secure/Lock-Down Card ]

’ ¥ Cancel High Traffic Cards ] Cancel all cards enco 26/02/2018 -

O Guest Cancel Card ]

D] Programming Card ]

&% Fail Safe Card %Numberoffail B copiesl B

Safes Master Card ] Valid to: 6/02/2018 ¥

Expiry Time 1:50 =

lﬁ Safes Lost PIM Card ] Valid to: 26/02/2018 -

(i) Initialise Wireless Card ]

Encoding OK

TESA
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2 Selectthe type of technology of the
card (Magnetic Card or Proximity
Card) and click “OK” to accept.

3 Choose the desired option (New
Card or Copy) and click “OK” to
confirm.

If you select “New” the previous
card encoded will be cancelled,
but if you select “Copy” it will not.

Encoding of a New Card, and of a
couple of Copies afterwards, is
recommended.

4 Place the card on the encoder as
requested in the message.

Special Key/Cards

’ % Secure/Lock-Down Card

Programming Card

Technology
@ card

@ Proximity

’ (i) Initialise Wireless Card ]

X cance ¥4 oK\

Encoding OK ‘ I
& oK
Special Key/Cards | 2 |
@ Sec C
3 Cancel High Traffic C C

all cards enco 26/02/2018

What Key/Card type do you want to encode?

@ Mew

(0 Copy

[x CANCEL] [ " oK ]

i) Initialise

O

Encoding OK

26/02/2018

= Safes Lost FIN Card

26/02/2018
50 B

26/02/2018

i) Initialise

Place the card ...
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5 The encoding takes place and the
corresponding confirmation mes- |mseonspck D Cuty
sage is displayed.

’ ¥ Cancel High Traffic Cards ] Cancel all cards enco 26/02/2018 -

O Guest Cancel Card ]

D] Programming Card ]

&% Fail Safe Card ]Numberoffail B copiesl B

@ Safes Master Card | Valid to: 26/02/2018 ~

Expiry Time 21:50 =

&% Safes Lost PIN Card ] Valid to: 26/02/2018 -

(i) Initialise Wireless Card ]

Encoding OK

N

Encoding the Fail Safe Cards

Before encoding the Fail Safe Cards, the number of Fail Safe Cards that will be required must be
determined. In this way, all of the cards will be encoded consecutively, one after the other.

After determining the number of Fail Safe Cards needed, proceed as follows:

1 Complete the “No. of cards” and
“Copies” fields and click on the [ & serenock-0oun cara |
“Fail Safe Card” button.

If copies are encoded, it is impor-
tant to afterwards keep the cards YR
properly with their pair - the origi-
nal and its copy together.

. py g &% Fail Safe Card NJNumber offai30 & Copies?2 &
If copies are encoded, two cards may '
be given to the guest for their room, Safes Master Gora__ | Validto .
as it is sufficient to programme just g Sl
one Ofthem in the room &% Safes Lost PIN Card ] Valid to: 26/02/2018 -

’ ¥ Cancel High Traffic Cards ] Cancel all cards enco 26/02/2018 -

D] Programming Card ]

(i) Initialise Wireless Card ]

Encoding OK

TESA
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Special Key/Cards | 2 .|1

2 Selectthe type of technology of the
card (Magnetic Card or Proximity
Ca rd) and CIiCk “OK" to accept' ’ ¥ Cancel High Traffic Cards ] Cancel all cards enco 26/02/2018 -

’ %SecureﬁLock-Down Card ]

el e ol

Technology
) Card

@ Proximity

IXCANCEL] [ JOKC‘J

el

Encoding OK ‘ I

Special Key/Cards

3 Place the card on the encoder as
requested in the message.

all cards enco|26/02/2018

of fa(30 &3| Copies|2

26/02/2018
50 B

= Safes Lost FIN Card Valid to 26/02/2018

i) Initialise Wireless Card

Place the card ...

Special Key/Cards

4 After the first card is encoded, re-
move it (as indicated in the mes-

Sage)' p ancel High Traffic Cards | Cancel all cards enco 26/02/2018

5 A new message will be displayed
telling you to place the next card
to be encoded on the encoder.

of fa(30 &3| Copies|2

6 Repeat the process until all the e 26/02/2018

cards are encoded. 2150 =
26/02/2018
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il

’ %Secure}Lock-Down Card ]

7 When all the cards are encoded,
the “Encoding OK” message is

dlsplayed' ’ X Cancel High Traffic Cards ] Cancel all cards enco 26/02/2018

O Guest Cancel Card ]

D] Programming Card ]

&% Fail Safe Card ]Number offai3 & Copies 2

Safes Master Card ] valid to: 26/02/2018

Expiry Time 2210 =

&% Safes Lost PIN Card ] Valid to: 26/02/2018

(i) Initialise Wireless Card ]

Encoding OK l}

TESA
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“Safes Master” Card

When a guest who has had access to the safe in their room leaves the hotel, they should leave the
safe open so that the next guest can use it.

If they leave it closed, the new guest will not be able to use the safe and will call reception for
emergency opening of the safe in question to be performed.

For this purpose, we have the Safes Master card. This is a card that opens ALL the safes in the hotel.
Because it can open all the safes in the hotel, this is a high-security card and therefore few
operators should have the possibility of encoding it and keeping it in a safe place.

Moreover, since it is such a “high risk” card, when it is encoded, there is the possibility of selecting
a very short expiration period, so that it practically serves for one day only. Thus, every time it is
needed we will have to encode it again, and this is something only authorised operators will be
able to do.

To encode the safes master card, we

. . . E % Secure/Lock-Down Card i
must first select the expiration day
and time. By default, the same day on ’ ¥ Cancel High Traffic Cards ] Cancel all cards enco 26/02/2018 -
which the card is recorded and ten

minutes' time will be assigned. @ susstcancer cara_|

D] Programming Card ]

To select the day, click on the arrow in Sraste s Jnumberottod & copies? 3
the “Expiration Date” field and select ® sates stercora_| Vil 022018+
the day. Expiry Time 310 = %

&% Safes Lost PIN Card ] Valid to: 26/02/2018 -

Select the “Expiration Time” field in @) Initialise Wireless Card |
the same way and set the time.

Encoding OK

After selecting the day and time, click T e
“" ” ecure/Lock-Lown Car E
on the “Safes Master Card” button and L seuetoce Donncag |

the Card W|" be enCOded- ’ X Cancel High Traffic Cards ] Cancel all cards enco 26/02/2018

O Guest Cancel Card ]

D] Programming Card ]

&% Fail Safe Card ]Numberoffai3 & copies?2 B

@) Safes Master Card L\\Q Valid to: 26/02/2018 ¥

Expiry Time 310 =

&% Safes Lost PIN Card ] Valid to: 26/02/2018 -

(i) Initialise Wireless Card ]

Encoding OK
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Special Key/Cards | 2 .|1

Select the type of technology of the
card (Magnetic Card or Proximity
Cal’d) and CIiCk “OK" to accept. ’ X Cancel High Traffic Cards ] Cancel all cards enco 26/02/2018 ~

’ %Secure}Lock-DownCard ]

Technology
© card

@ Proximity

IXCANCEL] [ " oK ]

[ ) Initialise Wireless Card ] I

Encoding OK ‘

& oK

Place the card on the encoder for
encoding ’ % Secure/Lock-Down Card ]
After the encoding the Corl‘espond- ’ ¥ Cancel High Traffic Cards ] Cancel all cards enco 26/02/2013
ing confirmation message is dis- @ custcncacara_|
played.
D] Programming Card ]
&% Fail Safe Card ]Number offai3 & Copies 2
Safes Master Card ] valid to: 26/02/2018
Expiry Time 310 =
&% Safes Lost PIN Card ] Valid to: 26/02/2018
(i) Initialise Wireless Card ]
Encoding OK V‘I\
TESA
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“Safes Lost PIN” Card

Another different situation in relation to safes is when a guest forgets the code they had chosen
on programming the safe.

The functioning of the safes when they are working in “Card + PIN” mode is as follows: when the
guest arrives in the room, to operate the safe they insert their guest card and then enter a 4-digit
code of their choice and press the green key. They enter the code again to confirm the operation
and then press the green key again. If the operation is completed successfully, when they press
the green key for the second time, the safe will close. From this moment on, the guest will simply
have to key in their code and press the green key to open or close the safe. When the guest leaves
the hotel, they will leave the safe open and when the new guest arrives, they will repeat the
operation with a new code of their choice.

With the safe functioning in this mode, only the guest knows the keypad code to open or close
the safe, as it is they who have programmed it.

If for any reason the guest does not remember that code, we will need to perform an emergency
opening of the safe. To carry out the emergency opening in this situation, the TESA Hotel
programme has a special card called the “Safes Lost PIN” card. The guest will call reception
explaining what has happened. Reception will encode a “Safes Lost PIN” card and the receptionist
will go to the room where the guest is. The safe will be opened in emergency mode, with the
combination of the “Safes Lost PIN” card and the guest card: the receptionist will insert the “Safes
Lost PIN” card and the safe will now require the guest card. When the guest inserts their card after
the Safes Lost PIN card, the safe will open.

Thisis therefore a complete security measure both for the guest (as the guest will see that nobody
can open their safe if they are not present) and for the hotel. The “Safes Lost PIN” card is identical
to the “Safes Master” card, a high-security card, so restriction to operators must be stringent, and
the expiration time must be short.

As with the “Safes Master” card, be-

. E % Secure/Lock-Down Card i
fore encoding the card we must select
the eXpiration date Of |t, which by de- ’ ¥ Cancel High Traffic Cards ] Cancel all cards enco 26/02/2018 -
fault will be 24HOOMN on the same
day asitis encoded. @ susstcancer cara_|

D] Programming Card ]
After selecting the expiration date, Sraste s Jnumberottod & copies? 3
click on “Safes Lost PIN”. S V-~ T
Expiry Time 310 =

lﬁ Safes Lost PIM Card 'L:Q Valid to: 26/02/2018 -

(i) Initialise Wireless Card ]

Encoding OK
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Special Key/Cards

’ %SecureﬁLock-Down Card ]

’ ¥ Cancel High Traffic Cards ] Cancel all cards enco 26/02/2018 -

' Safes Lost PIN Card ==

Technology

In the window displayed, select the
type of technology of the card (Mag-
netic Card or Proximity Card) and
click “OK” to accept.

) card

@ Proximity

IXCANCEL] [ /OKDJ

@) Initialid}

Encoding OK
& oK
Special Key/Cards | 2 |
@ Secure/Lock-Down Card
A Cancel High Traffic Cards | Cancel all cards enco 26,/02/2018

@ Guest Cancel Card

Choose the desired option (New Card

or Copy) and click “OK” to confirm. K

The new card or key will cancel any gl | [ What Key/Card type do you want to encode?
. @ New

previous one encoded, but the copy )

E | IS
does not. © ) Copy

IXCANCEL] [ JOKL\‘J

) it

Encoding OK ‘

Special Key/Cards

all cards enco 26/02/2018
Place the card on the card encoder, as
indicated in the message in the window.

offa(3 [9| Copies

26/02/2018
=10 =

= Safes Lost FIN Card Valid to 26/02/2018

i) Initialise Wireless Card

Place the card ...

TESA
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il

’ %Secure}Lock-Down Card ]

When the card has been encoded cor-
rectly, a confirmation message is dis-
played in the WindOW. ’ ¥ Cancel High Traffic Cards ] Cancel all cards enco 26/02/2018

O Guest Cancel Card ]

D] Programming Card ]

&% Fail Safe Card ]Number offai3 & Copies 2

Safes Master Card ] valid to: 26/02/2018

Expiry Time 2310 =

&% Safes Lost PIN Card ] Valid to: 26/02/2018

(i) Initialise Wireless Card ]

Encoding OK
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“Init Wireless” Card

The “Init Wireless” Card is used in V3
wireless systems to automatically link
the doors to the Hub having the
strongest coverage available.

In order to encode the card, connect
the card encoder and click the “Init
Wireless Card” button; a window is
displayed asking you to choose the
technology of the card.

Select the technology applicable to
your card and click “OK”.

]

E %Secure}Lock-DownCard i

’ ¥ Cancel High Traffic Cards ] Cancel all cards enco 26/02/2018 -

O Guest Cancel Card ]

D] Programming Card ]

&% Fail Safe Card ]Numberoffail B copiesl B

Safes Master Card ] Valid to:
Expiry Time

lﬁ Safes Lost PIM Card ] Valid to:

26/02/2018

2210 =

26/02/2018

-

-

(i) Initialise Wireless Card ’\J
|

& oK

Special Key/Cards

’ %Secure}Lock-DownCard ]

’ ¥ Cancel High Traffic Cards ] Cancel all cards enco 26/02/2018 -

Technology
@ card

@ Proximity

(i) Initialis

XK canceL v OI([

& oK
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A message is displayed indicating you
to bring the card close.

cards enco 26/02/2018

fail %

26/02/2018
2210

26/02/2018

i) Initialise

Place the card ...

Place the card on the encoder. After a
brief moment, the card will be encod-
ed, and d Conﬁrmation message W|” ’ X Cancel High Traffic Cards ] Cancel all cards enco 26/02/2018
be displayed.

’ %Secure}Lock-Down Card ]

O Guest Cancel Card ]

D] Programming Card ]

&% Fail Safe Card ]Numberoffail B copiesl B

@ Safes Master Card | Valid to: 26/02/2018 ~

Expiry Time 2210 =

&% Safes Lost PIN Card ] Valid to: 26/02/2018 -

(i) Initialise Wireless Card ]

Encoding OK

Tesa Hospitality version 6.06.00 : TESA Hos

| * @

Once the initialization process has = 8 i. i lﬂ
been carried out, it is advisable to 24h WY
delete the card so as to avoid activat- | Checkin Copy Guest
ing the RF modules accidentally.

z2D '

| Es
In order to delete it, access the “Keys/ . — &
Cards” menu. Kev/Cards redentillinent

: .

a

: =

a

User Activity (Programmer (PP

TESF
e ASSA ABL(

V10[2017 211



TESA Hotel manual

The window “Read Cards/Keys” is dis-
played: click the “Delete Proximity” or
“Delete Card” button, as appropriate.

With the card encoder previously con-
nected, click the corresponding dele-
tion button and place the card on the
encoder.

First, the encoder reads the card, show-
ing the information encoded on it on
the screen.

A message is displayed asking you to
confirm the deletion of the card.

If the information you wish to delete is
correct, click on “Yes” to confirm.

The deletion takes place and a confir-
mation message is displayed.

Read Key/Cards
Name |
Technology & Key © card ) Proximity
I Commaon access
Key Clock A .
[ Safe
[C] Extended access time 7] swimming pool
S . [ Garage
ol S == [ Floor 0
. ) . ] Floor1
Valid from: A i I Floor 2
Issue Date I, R [ Floor3
|1 Key/Card collects access events
|:| Prohibit access on event overflow
|:| Can alter own access settings
Card ID Version xx.xx
Track 2
D User filtered by anti passback
[ [ Read Card ] [ T Read Key ] I i) Read Prm(\m\tyl & 0K

[ BF DEL card ] [ W DEL Key ] I {4 DEL le(imitytg

@ Any information on the Key/Card will be deleted,

Continue?

SSEDPK HW Version 05.0:

Name [RF Initialisation Card]
Technology © Key © Card ® Proximity
I Comman access
[ safe
|| Extended access time % Swimming pool
. Garage
Valid ta: 1303/2018  21:50 & Flooro
i : ; ¥ Floor1
Valid from: 26/02/2018  21:50 W Floor 2
Issue Date 26/02/2018  21:59:52 [/ Floor 3
[ key/Card collects aceess events
D Prohibit access on event overflow
D Can alter own access settings
‘Card ID DCA59301 Mifare 1K
Track 2
|:| User filtered by anti passback
Deleted Key/Card h
[ [ Read Card ] [ T Read Key ] l (=) Read me\m\tyl o oK
[ Moecad |[  #oekey || B4 OELProximity |

V102017
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K.7  READ CARDS/KEYS

One of the tools provided by the system is reading of credentials.

When encoding a credential, there is no visible physical identification on it about the user it
belongs to. Therefore, if an already encoded credential is found, there is no information,
beforehand, on who it belongs to.

In order to learn who the credential
belongs to, it is possible to read it. For
this purpose, the same device em-
ployed to encode it is used, that is to
say, the Portable Programmer for Keys
and the Card Encoder for Cards.

L

Tesa Hospitality version 6.06.00 : TESA Hospi

== s MM 1.7 )
24h W)
Check-in Copy Guest
After connecting the Device to the PC,
click on “Read Keys/Cards”, on the =2 .
TESA Hotel Reception Form. EO a=
Special Credential Mngnt
KeyiCards
. .
a
: 5
a
User Activity (Programmer (PP

Read Key/Cards
(.

Mame

Technology @ Kev © Card © Proximity
The “Read Cards/Keys” window is | rerces R | S E S
H [] Extended access time "] Swimming pool
dlsplayed. Valid to: Y e EEIZ'ZE‘;
Valid from: | Eg:ggg
Issue Date 5 |l "I Floor3
Click on the button corresponding to [ Key/Card collecs access events
the credential you wish to read (Card, DE""":"’“;““”” i
Key or Proximity). Card ID Version o

Track 2

D User filtered by anti passback

[ [ read card ] [ ' Read Key ] [((w)) Read Proxlm\ty] b

[ B DELCard ] [ W DELKey ] [ 14l DEL Proximity ]
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If the system does not manage to com-
municate with the credential, a win-
dow is displayed reporting this, which
allows cancelling or retrying the oper-
ation. The most frequent cause is not
having started the Programmer or
Card Encoder (take into account that
the Programmer turns off automati-
cally after some minutes of inactivity).
It can also be the case that the com-
munication cable does not have a
good connection. Verify both possibil-
ities before clicking “Retry”.

Once communication has been estab-
lished, a screen is displayed, with the
fields to be read shown empty, where
a message appears requesting the
card to be brought closer.

At the top of the window, both the
model and version of the Encoder be-
ing used to read the card are shown.

— — — —
Read Key/Cards = |
. N i S—
Mame
Techneology © Key & card @ Proximity
Commaon access
Key Clock A B
! [7] safe I
[] Extended access time Eswwmmmg pool ‘
Garage
|| Valid to: _E e [l Flooro
. . [l Floor 1
Valid from: _t o E Floor 2
Issue Date . N "I Floor 3 Il
\ D Key/Card collects access events
I:l Prohibit access on event overflow
Information A g
I:‘ Can alter own access settings
M| cara W
Mo response from Encoder, |
I Track 2 Check connection and retry.
I |:|U5er filtered by anti passback
L |
Connecting to the encoder ...
[ Read card ™ Read Key () Read Prox ' OK
i DEL Card 7 DELKey %) DEL P

SQEDPﬁW Wersion 05.02 E

Mame |
Technology O Key  card @ Proximity
(| Common access
Key Clock A .
[ safe
[] Extended access time E Swimming pool
Garage
Valid to: L — "I Floor 0
i . . [ Floor 1
Valid from: L . [ Floor 2
Issue Date A i O Fioor 3

[ Key/Card collects access events

D Prohibit access on event overflow
I:| Can alter own access settings
Card ID

Track 2

D User filtered by anti passback

Place the card ...

[
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SSOEDPK HW Version 05.02 E

e  —

After bringing the card closer, the Name Fail safe Key/Card

information related to the User is e I e .

displayed on the screen, in additionto | B caen s

. Safe

the message “Reading OK”. [F] Extended access time 7 Swimming pool
Valid to: 16/05/2017  14:00 e
Valid from: 01052017 14:00 }' :::22;‘;

. . Issue Date rr i V! Floor3

If the expiration date has been exceed- B

ed, the “Ca rdlKey eXpired" message is [~ Pronibit access on event overflow

d|S Ia ed [ Can alter own access settings

p y : Card ID SCLES001 Mifare 1K

Track 2

If you want another card to be read, [ User fitered by anti passback

you only need to bring it closer to the
Encoder and click the “Read Proximity”

button Expired Key/Card %
[ (1 Rread card ] [ M Read Key ] [ ) Read Pruxim\ty] « OK
[ B DEL Card ] [ W DELKey ] [ lidl DEL Proximity ]

The software also indicates, by means  [ssmrrniw veraon 0502 =
of messages, possible incidents with

« MName Head Receptionist
the cards, such as, for example, “Old
woe Technolo 2 Ke ) Car ® Proximi
Card”, in the event of another one hav- | " - = ——
ing been subsequently encoded forthe | safe
DExtanded access time Swimming pool
same user. Valid to: 13/03/2018  22:10 e
. Floorl
. . . Valid fram: 26,/02/2018 2210 Floor 2
For the EIe:ctronlc Key and Proximity I~ v Foor 3
technologles, prOVIded that the fu nC' DKey.fCard collects access events
tion “Card OpeningS record" iS en- [T Prohibit access on event overflow

D Can alter own access settings

abled in the credential (see “Settings”
in the “Users” menu), after reading
the basic data of the credential, the
eventsrecorded in it are subsequently
collected (see “Openings read from
Credentials by means of the Portable
Programmer or Encoder (in the Read
and Write system)” on page 218). (D aascoa [ % Resorey ][ reoopronmey) o o
[ B DEL card ] [ W DELKey ] [ li4) DEL Proximity ]

Card ID BCBA9101 Mifare 1K

Track 2

D User filtered by anti passback

Old Key/Card I

This screen also allows deleting the information stored in the credential. This is carried out by
means of the “Delete Key/Card/Proximity” button, depending on the technology. After deleting
the credential, it remains empty, but it does not return to its Factory Settings.
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The TESA Hotel system allows managing an “Opening Register” or, more precisely, an “Event
Register”. In their memory, the Door Devices store the Openings which have been carried out, as
well as any other event taking place, such as, for example, the communications with the Portable
Programmer, attempted openings by unauthorised Users, etc.

The TESA Hotel system allows checking all these events by means of the Opening Register. In
order to be able to check these events by means of TESA Hotel, it is necessary in the first place to
read them from the memory of the Door Devices or Credentials.

In order to read this information and make it available to the TESA Hotel software, there are
several methods:

e Openings read from Doors by means of the Portable Programmer (valid for any technology).

e Openings read from Credentials by means of the Portable Programmer (valid for Electronic
Keys) or Proximity Encoder (valid for Proximity Cards).

e Automatic Opening Register by means of the Updater (valid for Proximity and Electronic Keys
in the Read and Write system).

e Automatic Register by means of Hubs and RF Door Devices (wireless system).

These methods are described below.

Openings read from Doors by means of the Portable Programmer

This is the traditional system for the collection of data and it is valid for any of the technologies
available.

The method involves approaching each of the doors intended to be checked with the Portable
Programmer and collecting the record stored within it. For this purpose:

1 Connect the Programmer to the door with the corresponding cable.

Turn on the Programmer.

Access the F4 menu (Openings).

Access the “Collect Openings” sub menu.

Click “OK”.

15 For more information, refer to the instructions for the Portable Programmer.

a b WD

After loading all the records into the Portable Programmer, there are two options:

e Viewing the event in the Portable Programmer (in the F4 “Openings” menu, “See Openings”
sub menu).

e Transmitting the records to the PC and viewing them in the TESA Hotel software

The first option is more appropriate when you wish to quickly view a specific event related to a
given door.

For any other case, the second option is, in principle, more convenient.

216
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The second option is carried out as follows:

1 Connect the Portable Programmer
to the PCwith the corresponding se-
rial cable (this can be USB or RS-232,
depending on the model).

. e o [ )
SR L/, B &1
2 Access the “Openings” menu in the 24h WY
TESO Hotel Reception Menu. | Checkin At
=D '
T G
Special Credential Mngnt
Key/Cards
: .
a
. E
a

User Activity (Programmer (PP

B 'ASSA ABLOY

[} User activity reports

3 The following screen is displayed:

@) All doors
©) Selection @, Filte ‘ @ import PP event log

Make sure the Programmer is on (it 2 Oere
turns off automatically after some || v m——— S —

minutes of inactivity) and, on the
TESA Hotel screen, click the “Col-
lect Openings from PP” button.

149 Events Active Warnings [0) [T] Atwrays show last event 2 Print w* OK
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4 When the button is clicked, the PC [ e ==
collects the opening register con- | som | 2250 o e

tained in the Portable Program- | om  mme o = cory operston
.. . _|2si02r2018 19:25:50  comridr3 System 0 Daor data updated by PP or PC -
mer and Sorts |t n Chr0n0|0g|ca| | |26/02/2018  |19:26:14 | Comidor3 RF Initialisation Card 0 NewKey/Card encoded
A . [|esi02r2018  19:26:14  comidor3 RF Initialisation Card 0 RFmodule linked El
Order as can be seenin the f|gu re. 26/02/2018 |19:48:54  Corridor 3 TESA 0 Realtime clock updated by PPorPC |
’ 026022015 19438 [cleanings ___rese |0 [Doorinitlised

All the events recorded in the
doors are displayed. In addition,
next to the “Collect Openings from
PP” button, a message is displayed
which indicates how many events
have been collected in total.

149 Events Active Warnings (0} [] Always show last event «* OK

Openings read from Credentials by means of the Portable Programmer or Encoder
(in the Read and Write system)

This option is possible for sites having Electronic Keys and Cylinders, as well as Proximity
Credentials and Locks. This option cannot be implemented for sites having Magnetic Stripe
Technology due to its nature.

This event collection system is based on the possibility of recording these data not only at the
doors, but also in the credentials of each user. This allows finding out the movements of a given
credential, without needing to go around the entire site collecting the openings from each door.

The process involves taking the credential of the user and reading it from the “Cards” menu, as has
been explained in section “K.7 Read cards/keys” on page 213. In addition to finding the form of the
credential, the system collects, records and deletes from it all the events stored.

Analysis of the openings collected

The following information is obtained [ ———
from each event:
S (S )| )

e Date: date when the event took

Date Time Door User Copy Operation
place. > 103840 [leaning3 —— [Manager 10 Jaccess Gramy]

27/02/2018 |10:49:58 |Cleaning 3 Head Receptionist 0 Access Denied

27/02/2018 10:50:02  Cleaning 3 Manager 1] Access Grante:

e Time: time when the event took
place_ 163 Events [T] Atways show last event

¢ Door: name of the door where the
event took place.

e User: name of the user who
prompted the event at the door.

e Copy: number of the user's copy of
the card in the event the card is a
copy. If“0”is displayed, this means
itis an original card.

e Operation: the event itself, that is to say, what happened. For example: “Initialization of door”.

All the events are sorted in chronological order.

TESA
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Some events will not make reference to any user, that is to say, the User field will be empty. This
is due to the fact that the event is related to an operation of the lock itself, such as initialization,
time setting, etc.

The information presented on this screen can be managed by means of the “Filter” and “Print”
tools, which are included on it:

e The “Filter” allows filtering the information, so that only some of the data are shown. For
example, itis possible to view only the events related to one user in particular.

e The “Print” button allows the information to be captured either on paper or in an ASClI file,
which can be imported from another database in use at the site. It is also possible to produce
an Excel table, which allows for subsequent processing, if so desired.

Filter

In the field “Filter”, the option “All” is selected by default, which means that all the events
collected and sorted in chronological order are displayed on the screen.

By selecting the option “Selection”,
the “Filter” button is enabled.

() All doors

Date Time Door User
27/02/2018  10:38:40  Cleaning 3 Manager

1049:58_|Cleaning3 | Head Receptionist

27/02/2018  10:50:02  Cleaning 3 Manager

168 Events Active Warnings 0] |:| Always

By clicking the “Filter” button, a

like th h below i Date Time
screen like the one shown below Is From  25/04/2017 From  00:00:00
displayed:

Ta 27022018 Ta 23:59:59
I . Filter

It offers the possibility to set filters by @ Nane ©) By Users
Date and Time, Doors, Users and (") By Doors (") By event
Operations.

DWarnings
Itis also possible to select the options

u : n o . . ” [[] Denied access
Only Warnings” or “Only Rejections”.

& | X cancer| [ o/ ok |
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* Filter by Date and Time:

In order to set filters by Date and
Time, it is necessary to enter the

dates and times in the fields [ Date mE

“From” and “To”, and select the op- From  25/04/2017 From  00:00:00
tion “None” in the field “Filter”. To 27/02/2018 To 33:59:50
Then, you have to click “OK” and — N

the result is displayed. @ None ® By Users

) By Doors () By event type

DWarnings
|:|Denied ACCESS

| X canceL| | o ok |

* Filter by Doors:

In the field “Filter”, the option “By
Doors” is selected and the follow-
ing screen is displayed:

This screen allows selecting the
doors whose events you want to see.

Specific doors:

(| 38 not selected 1 selected
The doors can be selected individ- || [giEevator
ually or by “Groups”. - =
They can also be selected by || iHen

“Technology Type” or “Door Type”. E:Z:m 1015afe

Itis also possible to conduct search- ~ ff| ElReom 02
fgiRoom 102-5afe

es by means of the button. B Room 103

. . fgiRoom 103-5afe
After selecting the doors desired, [ §zoom 104

click “OK” and the previous screen
will be displayed. Click “OK” again
and the events from the doors
selected will be displayed.

Group
Product Type
Door Type

Model 1

Model 2

[x CANCEL] [ oK [\l

TESA
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Filter by Users:

In order to set filters by Users,
select the option “By User” in the
field “Filter”. The following screen
will be displayed:

In this screen, it is possible to se-
lect, individually or by groups,
those users whose events you
want to see.

Itis also possible to conduct search-
es by means of the button.

After selecting the users desired,
click “OK” and the previous screen
will be displayed. Click “OK” again,
and the events from the users
selected will be displayed.

Filter by Operations:

In order to set filters according to
the operations carried out, select
the option “By Operations” and
the following screen will be dis-
played:

This screen allows selecting, from
among the different types of possi-
ble operations, the ones whose
events you want to see.

After selecting the operations de-
sired, click “OK” and the previous
screen will be displayed. Click “OK”
again and the events correspond-
ing to the operations selected will
be displayed.

“Only Warnings” filter:

Itis possible to apply an additional
filtering, so that only the warnings
are shown. For this purpose, select
the option “Only Warnings” and
then click “OK".

11 not selected
{4 Cleaning 1

(] Cleaning 1

@ Cleaning 2

(1 Cleaning 2
li=iHead Receptionist
(] Maintenance 1
fixi Maintenance 2
(] Maintenance 2
@< Manager

[ Manager

1 selected
1| Head Receptionist

Group
Technology

100 not booked

Start "Escape-Return” mode

Test

Timed Unlock

Unknown Reset

User Key/Card updated

User plan updated

WARNING: Duress entry

WARNING: incorrect anti-passback in’

NARNIMG: Tamper .

Watchdog Reset [

Select events filter

A

v
DM

1 booked
NARMING: Intrusion

[xCANCEL] [ oK

ate
From 25/0472017

To 27/02/2018

From 00:00:00

To 23:59:59

Filter

@ Mone

) By Doors
Warnings
DDenied BCCR5S

(7)) By Users
() By event type

[ X CANCEL] [ o oK
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e “Only Rejections” filter

You also have the possibility of fil-

. . . . I Select events filter
tering to view only the rejections. :
Select the option “Only Rejec- Date Time
tions” and, then click “OK”. From  25/04/2017 From  00:00:00

To 27/02/2018 To 23:53:59

Filter
@ Mone () By Users
() By Doors () By event type

DWamings

Denied access I,\\y

[ X CANCEL] [ W OK

Print

User activi o=
|
It is possible to print the opening i
. . . P Date Time Door User Copy  Operation
register by clicking the “Print” button ||| e wis conm:  [sueeissonion > |accsesbemisc Kercod mives | »
N 27/02/2018 | 10:38:34  |Cleaning 3 Guest Roam 201 o Access Denied. Key/Card expired
Iocated at the bOttOm rlght_ 270212015 10:38:36 | Cleaning 3 Guest #Habitacion 10151 0 |Access Denied. Key/Card expired
27/02/2018  10:38:40 | Cleaning 3 Manager o Access Granted
27/02/2018 | 10:49:58  |Cleaning 3 Head Receptionist o Access Denied. user inactive
27/02/2018  10:50:02 | Cleaning 3 Manager o Access Granted
27/02/2018  10:50:10  |Cleaning 3 Head Receptionist 0 Access Denied. user inactive -
lCleaning3 ___[Wanager | 0 JaccessGentes _____[{
168 Events [¥] Amways show last event

After clicking the “Print” button, three
possible options are displayed:

Youwant to:

e Output to printer: @ Output to printer L}
allows printing the opening regis- et Export to ASCﬂf_"E
ter on the default printer of the 9 | Evpria 158 |Ewerd i
computer being used.

[xCANCEL] Ok |

TESA
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e Export to ASClI file:
if you select this option and click
“OK”, a window will be displayed
which allows selecting the loca-
tion to which you want to export
the “Openings.txt” text file, which
is created to hold the events.

It is also possible to modify the
name of that file as you wish.

e Export to Excel file:

by selecting this option and, then,
clicking “OK”, a window will be dis-
played which allows selecting the
location to which you want to ex-
port the “Openings.xls” text file,
which is created to hold the
events.

It is also possible to modify the
name of that file as you wish.

Open

The “Open” button, located at the top
left, allows finding and opening regis-
ters which have been previously saved
in order to be able to view them when
so desired. These are the records which
have been saved manually, or auto-
matically during the scheduled purges
(see “Purge auditors periodically” on
page 59).

If you click this button, a window will
be displayed allowing you to find
these old records.

Qrganize v New folder 4 - @ '
. appServer
. backup
| backupManager
. Data
; dbServer
| drivers
File name: | IS -
Save as type: IText file (*.TXT) v]

Qrganize v New folder 4 - @ '
. appServer
. backup
| backupManager
. Data
; dbServer
| drivers
File name: Openings -
Save as type: | Microsoft Excel (*xls) v]

@ All doors

() selection

Date Time Daoor User
_2?_-'02_-'2018 10:33:32 | Cleaning 3 Guest #Habitacion 101#1
. 27/02/2018  |10:38:34 | Cleaning 3 Guest Room 201
_2?_-'02_-'2018 10:353:36 | Cleaning 3 Guest #Habitacion 101#1
_|27/02/2018 |10:38:40 | Cleaning 3 Manager
_2?_-'02_-'2018 10:49:58  |Cleaning 3 Head Receptionist
L 27/02/2018 |10:50:02  Cleaning 3 Manager
L 27/02/2018 |10:50:10 |Cleaning 3 Head Receptionist
[ 270272005 1055014 | Cleaning3 —Manager

168 Events

Active Warnings (0]

|:| Always show |
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Active Alerts

By clicking the “Active Alerts” button, (s
located at the bottom, a new screen

) All doars
7 Seledtion

will be opened, where the alerts

| O]

which are active at that moment are
shown.

No Active Alert is displayed in the
example.

For more information on alerts, see
“Alerts” on page 233. I

0 Events

52 1 O N O Y Y Y

] Always show last event

168 Events Adtive Warnings (0}

Elssuogssnove sesent 7o

Scroll automatically to last event

There is an option, called “Scroll auto- ==
matically to last event”, which is se-

| @ 1mport PP event log

lected by default, that updates the e e
screen every 2 seconds approximate- || Jzems o
ly, adding any new event which has ||z s
been generated. After each refresh, ovDE_i0361E
the cursor is located at the last event ||z o=
recorded. If you want to go through

the events earlier than those shown
on the screen, you need to disable this
check box.

27/02/2008 [10:38:30
27/02/2018  [10:38:32
27022008 [10:38:34
27,02/2018  [10:38:36
27/02/2018  |10:38:40
27022008 [10:49:58
27/02/2018  |10:50:02
27022018 [10:50:10

Door
Cleaning 3
Cleaning 3
Cleaning 3
Cleaning 3
Cleaning 3
Cleaning 3
Cleaning 3
Cleaning 3
Cleaning 3
Cleaning 3
Cleaning 3
Cleaning 3
Cleaning 3
Cleaning 3
Cleaning 3
Cleaning 3

Dzrozms [wso1s cengs ——

User Copy  Operation
Guest #Habitacion 101#1 0 Access Denied. Key/Card expired -
Head Receptionist 0 Access Denied. user inactive
Guest Room 201 0 |Access Denied. Key/Card expired
Manager 0 |Access Granted
Guest #Habitacion 101#1 0 Access Denied. Key/Card expired
Manager 0 |Access Granted
Guest Room 201 0 |Access Denied. Key/Card expired
Guest #Habitacion 101#1 0 Access Denied. Key/Card expired
Guest Room 201 0 |Access Denied. Key/Card expired
Guest #Habitacion 101%1 0 |Access Denied. Key/Card expired
Guest Room 201 0 Access Denied. Key/Card expired
Guest #Habitacion 101#1 0 |Access Denied. Key/Card expired
Manager 0 |Access Granted
Head Receptionist 0 Access Denied. user inactive
Manager 0 |Access Granted

0

Head Receptionist Access Denied, user inacive o

"0 [Access Grantea =

Thisis useful if the registeris very large

168 Events Active Warnings [0}

% [¥] Abways show last event o Ok

because, by selecting this check box,
the most recent events will be auto-
matically shown.

224
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K.9 PORTABLE PROGRAMMER (P.P.)

[ ) e o
= TEsA -3 [1 of B [| W/ _

24h )

Check-in Copy Guest
The TESA Hotel Reception Menu al-
lows communication with the Porta- =3 .
ble Programmer (P.P.). ED $=
To access the communication form, S e
click on the corresponding button. PG

a

=

= k

User Activity (Programmer (PP

. _
o ASSA ABLO\
The “PP” screen is displayed: Send Door data to PP: & nitialise doors
. . (@ Modified doors only 7

This screen allows sending of data to STt ;‘::t::::”
the Portable Programmer, and also © Al doors ] Open safes
data reception. T [7] Update firmware

Read door events
\ﬂew events
Read keys

Data Expiration time: 06/03/2018 = 23:50 =

Using the Portable Programmer, the
doors are initialized and are sent the
locking plan and its modifications.

Password to apen doors:

[ Send PP data to file

Itis also possible to read the event log | @ senapstatore ] [ @ wiite PcToLoc File
of the doors. I @ mport data from PP l [ @ read PCToLock” File
For more information, see “I.2 b

Transmitting and receiving data by el

means of the portable programmer” on

page 142.
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K.10 AUDITOR

The Auditor is a tool responsible for recording, in the form of a database, absolutely all the actions
which the different Operators perform in the TESA Hotel management software, which allows
filtering and viewing as desired.

To access the Auditor, click on | S = & L/, | %‘R v B
“Auditor” in the TESA Hotel Reception
Menu.

Check-in Copy Guest Rooms

=D ' o~~~
=T

a —

Special Credential Mngnt Wireless
Keyl/Cards
[l [r—
. = Q
[ ]
. R
User Activity (Programmer (PP System Log

e 'ASSA ABLOY'

The following screen is displayed: Y ——
© seledion &
Date Time PC Opera... Task Relates to
19/04/2017 | 1936:22  RROTSDBAIBITESA | Add door Habitacion 101 -
. . _|1e/4/2017  19:49:54  RROTS-DB4IBITESA  add door Habitacion 101-5af
On th'S screen, a” the Operatlons car- _|1e/4/2017  19:49:55  RROTS-DBAIBITESA  Madify door aceess level Habitacion 101.-5af
. . . . _|1em4/2017 200717  RROTS-DB41BITESA  Add door Habitacion 102
r|ed outin TESA Hotel are d |Sp|ayed n |1om4/2017 200717  RROTS-DB41BITESA  Add door Habitacion 102-53
. _|1em4/2017 200717  RROTS-DB41BITESA  Add door Habitacion 103
Ch rono|0g|ca| Order_ _|19m4/2007 200717  RROTS.DBAIBITESA  Ada door Habitacion 103-5af
19/04/2017  2007:17  RROTSDBAIBITESA  Add door Habitacion 104
_|1em4/2017 200717  RROTS-DB4IBITESA  Add door Habitacion 104-5af
_|1em4/2017 200718 RROTS-DB41BITESA  Add door Habitacion 105 ]
_|1em4/2017 200718 RROTS-DB41BITESA  Add door Habitacion 105-5af
. . . . _|1em4/2017 201224 mROTs-DBalBITESA  LOCK TESA HOSPITALITY
The fO”OWlng |nf0rmat|0n IS ShOWn: |o0ms/2017 135243  RROTS.DB4IBITESA  UNLOCK TESA HOSPITALTY - Server: localhost [
_|20m42007  17:27:47  RROTS-DBAIBITESA Moty door Habitacion 201
. _|20m42007  17:27:47  RROTS-DBAIBITESA  Madify door name Habitacion 101 - Habitacion 201
L] Date: date When the Operatlon |20/4/2017 173117  RROTS-DBAIBITESA  Delete door Habitacion 201-53f
. _|2004/2017 173117  RROTS-DBa1BITESA  Delete door Habitacion 201
was carried out. DT
e Time: time when the operation | ez I s show st event o

was carried out.

e PC: computer where the opera-
tion was carried out. This informa-
tion is very useful when the site is
on a network.

e Operator: name of the operator
who carried out the operation.

» Task: operation carried out.

* Referred to: what was actually af-
fected by the operation carried out.

Just as with the Opening Register, filters can be applied to the information in the Auditor file.

TESA
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By selecting the option “Selection”, ©) Al doors

the “Filter” button is enabled in the @ Selection
field “Filter”.

When clicking the “Filter” button, the e ._
following screen is displayed:

This screen allows applying filters: MM e from | b0EH
e by Date and Time, To 27/02/2013 To 73:59:59
e by Operator, Filter
@ Mone () Per Tasks ) With Granted
¢ byTaSkS’ () Per Operator () By Doars L\\S
e by Doors,
e by Safes. & Fiternow | [ ) cancer] £ o OK |

The way to proceed is similar to that
for the Openings menu, explained in
“Analysis of the openings collected” on
page 218.

V10[2017 227



TESA Hotel manual

K.11

LOGIN AND LOGOUT

Clicking “Logout”, on the main screen,
finishes the session in progress, but
without closing the programme.

All the options from the main screen
are disabled and, as a result, it is not
possible to access any menu, al-
though the screen remains open.

In addition, the “Logout” button turns
into “Login”.

If you want to use the software again,
it is necessary to start a new session,
by clicking “Login”.

Then, a window is displayed request-
ing an “Operator Name” and “Pass-
word”.

By entering the Operator Name and
its corresponding Password, the cor-
responding session will be started,
with the access levels corresponding
to the Operator whose name and
password have been entered.

Only the buttons whose options are
accessible to the operator identified
will be enabled, according to their
access levels.

«Jrock |

cial
KeyICards

User Activity

]

Copy Guest

53

Credential Mngnt

(Programmer (PP

"ASSA ABLOY'

ExiT ()

= TESA F-3

«Juncock &k

"ASSA ABLOY'

exit (O

228
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K.12 LOGOUT

. . = .7 ) .7 v
In order to exit the programme, click SR Dﬂ 10
the “Exit” button, which closes the - S
main window. 25

He
1
H )))

This is the way to leave the pro-
gramme.

«Juncock m ABmY I Loexr ()

K.13 CUSTOMIZATION OF MAIN MENU

The main menu can be customized [
with the logo or name of the hotelor | == & s o A ri"

[ W/
chain, with the contact of your official 2anl] ol —IE’ InHOVE
TESA technical service, etc. - i =
The customi.sable card is displayed in "—iﬁ\ Y =
the upper right-hand corner of the ek R— —
Main Menu. v
The customisable card is a graphic file = =Q
in JPG format in which the desired — e —
information, logo or graphic file can
be displayed. The file can be created ’
with any graphics editor. It only has to TESH

comply with a series of requisites: . ' ASSA ABLOY s

e Name of file: logo.jpg

e Recommended size: 567 x 163 pixels

e Recommended resolution: 72 ppi

After creating the file, you simply have to copy it directly into the TESA Hotel software setup
directory (b default, C:\Tesa hotel). When the application is opened (TESAHotel.exe) the card is
automatically displayed in the upper right-hand corner of the main menu.

The graphic file has to be copied onto all the PCs where the application is installed, regardless of
whether it has been installed as a server or as a guest, in the same location.
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K.14 SITE MANAGEMENT THROUGH THE WEB

Itis also possible to manage the site by means of the Web application, without accessing the TESA
Hotel software. For this purpose, it is necessary to have the GlassFish service installed and running.

The Web application is accessed through the following URL address:

https://host:8181/TesaHotelPlatform

host can be the IP address or name of the server PC

Smartair Web Platform 6.06.00 - ¥

The application is accessed through [ KF€I = & httescorlos peiict Tearioebition & | k3] 4 | & | 17 2ing

an operator (User and Password) |[ x @comet + Pselect
deﬁned in the TESA application. 77 Favorites | 9 @) Suggested Sites * @] Web Slice Gallery =
For more information on the User and ||| @ smarsir Web Pltferm 606,00 L] B-B-c4
Password, see “E.1 Operator Name and
4 ==
Password” on page 57. Language: [N
ASSA ABLOY
User:
Password: [})
Cancel Ok
Done 0 Internet | Protected Mode: On
Operator: TESA [Logout] :

By means of this application, it is pos-
sible to access the system menus, sim-
ilarly to how this is done in the TESA
Hotel application. The following
menus are available:

fiHome &Users @ Doors W locking Plan  @'Widess @ Hours #Openings [Acdit £Active Alerts {01 & Options

e Users

* Doors

e Matrix

e Wireless
* Hours

* Openings
e Auditor

e Active Alerts

e Settings

@ ASSA ABLOY, the global leader in door opening solutions

TESA

ASSA ABLOY
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Users menu

By means of this menu, it is possible to e
see the forms of the system users and, | #ssaasior
in addition, you can: T ————T——————
+ Add User List of system users L i
e Add User o viewuser — L L. . e
e View User & exvonomn ||| 4 | comngs S
- Cleaning 1 CLEANING 03/13/2018
Y Delete User : Cleaning 2 CLEANING
Cleaning 2 CLEANING 03/13/2018
e ExportData e
A Maintenance 2 MAINTENANCE
For more information on these func_ & | Maintenance 2 MAINTENANCE 1C289101 03/14/2018
. M | Head Receptionist MANAGEMENT
tions, see “F.2 “Users” menu (staff 4 heaanassonst | maACBINT Y
cards)” on page 72. A oot o

Doors menu

This menu allows viewing the doors e
defined in the system and, addition, | Assaaswor

you can: fiHome 2Users BDoors @lockingPlan S\Wireless ®Hours # Openings D Audit & Active Alerts (0) /& Options B

Kk ooy @ Live View
o | § B -]
e Add Door  Viewboer = -
—  Delete Door sync Door & Group &
e View Door e A | S
- Garage 1 Floor 0
- Carage 2 Floor o
e Delete Door A
] Swimming pool Floor 0
e Export Data 4| clannat
9 Corridor 1 Floor 1
F H f t th f 4 Reom 101 oo
or more information on these func- e st
H “" “« ” ” q
tions, see “F.3 “Doors” menu” on
9 Room 104 Floor 1
page 82. 4| Roomus
4 Cleaning 2 Floor 2
L] Corridor 2 Floor2 L
] Room 201 i
L Room 202 Floor 2
9 Room 203 Floor 2
q Reom 204 Floor2
4 Room 205 Floor 2

Matrix

By means of the matrix, the users,
doors and hours are related, thus |Assaaswy

f- . h I k' I f#iHome 2 Users &Doors @LlockingPlan 3 Wireless ©Hours # Openings £ Audit A Active Alerts (0) 4 Options
configuring the locking plan. e | 1+ ]| - B R -

——— o Group & User & Group & Door & ncgess '5;‘ o=
B Export Data CLEANING Cleaning 1 Floor 0 Elevator ]
For more information, see “F.5 Matrix” coawc [ enar | et S
CLEANING Cleaning 1 Floor 0 Garage 1 @
on page 114. Lo °
CLEANING Cleaning L Floor 0 Carage 2 ]
CLEANING Cleaning L Floor 0 Garage 2 L]
CLEANING Cleaning 1 Floor 0 Main ]
CLEANING Cleaning 1 Fioor 0 Main e

CLEANING Cleaning 1 Floor 1 Cleaning 1
cLeanvG Cleaning 1 Fioor 1 Corridor 1
CLEANING Cleaning 1 Floor 1 Corridor 1
CLEANING Cleaning 1 Floor 1 Room 101
cLeanvG Cleaning 1 Floor 1 Room 101

"
-

-

-

-

-

-

-

-

- CLEANING
-

-

-

-

-

-

L] CLEANING Cleaning 1 Floor 1 Room 102
P

]
(-]
e
]
]
L]
]
(]

CLEANING Cleanina 1 Floor 1 Room 102
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Wireless Doors

It is possible to interact with the e —_
wireless devices which have been |Assassior ‘
configured, the following operations

being available: o v || iy Y
 Diagnostic: verifies the state of the | . "~ cs S P | e
wireless device of the door. ra | | B i e e

Block.

e Update: updates the wireless de- S
vice of the door.

e SetTime: sets the time in the wire-
less device of the door.

e Openings: shows the events of the
wireless device selected.

e Open: opens the device during the opening time set in the menu of the door.
* Passage: leaves the device open.
e Close: closes a device previously left open.

e Block/Unblock: blocks or unblocks the device, allowing only the authorised users (with the
parameter “Can open blocked doors” enabled) to open the door.

For more information on these functions, see “|.3 Management of wireless devices” on page 178.

Hours
The “Hours” menu allows configuring F————
the different timetables which will be | ssassiov i
used to define the locking plan. ' -
m Timetables
s Timetable: | Cleaning ~ | @Save = + New | — Delete
For more information, see “F.4 “Hours” | scacwe- v
menu” on page 108.
==l
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Openings

The events of the door devices are [g==y p———
shown in this tab, it being possible to | #ssaasior U
apply filters. R e R
©  SetFilers
& Erase Filters
B Export Daa  Operation &
For more information, see “K.8 e P s oo e i o |
Openings” on page 216. PR I p— Seain docunamsary
02/27/2018 | L33:16PM | Suite 305 System Egnr data updated by PP or
02/27/2018 | 1:33:16PM | Suite 305 g;z‘rﬂgée clock updated by
022772018 | 124410 | suresos P Reatcme clock upatea by
02272018 | 329224 | sunezos _sue 205 [——
02/27/2018 | B2ALEE Suite 305 System Dear cats ugdatea by P or
02/27/2018 ;"2"41 56 Suite 305 R;A;\ruprrée clock updated by
o2/2772018 | 129196 [ surezos e Soor daa ptaced by 9 or
02/27/2018 | pEAT4E Suite 305 Realtim clock updared by
02/27/2018 ;"zA 4036 Suite 305 System EEuDr data updated by PP or
022772018 | 159035 | sure s0s Reatcme clockupatea by
oz/z72018 | 32904 | sunezs Systam Oparator Door intiaizzs
Auditor
The Auditor shows all the operations

[ rese |
carrled OUt In the SyStem' as WeII as 2 Users Doors @ Locking Plan 3 Wireless @ Hours # Openings (2 Audit £ Active Alerts (0) /4 Options
who performed them.

@ SetFilters Audit
© Erase Filters Towl evems: 1342 6or27) [P w2l 718|910
® Export Data s Date ¢ T',V'I'E Ll User & = Operation & Referred to &
75553
F inf ti “X.10 ozrzerz0is | 55553 | canosrc System Login Server Icalzation
Oor more intormation, see . 022672018 | 559 | camtos-rc System Operator | ViewAudior

Auditor” on page 226. pe—CER po—

7.49.03 RF Autolink. Door: Cleaning 3 (255.0.85.
02/26/2018 | [:A CARLOS-PC System Add RF module e e

02/26/2018 | TA737 | earcos-pe System Operator Delete RF module | Floor 3 - (TESA HOSPITALITY 6.06.00) (5
0272612018 | [t | carLos-pC System Operator Delete RF module | Floor 3 - (TESA HOSPITALITY 6.06.00) (S
oarze/20i8 | 18947 | canos-rc System Operstor | Vew Auitor
0272612018 | J#416 | carios-pc System Operator | View Auditor
i 729556 , - Automatic [ERROR_COMMUNICATION_LOCK_NO'
I 02/26/2018 | pyy CARLOS-PG sye updating of Cleaning 3

wireless door

Alerts

All the alerts which are active are comrer TEn (g
shown on this screen. ASSA ABLOY
The possible alerts are the fO”OWing. #tHome 2 8 Doors @locking Plan MWireless ©Hours Openings [ Audit & Active Alerts () & Options o

@ Reset Alerts

e Verylow batteries

& Date & Time & Door & Hub & User & Operation <

e RFmodule in Always Awake mode W rscors founc
¢ Real time clock unsettled
¢ Low batteries

¢ Intrusion

e Door left open
¢ Duress opening
* Power on reset
e Watchdog reset

e Reset
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Settings
* E-mail notifications: po—————
. . . ASSA ABLOY H
This allows defining one or more e- B B
mail addresses for receipt of |mzmmm | e-msinotiticstions o

notifications when certain events
take place at given doors.

Save Changes -

For this purpose, first of all, write
the e-mail address where you want
to receive the notifications in the
field “User e-mail” and click Add.
The e-mail address will be dis-
played in the column on the left.

Ifyou wish, you can repeat the pro-
cess to add more e-mail addresses.

Then, in the column on the left,

select the e-mail address, in the central column, select the door or doors you wish to check
and, in the column on the right, select the events desired.

The notifications will be received at the address selected when the events selected take place
at the door selected.

Finally, click the “Save Changes” button.
If you wish, repeat the process with another e-mail address.

NOTE: for this setting to be available, the option “Enable applications for mobiles” in the
“License” tab of the “Setup” menu of the TESA Hotel must be selected (for more information,
see section “License” tab on page 61).

* Language: allows selecting the display language.

e Common PINs: allows defining a maximum of 7 common PINs. For more information, see
“Common PINs” tab on page 67.

TESA
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L - Other Functions
13T 0T LT o 1S AP 237
Special Functions (Setup menu) ......coeeiiiieiiiierenneeennerennenannnss 237
USE PMS INEEITACE .ceeeeereereeeeeeeessteessseesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssanes 238
LOCK'S AUAIL LTI ettt sesss s s ssss s sssssssssssssssssssssssssssssssssans 239
PrOXIMILY SETUP oecuereeeerieerenreciseisesesesenstsssesseasesssesssssssssssassssssssssssssssssssssssssssssssssssess 239
PP asks for password to collect OPeniNgS .......cocereeerecerrsereeneeeeseeessessssssesssesssens 239
DiSADI@ EVENT FEZISTEN ....veeveerecrrerreeessesseesessessssssssesssssssssssasssassssssssssssssesssssssassssssans 241
Manage ESC/RETUIN FEATUIE .....cvueeverreesereseseeseessessssessssssssssssssssssssssssssssssssssssssssssens 242
Intelligent Energy Savers (mMagnetic Or ProXimity) ....c.coreesseesssesssessssseeens 243
[SO TACKS ereveeeeeeeerrereeessstsstssssssssssssssesssasssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssans 244
2= 50 o 246
DOOrS List, USEIS LISt (TYPE 1) wveureereeeereerererreessssssesssssssssssssssssssssssssssssssssssssssssssssssens 246
Timezones List, Door States List, Holidays List (TYP€ 2) ..ceceeeeeereererenrensrererenneens 248
Doors form, Users form, Locking plan of doors
LOCking plan Of USETS (TYPE 3) .veureeereeeeeesseeesssessssessssssssssssssssssssssssssssssssssssnes 249
CheckINPIN ... i e ettt tetetentanreenncnnsnns 251
Configuration of the database ... sessssssseens 251
Use of the Check In PIN functionality from the Reception software ............ 254
Wireless APP ...ttt ie it teetaeententaesnessesnssnsansnnns 258
Configuration of the database ... sesssssssenns 258
Use of the “Wireless APP” functionality from the Reception Menu ............... 259
Use of the “Wireless APP” functionality from the Web Server
(ONlY fOr MASLET CATAS)..ourveereerreereeeree sttt sss s s s s s sassssssasesssnees 264
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L - OTHER FUNCTIONS

L.1 INTRODUCTION

TESA Hotel Software has several functions which are not used frequently, but are of great interest
on occasions.

o« L. . e O * @
Some of them are characteristic of =E s & L/, § tl“ﬂ
certain setups. As a I‘ES}.I|t, they are — 24nl W)
generally configured during start-up. HLEL Copy Guest
. J‘lﬂ Manage Doors
Other functions may be necessary
only on certain occasions, or for given B4, Time Zones Z2 .~
users of the system, and, thus, remain @ I
. . 'J\’_: Access Matrix
available for use at any time. Special Credential Mngnt
Key/Cards
. . = i
This chapter describes what these e
functions mean and how they work. (B, Setup Reports .
a
a

System Setup
{§} % User Activity (Programmer (PP

TESAH

L.2  SPECIAL FUNCTIONS (SETUP MENU)

If TESA is accessed with the Operator [
Name and Password relatEd to Setup | Wireless I Commaon Access I Keypad Codes I Extra Fields | IS0 Tracks I Anti-passback ‘
and maintenance (prOVIded by the I | Gemeral | License | site Details | Operator permissions | Workstation | Network | |

Technical Service of TESA), two more Site code AAAAAAAA
tabs are displayed in the Setup menu: B S P B
“ - » “ . ” @ UptoT75 ) Upto150 @ Mo limit
Llcense and FaCIIIty . Hardware in use Proximity standard
Mecnanica\(y\inder () Prox 15893
Magnetic swipe reader @ MIFARE
Prox/PIN Prox (7 DESFire

These two tabs are normally hidden,

since the functions defined here do ";”ageg”:f:f:[’jmupdt
nOt tend tO be mOdIﬁed once the [¥] User cards read: User activity log
System has been Set up Usercards write: Access level

Manage Wireless doors
DEnabIe automatic polling for wireless doars

Basically, the “License” tab allows Frequency @ 868 MHz 0 915 MHz 0 902 MHz  RF Channel 0
defining the technology which is to be — e e

used in the site. In general, it is only
necessary to configure it once, during
start-up. This tab is described in [l Manage anti-passback
“License” tab on page 61.

D Manage cabinet locks Enable Mabile App and eMail alerts
Automatically update Mobile Apps

@ Test ) Production
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The “Facility” tab allows defining a
series of special functions which will
only be used in certain specific cases. ||

These functions are the following:
e Use PMS interface

e Lock’s Audit trail

* Proximity setup

e PP asks for password to collect
openings

e Disable event register
e Manage Esc/Return feature

* Use enhanced encryption for prox-
imity cards

e Magnetic Intelligent Energy Savers
e Proximity Intelligent Energy Savers

These functions are described below.

Use PMS interface

Wireless Comman Access Keypad Codes I Extra Fields | 150 Tracks I Anti-passba(k‘
Site Details | Operator permissions I Workstation I Metwork ‘
I

be

‘ [T use PMS interface ) Serial TCP upe S5LTLS

Memory config: Users/Events
) 15004500 @ 1000/1000

Proximity setup

(]l MIFARE Setup

Card ID format @ Hex ) Dec

Card ID BYTE order @ MSE ) LSB

D PP requires credentials for event download
D Prohibit event log collection (required by local law in some countries)

| DAIIUW lock delay after exit handle use

| Use enhanced encryption for proximity cards

Enable Basic Magnetic Energy Saving Device @ Mo @ Yes ) Resid ‘

Enable Basic Proximity Energy Saving Device @ Mo @ Yes ) Resid

7o

On the market, there are systems for the management of hotels for different uses. These systems
are called PMS (Property Management Systems).

It may be the case that, in the building
where the TESA Hotel system is in-
tended to be installed, there is a PMS
or there are plans to install one, so
that the end user does not want to
manage the access control system
from the TESA Hotel software, but
rather prefers to manage it from the
PMS management system itself.

TESA Hotel offers the possibility of
integrating the system with any
management system on the market.
For this purpose, a communication
protocol is provided which describes
how to integrate certain actions.

For more information, consult your
distributor or the “PMS Communica-
tions” manual.

| Wireless I Comman Access | Keypad Codes I Extra Fields I IS0 Tracks I Anti-passbackl

General License Site Details ‘ Operator permissions I Waorkstation | Networkl

‘ [T use pMs interface | ® Serial TP UDP SSL/TLS ‘

by
Memaory config: Users/Events
) 1500/500 @ 1000/1000

Proximity setup

[ MIFARE Setup

CardID format @ Hex © Dec

Card ID BYTE order @ MSE ) LSE

D PP requires credentials for event download
|:| Prohibit event log collection [required by local law in some countries)

‘ DAIIUW lock delay after exit handle use

‘ Use enhanced encryption for proximity cards

Enable Basic Magnetic Energy Saving Device @ No ) Yes ) Resid ‘

Enable Basic Proximity Energy Saving Device

238

V102017

TESA

ASSA ABLOY



Other Functions

Lock’s Audit trail

The field “Lock’s Audit trail” allows choosing between two settings: Standard and Extended:
e Standard Lock’s Audit trail: the doors can store a maximum of 1,500 users and 600 events.

e Extended Lock’s Audit trail: the doors are capable of storing a maximum of 1,000 users and
1,000 events. This second Lock's Audit Trail is the most recommended.
Proximity setup

S

1K Card 4K Card

This field allows configuring the cards

Sector 00 MIFARE Application Directory ~ Sector 00 MIFARE Application Directary ~ '

.
(Mifare) to calculate how many events |||, T
and locking plan crosses are stored, as | s i

: s . Sector03: sectoros: 3
well as for multiapplication with other /........ A
systems.
Sector 05: sector 06 N
For more information, consult the | == sector o7
. Sector 03 Sector 08
“Read and Write” system manual. e S
Sector10: Crer & Sector10:
Sector11: UoC Data Sector11:
User Events
S sector 12:
Track 1 Data
Sector13: Track 2 Data Sector13:
T —— .

II

Sector15: Free Sector15: Free <

Access events on 1K card ;

@

Access events on 4K card :

@

Access Level entries on 1K card: 12 Access Level entries on 4K card :

S

User Data sector must be the same in ALL cards

[TJUse custom encryption keys (12 HEX Digits eat

PP asks for password to collect openings

With the Portable Programmer, it is possible to collect the event register stored in the electronic
cylinders, locks and/or wall readers.

After collecting the information, there are two possibilities:
* Viewing the event register in the Portable Programmer.
e Transmitting the information to the PC to view it from the TESA Hotel software.

When the event register of a lock is read, it is not deleted from its memory. For this reason, the
reading of events from the lock by means of the Portable Programmer does not require, in
principle, any additional security measure.

However, it is possible to introduce a security measure for this collection of events from the locks,
which involves using a password. This password matches that used for Emergency Openings with
the Portable Programmer, which is assigned in the “PP” menu of the TESA Hotel Reception Menu.

In order to establish this password requirement, carry out the following steps:
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Wireless Comman Access Keypad Codes I Extra Fields | IS0 Tracks I Anti-pasmackl
Site Details ‘ Operator permissions I Workstation | MNetwork |I

‘ [[Juse PMs interface @ Serial TCP UDP SSLTLS ‘

1 In the “System Setup” menu, “Set-
up” tab, tick the option “PP asks for
password to collect openings”.

Memory config: Users/Events
(01500600 @ 1000/1000

Proximity setup

El] MIFARE Setup CardID format @ Hex O Dec

Card ID BYTE order @ MSB ) LSE

PP requires credentials for event download
|:| Prohibit event log collection [required by \o& law in some countries)

2 C(lick“OK" to accept it.

| DAIIUW lock delay after exit handle use

| Use enhanced encryption for proximity cards

Enable Basic Magnetic Energy Saving Device @ No @ Yes ) Resid ‘

Enable Basic Proximity Energy Saving Device

3 In the “PP” menu of the Reception

Send Door data to PP: Iﬂitianse doors
Menu, “Password to open doors” @ Modified doors only ] Update daars
fleld, type the password. Spedfic doars: ﬁ Door Selection [# Open daors
() All doors Open safes
e [¥] Update firmware
Data Expiration time: 06/03/2018 ~ 23:59 = Read door avents
4 In that “PP” menu, click the “Send . o R
" . assword to open doors: I:l Read keys
Data to PP” button. Before this, il Sena PP data 1o e I
connect the PP to the PC and turn

iton. I @@ sendpatatorp l l @@ write PCToLock File

I @ 1mport data from FP l [ @ Read PCToLock File

o

PCTo Lock

1 WARNING: the password, just like
the other parameters in this
window, is not stored in the
system. It is only used for sending
to the PP, where it actually is
stored. The next time this window
is opened, the default values will
be shown again.

TESA
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Disable event register

In some countries, regulations forbid recording any permitted access, except when it is carried
out by means of a PIN (Personal Identification Number) code. That is to say, except when the
opening of the door is carried out with the combination of card and keypad.

For this reason, the TESA Hotel programme offers the possibility of “Disabling the event register”.

| Wireless I Commaon Access I Keypad Codes I Extra Fields | IS0 Tracks I Anti-passbackl

General I License Site Details ‘ Operator permissions I Workstation | Netwark ||

‘ [[Juse PMs interface @ Serial TP UDP SSLTLS ‘

In order to disable this register, tick
the option “Disable event register”
and then, click “OK” to accept it.

Memory config: Users/Events
() 1500,600 (@) 1000,1000

Proximity setup

[ MIFARE Setup Card ID format @ Hex ) Dec

Card ID BYTE order ® MSB ) LSB

|:| PP requires credentials for event download
D Prohibit event log collection {required by local law in some countries) h

| DAIIOW lock delay after exit handle use

| Use enhanced encryption for proximity cards

Enable Basic Magnetic Energy Saving Device @ No © Yes ) Resid ‘
Enable Basic Proximity Energy Saving Device ‘

When this option is selected, two

things happen:
e The option “View openings” is dis- Send Door data o PP: @ nitalise doors
abled in the Portable Programmer G 7] Update doors

() Spedific doors: ﬂ% Door Selection Open daors
(1 All doors Open safes

Read door events

(this option is selected in the “PP”
menu of the Reception Menu).

Data Expiration time: 08/03/2018 « 23:59 =
View events I})

Password to open doors: [F] rRead keys

¢ Intheeventregister of the TESA Ho-
tel software (“Openings” menu),
the authorised accesses by the us- ! PP l l P —
ers are not recorded.

|| send PP data to file

I . Import data from PP l l . Read "PCToLock” File

o

PCTo Lock
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Manage Esc/Return feature

In some European countries, regulations demand that when a user opens a door from the inside,
it must remain in a state which allows it to be opened from the outside (as well).

The door must remain in this state during the time the user needs to get out of the room, reach
the nearest emergency door and get back into the room.

This function is called “Esc/Return”.

In order to enable this function, tick Wireless | Common Access | Key !ad‘ Codes | Extra Fields IIISDTracKS | Anlti-passuack |
. « _— Site Details issi i
the Optlon Manage ESC/RetUrn fea- General License Operator permissions Workstation Metwork

ture” in the “Facility” tab of the “Setup” ‘D““PMS LEG © serial 1P UDF  © ssums ‘
M fig: U /Event:
menu. O150080 10001000

Proximity setup

CardID format @ Hex ) Dec
ClICk “OK" to accept it. Card ID BYTE order @ MSE ) LSE

|:| PP requires credentials for event download
|:| Prohibit event log collection [required by local law in some countries)

| [¥] Allow lock delay after exit handle use I
|

| Use enhanced encryption for proximity cards

Enable Basic Magnetic Energy Saving Device

Enable Basic Proximity Energy Saving Device

When the function “Esc/Return” is en-

abled, the field “Activate Esc/Return” 3 cooge 2 o s .
is displayed in the “Doors” menu, procuc e
which allows enabling the function S oo .
for that door, as well as the field “In- Cortaor 1 Model 2

definite”, which allows leaving the
door open indefinitely, and the field
“Duration (1...4 min)”, which allows
selecting the time it will remain open.

boorcontratsate [ |3 [ooao

Open Time 4

keypad Code [7] Register internal handle use
[C] Allow REX push butte #cly 2 | Inactive

o [] Privacy mode overrides passage

&mvate “Escape-Return” featur: [ | Indefinite Duration (L4 min}: 1

L]
..
..

L]

Floi

Y

o

»

8
..
..

4

1
o -.
H
w

" Cleaning 3

n E - E
1‘30"“1”3 Door anti-passback : @ None () Entry  (7) Exit

e [ Copy ] Lﬁaatm Ed\t] [ &% Fina ] E Matrix oK

TESA
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Intelligent Energy Savers (magnetic or proximity)

In the event that the setup has intelli-
gent energy savers, in the Magnetic
and/or Proximity Intelligent Energy
Savers option, select whether the
start-up will be in Basic mode or in
Residential mode. The information
necessary to use the energy savers, if
they are present in the setup, will be
encoded in the user cards.

e “Basic” mode generates a system
code for all the energy saversin the
hotel. Its simplicity makes it the
perfect solution for hotels: only
the cards of that particular hotel
will be recognised by the intelli-
gent energy savers.

e The “Residential” option gener-
ates a system code individually for
each energy saver. The solution is
ideal in some cases, for example,
nursing homes, as it prevents resi-
dents from being able to exchange
cards during their stay to activate
the energy savers of rooms other
than their own.

Wireless Common Access Keypad Codes I Extra Fields I IS0 Tracks I Ant\-passback‘
Site Details | Operator permissions I Workstation | Metwork ‘ (|

[[1use PMS interface @ Serial TCP uppP SSLATLS

Memaory config: Users/Events
(7 1500/800 @ 10001000

Proximity setup

(1 MIFARE Setup Card ID format @ Hex O Dec

Card ID BYTE order @ MSE () LSB

|:| PP requires credentials for event download
|:| Prohibit event log collection [required by local law in some countries)

DAIIow lock delay after exit handle use

Use enhanced encryption for proximity cards

Enable Basic Magnetic Energy Saving Device b @ No © Yes 7 Resid

Enable Basic Proximity Energy Saving Device @ No @ Yes *) Resid

For more information, refer to the corresponding instruction manual of the Proximity Intelligent

Energy Saver.
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ISO tracks

If magnetic stripe electronic locks are used, the corresponding magnetic stripe cards have three
tracks on which the information can be encoded, that can subsequently be read by the locks.

RFID proximity cards do not have any
tracks; and have an internal memory

. General License Site Details Operator permissions Waorkstation Metwaork
" ”n I

InStead, but the ISO TraCkS menu | Wireless I Cammaon Access I Keypad Codes I Extra Fields | 150 Tracks | Anti-passback

can also be used for this purpose: ||| Tt options: b

el’lCOdIng addltlonal |nf0rmati0n on Client Information : Staff Information :

the cards so that they are compatible e D Predefined | | (@ o @ Free @ Fired

with other systems, for example with

TPV systems.

The TESA Hotel system uses only the
third of the three tracks a standard || "™ _
magnetic stripe has for the locks, and [~ et infomation:
therefore track 1 and track 2 are left
free, allowing them to be codified in
accordance with guests' needs.

@) Predefined @ Mo ) Free (O Fixed

By default, the system will select the
option NOfor both track 1 and track 2, oo,

both for guests' cards and staff cards.

By selecting the “Free” option in “Guest Information”, the selected track can be encoded upon
Check In.

In the case of “Staff Information”, if the “Free” option is chosen, the selected track can be encoded
when the staff cards are encoded.

In “CIient |nf0I‘matI0n", |f we Se|eCt | General I License | Site Details I Operator permissions I ‘Workstation | Network‘
the "Pl‘edeﬁned" Opt|0n the ﬁelds Slt' | Wireless I Commaon Access I Keypad Codes I Extra Fields | 150 Tracks | Anti-passback

. . . Track 1 Options :
uated directly below will be activated.

Client Information : Staff Information :

Opening these fields gives one the © ©fFree @ Predefined | | OMNo  © Free O Fixed
option of using the track to encode
the information on Room, Expiry,
Grants, Free or Fixed we wish to have
available on the guests, in other
management systems of the hotel (for Expiration L. Staff Information :

example in the Restaurant, etc.). Free @ © Predefined | @ No O Free O Fired

Fixed
If the “Fixed” option is selected, a new
field is displayed in which we can
record the hotel guests' code we wish
to control.
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| General I License | Site Details I Operator permissions I ‘Workstation | Network‘

| Wireless I Commaon Access I Keypad Codes I Extra Fields | 150 Tracks | Anti-passback
In “Staff Information”, instead of the Trak 1 Options

"Pred eﬂned" Optlon’ there |S the Client Information : Staff Information :
“Fixed" Option, 2] @ Free ® Predefined © Mo @ Free @ Fixed

If this option is selected, a new field is
displayed in which we can record the
hotel staff code we wish to control.

L

Track 2 Options :

The leed 0pt|0n Can aISObe.SeIeCt- Client Information : Staff Information :
ed in “Client Information”, inside the ® @ Fee @ predetined | | | ® Mo  © Free @ Fited
“Predefined” option.

| General | License | site Details | operator permissions | workstation | Network |

| Wireless I Common Access I Keypad Codes I Extra Fields | IS0 Tracks | Anti-passback
Track 1 Options:

Hotel code for Energy Saving Device:

If magnetic intelligent energy savers )
are used, track 1 is reserved for them. L
The “Hotel code for energy savers”
identifies a unique system code for
the energy savers.

Track 2 Options :
We recommend using a d|ffe rent Client Infarmation : Staff Information :
Code for each hotel. [5] ) Free ® Predefined @ No ) Free @ Fixed
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L.3  REPORTS

The “Reports” menu allows generating and printing what has been defined in the locking plan,
that is to say, users lists, doors lists, locking plans for users, etc.

“ ” H ] s o * 2
To access the “Reports” screen, in the = & A tl“«
Setup Menu of TESA Hotel, click on @ Hanage users 24h . o
“Re po rts”. Check-in Copy Guest
Jlﬂ Manage Doors
Gigy Time Zones 6 ":\\ Py 1
\[/ =
- .
}-) Access Matrix Special Credential Mngnt
Key/Cards
C{J‘@ Manage logins
@ Setup Reports % :
e
a
{§} R User Activity (Programmer (PP
LR )
The following screen is displayed: User list
All the types of reports which can be Time zone list
printed are displayed on this screen. DsC list
Holiday list
Doors farm
There are three different types of pro- Users form

cesses to be followed in order to print
successfully, depending on the type of
report selected. Each of the three
types is explained below.

Access door matrix

Access user matrix

| Byeint | [ ook |

Doors List, Users List (Type 1)

If the Doors List or Users List is select-
ed and the “Print” button is clicked, a You want to :
screen is displayed where three op- @ Output to printer

tions are shown: () Export to ASCI file
. ") Export to Excel file
e Output to printer

e Exportto ASClI file

| X cancel| | ok |

e Exportto Excel file
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If the option “Output to printer” is se-
lected, a screen is displayed with a
preview of what will be sent to the
printer.

By clicking the “Print” button, the infor-
mation is sent to the printer configured
for this purpose, which can be modified
with the “Printer Setup” button.

If the option “Export to ASCII file” is
selected and the “OK” is clicked, a
window is opened which allows
selecting the doors (or users) you
want to be displayed on the list. By
default, all the doors (or users)
selected are displayed.

After selecting the doors (or users)
you want, click “OK”.

After clicking “OK”, a window is
displayed requesting the location to
which to save the “Doors.dat” (or
“Users.dat”) file.

If you wish, the name of this file can be
changed.

If the option “Export to Excel file” is
clicked, something similar to the
previous case happens, that is to say, a
window is displayed for selecting the
doors (or users) you want and, after
making the selection and clicking
“OK”, another window is displayed for
selecting the name and location of the
file to be saved.

|1F) | ke >¥ S8 H& o= |

 Thumbfiails | search Results |

m

ERSERNEOREERE

<

1 not selected
1| Manager

==

11 selected

[ cleaning 1

i} Cleaning 2

[ cCleaning 2

[J Head Receptionist
i} Maintenance 1

(1 Maintenance 1

i Maintenance 2

(1 Maintenance 2

i Manager

Group

Technology

Export to ASCI file

. . < Local Disk (C:) » TesaHotel » Dsta v [ 44 [l 5earch Data o
Organize * New folder =~ @
Name ° Date madified Type Size '

No items match your search,

File name:  [TERE

Save as type: IText file (".DAT)

2]

* Hide Felders

Save Cancel

Youwant to:

() Output to printer
(7) Export to ASCI file
@ Export to Excel file

IXCANCEL] [ ./OKDJ
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Timezones List, Door States List, Holidays List (Type 2)

If, in the “Reports” window, any of

. Door list
these reports is selected: :
User list
+ timezones s, et
e door states list, DsC list
Holiday list
e holidays list, Trr—

Users form

Access door matrix

and then “Print” is clicked, awindow is
displayed showing a preview of what
will be sent to the printer.

Access user matrix

[} Report Preview : ealichfes

The window showing the preview |[[ZEL | &€= —¥ 3§ H& o

allows configuring the printer with
the “Printer Setup” button.

Time Zone List FEers | l

In order to print, click the “Print” but-
ton.

m

Using the corresponding buttons, you
can conduct searches for specific
pages and texts, which allows you to
select what you want to print.

Pagelof1

It also allows saving reports, in *.QRP e L
format, as well as opening other Qumvioe T Mo ke - @
reports which have been previously iy
. backup
saved. | backupManager
| Data
This is done with the “Save Report” J, doserver
and “Load Report” buttons, respec- ek
tively.
ks
File name: -
Save as type: | QuickReport file(*.QRP) v]
248 V10/2017 R
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Doors Form, Users Form, Locking Plan for a Door, Locking Plan for a User (Type 3)

If, in the “Reports” window, any of

. Door list
these reports is selected: e
SEr1IF
e doors fOl'ITI, Time zone list
e usersform, st
Holiday list
*  locking plan for a door, poortom
* locking plan for a user, Users foum

Access door matrix
Access user matrix
and then “Print” is clicked, awindow is
displayed which allows selecting the
forms (or plans) you want to be dis-
played on the report.

On this screen, the doors (or users) 35 not selected 4 selected
whose forms or locking plans you (ﬁ"rfg""ij‘”;
orrigor {
want to see are selected. 0 Corrdor 3 (5] Firoom 101
%Elevator — f0Room 102
Garage 1
. . “ " Garage 2
After the selection, click “OK”. E‘:@High

ﬂ-él\"lain

£giRoom 101-5afe

%% Room 102-5afe

RIRoom 103

Group
Product Type

Door Type

Model 1

[XCANCEL] [ ' Ok
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After clicking “OK”, a window is dis- ||| J[H | = ¢m = )
played where the preview of what will Thumbiais | search Results| i
be sent to the printer is shown. z

le\
=
i
In
i
i
[}

Just like in the previous cases, it is pos-
sible to conduct searches, configure
the printer, save the report or load an-
other one which has been previously
saved.

In order to print the report, click E— - —
“Print”.

In order to exit without printing, click ~
“Close”. =

57% Pagel of 2

TESA
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CHECK-IN PIN

The Check In PIN functionality is available for Wireless V3 devices (locks and wall readers) with a

keypad.

In addition to the usual proximity card as a credential for opening electronic locks, in the Wireless
system, and only for devices with a keypad, the system allows for generation of a keypad code
during Check In to the room, which will be valid in the door throughout the time the room is
occupied by the guest. The system automatically sends the guests an e-mail informing them of
the PIN code of the keypad which provides them with access to their room, and of the date/time

of arrival and departure for their stay.

The PIN code is cancelled automatically on the day/time of the Check Out. In this way, guests can
open their lock using both the card and the keyboard assigned to them.

Configuration of the database

1 Check that the “Manage wireless
doors” option is activated in the
“System Setup” menu, “License”
tab.

2 The “Pin Code” field of the “Door
Data” tab in the “Doors list” menu
is locked by the system. In it, the
Check In Pin code will appear when
itis created.

| Wireless I Common Access I Keypad Codes I Extra Fields I ISO Tracks I Ant\-passback‘

| General | License | Site Details I Operator permissions I ‘Workstation | Network‘

Site code AAAAAAAA

Amount of licenced doors

@ Upto7s ) Up to 150

@ Mo limit

Hardware in use
Me(hani(al cylinder
Magneti(swipe reader

Proximity standard
() Prox 15693
(@ MIFARE

Prox/PIM Prox

() DESFire

Manage UoC RFID data
Manage Wall Reader Updaters
User cards read: User activity log
User cards write: Access lavel

Manage Wireless doors
Ing for wireless doors

Frequency @ 368 MHz ©

7262 @ 50 kbps

915 MHz

© 25 kbps

Update frequency 00m 10s

902 MHz RF Channel 0

© 12 kbps

|:| Manage cabinet locks

Manage anti-passback

Enable Maobile App and eMail alerts
Automatlcally update Mabile Apps

@ Tast

_ Production

Group

Suite 305

Floor3

HW Version 04.94
. TypeR4SDF W

Product Type
Door Type
Model 1

Model 2

Door Control State

Commaon Access :

(A XX RN
EEEEEL]

x
e
[N

Open Time

e s S U e

LA LN

b}
2
B

ar3
"' Cleaning 3

[] Activate “Escape-Return” feature

Lock Wireless Prox. Spy /D v
® suite

T Wireless address
~] 34 [zss085132

4

121438

[] Register internal handle use
Allow REX push buttc felay 2| Inactive
[ Privacy mode overrides passage

Indefinite

n
Corridor 3 Door anti-passback :

@ None

o} suite 305

39 doors
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| Wireless I Common Access I Keypad Codes I Extra Fields I IS0 Tracks I Ant\—passback‘

. . . General | License | Site Details I Operatar permissions I Workstation | Metwark ‘
This “Pin " it-
3 S COde Ceises to be ed t" Site Mame TESA Hospitality Alias Hotel
able as soon as the “System Setup .
“ ” “ R Contact eMail :
menu, “General” tab, “Activate e localhost
Check In Pin” is SG'GCtEd. Data File : Ci\Tesa Hotel\data\DATA.FDE
From this moment on, the “Com- Language (150 alpha-3) Week format
mon Keypad" fleld W|“ be for the @ iwENG (47 Deutsch () Suomi () Magyar () Norwegi() Espafiol B :1;\.:::;2:

exclusive use of the functionality
Check In PIN, and it cannot be mod-

|f|ed manua”y DIndicate privacy mode active
Purge system log automatically Purge every [1-365) 30 days

(7) Czech () Dansk  (C) Frangais () Italiano () Svenska () English

Purged data location :
C\Tesa Hotel\Data

|:| Show deleted users that still have active key or cards

Guest Configuration
Cwerrides privacy mode Unlocked by time zone :

DPassage mode Default expiry time: 12:00
Manage activation date for clients Default pre check-in time : 12:00

[E1] st est's Key/Card
Activate Check In pin
¥ N P

4 In order for use of the keypad to start in the wireless lock, an extra configuration must be
added to the lock/reader: activate a change of “PIN Code” state in the “Hours” menu.

Access the “Hours” menu, “States”

Time Zones
tab and create the new change in
state, in the example “PIN Code”. e
Once this change has been as- SRR o FCEaE
signed to the locks, it will activate MAIN Allow Passage mode
the keypad in them every day of 1200 o

the week at 12:00 pm (on the
drop-down menu, the mode is
called “PIN Code” = Keypad acti-
vated). After activating this mode
in the lock, as well as allowing the
keypad to be used, this lock will
continue to function with the
proximity cards, as it did before
the state was assigned to it.

_i__  Hold Unlocked [ | mon TUE WED
First User Unlack

. _ ypad mode
i Standard Locked k O o L WED

Card = PIN
——  Dual User [ | mon TUE WED

FIM + Card

MON TUE WED

MOMN TUE WED

MON TUE WED

After creating this change in state,
it must be assigned to all the locks
in which we wish to activate the
functionality (one by one or all at S

once by means of the “Batch” |

Door data | common access

Name Suite 305 HW
button-option), in the “Doors” Group Floor3 L T
menu, “Door Data” tab. Product Type
Select the lock in question and i Sk ==
H “ ” L Maodel 1 -
assign the “PIN Code” door state ot -

. . . Wir
you just created in the previous S &
Step to It. Commaon Access CORRIDOR L

MAIN

. Open Time 4

171488 [T Register |
DAIIowREXpush butte Relay 2 :|Ina

|:| Privacy mode overrides passage

DActi\rate “Escape-Return” feature Indefinite
TESH
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The “Batch” button allows you to
assign the “PIN Code” state to
several doors simultaneously.

After completing assignment of
the new state to all the locks, if
they are already initialized, they
will be automatically updated by
the Wireless system. If they have
not been initialized, the Portable
Programmer must be loaded and
the doors initialized.

On the locks, use of the keypads

iy oo D

a Floor0

Door data | Comman access |

Mame. Suite 305

36 not selected
EgiRoom 201-5afe
‘T Room 202
EfRoom 202-5afe
‘I Room 203
E@iRoom 203-5afe
‘ Room 204
EgRoom 204-5afe
‘T Room 205
EgRoom 205-5afe

3 selected
8 fsuite 303
7 suite 301

can begin (“Check In PIN” state) as
from 12:00 pm on the day in ques-
tion. If this time has already
passed, we have to wait until 12:00
am the following day. If we want
use of the keypad to start on the
same day, when creating the
change in state we must select a
moment later than the time when
we know all the locks will be up-
dated when their clocks reach said
time.

Group
Product Type
Doar Type
Model 1
i@ Cleaning3
o " Corridor3 Model 2
>-@ P suit
o8 s
off”
39 doors
Fh Door List
4 Floor0

[ Group

[F1Model 1

[F model 2

[] Door Control State PIN Code -
[] common Access : CORRIDOR.
) caendar '%!F‘
[] Open Time
[C] Common Access

B Cleani Common access o oked booked Specify at card

By default:  No Yes

5.0.85.132

internal handle use

39 doors

n
: Safe @ o
oom Swimming pool @
. Garage @
oom i =
4. Floor3 LT @
-® " Cleani Floor1 @
-8 corrid Floor 2 @ -
N ite 3
b-& ¥ M| Foors @ -
o8 i3
of?
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Use of the Check In PIN functionality from the Reception software

The system randomly and automatically assigns a 6-digit PIN code to the lock during generation

of the Check In.

In the “Check In” menu, one can see
the automatically-generated PIN
code. The PIN code will automatically
be sent by wireless to the lock imme-
diately.

If during Check In the guest's e-mail is
keyed into the “E-mail address” field,
said guest will receive an e-mail with
the name of the hotel, the room num-
ber/name, the dates of activation/ex-
piry and the PIN code of the room.The
texts that appear in the e-mail for
these fields can be personalised, as
shown under point 12 on page 256.

For the web server of the TESA Hotel ap-
plication to send out the mail, a mail
server must previously have been con-
figured in its setup menu (consult sec-
tion "Configuration of the E-mail Server”
on page 38.in chapter "D - Setup").

Here are some examples of the mail
that reaches the guest (example of
mail to mobile phone and example of
mail to Outlook):

Check In Pre Check-in
Rooms
Multiples
Number of nights Date Time
1 valid to:  28/02/2018 12:00

Valid from:  27/02/2018 17:10

Keypad code: 350560 [J] Extended access time

E-mail Address L\\)

1 % Encoded copies: 0

QOXANVQ "D.ifosxW1314

[BLUESEA Hotel] -
< Room access... m

Room keypad

BLUESEA Hotel gives you a warm
welcome and wishes you a
pleasant stay

Room: Suite 305

Valid from: 28/02/2018 13:20:00
Until: 01/03/2018 12:00:00
Keypad PIN: 350560

e - >

& [BLUESEA Hotgl] - Room access inform... EHEI:\@
File Edit View Tools Message Help &

¢ & w L X O O
Reply Reply All Forward ~ Print  Delete  Previous MNext
From:
Date:

Subject: [BLUESEA Hotel] - Room access information: Suite 305

Room keypad

BLUESEA Hotel gives you a warm welcome
and wishes you a pleasant stay

Room: Suite 305

Valid from: 28/02/2018 13:20:00
Until: 01/03/2018 12:00:00
Keypad PIN: 350560

254
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CheckIn g [ = ]

When we click on the “Encode” but- Checkin PreChedcin

ton, two options are displayed for se- Rooms Suite 305

lection: Multiples

¢ Local Card (encoding of a standard
proximity credential in the prox- i e e =
imity encoder connected to the 1 valiato: 28022018 [ 1200
USB port of the PC). Valid from: 27/02/2015 17:10

e Assign PIN: creation of the PIN
Code for the guest of this door (if
the “E-mail address” field has been
completed, an e-mail will also be ffcim e ==
sent to the guest with their PIN
code information).

Technology

DLocaI Card
Itis possible to select either technolo- [l Encode FIN
gy or both, without distinction.

! 7o

Copies 1 & Encoded copies:0

&
Encode I
i 14 i

CheckIn Pre Check-in
Rooms

| Multiples

Mumber of nights Date Time
1 Valid to: 28/02/2018 12:00

Walid from: 27,/02/2018 17:10

Keypad code: 350580 ended access time

5 In the TESA Hotel software, the
random PIN code sent to the lock
and the guest's e-mail address can
be checked by accessing the
“Doors” menu, “Door Data” tab,
“PIN Code” field.

Door data | common access

Hame Suite 305 HW Version 04.94

Group Floor3 =5 tyRe ReSDE W

Froduct Type Lock Wireless Prox, 5py /D =
Door Type ® Suite

Model 1 -
Model 2 T wireless address

Doar Control State [Pm Code <)) (25085132 -

Common Access :

350560 [] Register internal handle use

T TRilow REX push buttc Rlay 2 : | Tnactive

[7] Privacy mode overrides passage

] Activate “Escape-Return” featurs || Indefinite Duration (L4 min} :[1
a- Floor3
L8 Cleaning3
1)

- s
]

. Corridar 3 Door anti-passback : @ None  (JEmtry () Exit ‘

Jap— [ Copy I Lﬁaatm Emt] [ 88 Find I [g Mamx] [ W oK ]
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6 When performing the Check Out of a room (either automatically or manually, because we wish
to delete the guest before the expiry date of the original Check In), the PIN will be deleted from
the system and updated immediately in the lock by wireless, and the PIN that was being used
until then will be invalidated.

7 The Check In PIN function is not available in the “Guest Copy” menu.

8 If a Pre-Check In is performed, the PIN code will be activated automatically in the lock on the
date and at the time set as the start date for the guest's stay, that is, when going from Pre-Check
In to Check In.

9 A Check In PIN invalidates any possible card encoded previously by means of Check In of the
previous guest for this room.

10 A PIN-only Check In can be performed. If the Local Card and Assign PIN options are selected,
first of all the credential will be encoded in the Proximity Encoder and then the system will
create the Check In PIN.

11 In a lock in which the Check In PIN is activated, if electronic privacy is enabled from the inside,
said electronic privacy does not restrict access to any user (guest or common staff PINs) who
tries to open the door using only the keypad code. Before showing the green door open signal,
the keypad signals that electronic privacy is set from the inside by means of brief red flashing.

e
h I h | C\Tesa pp! |
12 The mail texts sent to the guest —_— =
automatically can be modified so || e Do sm  neveie =-0 e |
as to customise the Welcome X Favorites Name Size Type Date modified
B Desktop || messages.properties 30KB PROPERTIESFile  01/03/2017 11:59
message, for eXampIe .. Downloads || messages_cz.properties 26KB PROPERTIESFile  24/06/201613:25
| Recent Places || messages_de properties 31KB PROPERTIES File  24/06/2016 13:25
__ messages_dk.properties 30KB PROPERTIESFile  02/12/2016 12:45
9 Libraries | messages_en properties 30KB PROPERTIESFile  01/03/2017 11:49
[%) Documents || messages_es.properties 31KB PROPERTIESFile  01/03/2017 11:58
J? Music | messages fi.properties 34KB PROPERTIES File  08/12/2016 8:23
il Pictures __ messages_fr.properties 30KB PROPERTIESFile  01/03/2017 11:59
i Videos | messages_hu.properties 33KB PROPERTIESFile  15/12/201615:48
|| messages_it.properties 35KB PROPERTIES File  24/06/2016 13:25
1M Computer | messages_nl.properties 25KB PROPERTIES File  24/06/2016 13:25
’3’-—, Local Disk (C:) __ messages_no.properties 30KB PROPERTIESFile  07/12/201613:29
| messages_se.properties 29KB PROPERTIESFile  14/12/2016 12:45
€ Network

The file to be modified is in the following location:

C:\Tesa Hotel\appServer\glassfish4\glassfish\domains\TESA_APPSERVER\messages
(C:\Tesa Hotel is the directory in which the application is initially installed)

Open the “messages_es” file

(Properties-type file) if you wish to R

modify the texts in Spanish (_es), B Q[ Qe | oo

and search for the text lines that | =" &

appear on the adjacent screen. et s o ‘
The texts displayed after the “=" can Sernyen s oy s e n L S TRCRI
be modified to appear in the e- mail Sarte o il pin: duor=soom 0
that is automatically sent to the S e g e

guest during the Check In PIN. B -

For other languages, open the
messages file of the corresponding
language (_en: English,

_fr: French, etc.).

TESA
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From:

. . . Date:
Here is an example is the mail re-  7°©

CEiVEd, with the texts that can be Subject: [BLUESEA Hotel] - Room access information: Suite 305
modified in blue.

Room keypad

BLUESEA Hotel gives you a warm
welcome and wishes you a pleasant stay

Room: Suite 305

Valid from: 28/02/2018 21:00.00
Until: 01/03/2018 12:00:00
Keypad PIN: 396149
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L.5  WIRELESS APP

The TESA Hotel App allows hotel staff and guests to open the Wireless locks remotely from their
smartphone, simply and safely.

During the Check In of the room and now via an e-mail from an end user, with which they have
registered in the App, we can send a push notification to the smartphone with the user's credential.
The credential will add the doors with wireless locks the user has access to into the App. The key
will automatically disappear from the App when the expiry date is reached (or after completion
of Check Out).

As well as the usual proximity card as a credential to open electronic locks, the Wireless system
allows generation, during Check In, of an e-mail with the credential for dispatch to an e-mail
account with which the user has registered after downloading the “TESA Hotel” App from any of
the markets for Android or iOS. The App user will receive a notification that will add the key to the
App to open the Wireless locks. This key on the App will be valid for the door for the time the room
is occupied by the guest (or upon expiry of the staff credential).

Configuration of the database

| Wireless I Common Access I Keypad Codes | Extra Fields I 150 Tracks | Anti-passba(kl

| General | License | Site Details | Operator permissions | Waorkstation I Metwark ||
Site code AAAARMAAA
« ” uy ” Amount of licenced doors
1 Inthe“Setup” menu, Llcepse tab, bl R S
ChECk that bOth the Manage Hardware in use Proximity standard
Wireless doors” option and "Auto- e e
. . “« Magnetic swipe reader @ MIFARE
matically update Mobile Apps“ op- (7] Prox/FIN Prox © DESFire

tion are activated. = e

Manage \Wall Reader Updaters
User cards read: User activity log
User cards write: Access level

2 AISO Check that the “PI‘OdUCtion" [¥] manage wireless doars Update frequency 00m 10s
ﬁeld iS tiCked polling for wireless doors ﬂ

Frequency ® 868 MHz 0 915 MHz © 902 MHz RF Channel 0

1262 @ 50 kbps 25 kbps 0 12 kbps

Manage cabinet locks Enable Mobile App and eMail alerts
Automati(ally update Mabile Apps

Manage anti-passback
) Test @ Production

TESA
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Use of the “Wireless APP” functionality from the Reception Menu

Before a key can be sent to a smartphone, the user (either a guest or hotel staff) must download
the “TESA Hotel” App from the markets and register in it with an e-mail address, preferably one
they can manage from the same smartphone onto which they have downloaded the App.

To download and register in the App, consult the end user's guide, “Quick Guide for Downloading
and Using the TESA Hotel App”.

To send the credential to the App, after the end user has downloaded it and registered, follow the

steps indicated below:

1 Configure a mail server in the Setup menu of the Web Server application (consult the section
"Configuration of the E-mail Server" on page 38. in the chapter "D - Setup").

Rooms Rooms
Watipis Watipis
Number of nights Date Time Number of nights Date Time
i vaigto; 20zz0is [H 1200 i Vg ta: o030 [ 1200
vatig trom: 270272015 (] 1310 vatig trom: 28022015 [ 1200
“ n” “ n
2 In the “Check In”, “Pre-Check In”,
" ) “" )
Copy Guest” and “User” menu, a
Keypad code: 215311 7] Extended access time Keypad code: 251628 (] Extended access time

new field is displayed, called “E-mail
address”.

In this field, type the user's e-mail @mo D

. Copies 1 @ Encoded copies:0 Copies T 3 Encoded copies:0
(guest or hotel staff) to which the
push notification will be sent.
Eeme=
TR e
- CLEANING Data mm_cummun access
& Cleanin 91 MName Head Receptionist
Number of nights Date Time @ Cleaning 2 Technology Key Care
1 vatidto: 022018 [{] 1200 i Groun P
Valid from:  27/02/2018 1310 (] card D 7CBA9E0L
4 MANAGEMENT
() Head Receptionist| . E-mail Address N
- Manager
Keypad code: 200850 [ Extended access time
Vil to nonus (@ 20
Vit from wozms [ 210

Keypad code:

Gy 5D

Copies 1 & Encoded copies:0

12 users
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o TR e

[ cwean | echecin | Croain | Pecheccin |

3 Afterfilling in this field with the e-mail

address, it is recommended you
check whether the e-mailfuser of the

Number of nights Date Time Mumber of nights Date Time.

App to whom the credential will be : : —
valid from: 01/03/2018 [ 11:10 validfrom: 01032018 [ 11:10

sent has downloaded the App and

has registered correctly using it, using

this same e-mail address. To do so, g
before sending the key, check by | R
pressing the button [43].

E-mail Address rjhonson@mail.con] | @ E-mail Address  rjhonson@rmailcom @

The system will perform a quick
on-line check to see whether that | |

e-mail address|user is capable of — =

receiving the credential on their  ___________
App or not. ,

e | Prechedn |
Rooms Suie308
Wt

Number of nights Date Time
1 Validto: 02/03/2018 1200

Vet rom ovwsiane [ 110

Keypad code: 7 Extended access time

— |
v I ==
Unknown errar !
E-mail Address rjhansen@mail.com| &
Copies 1 & Encoded copies:0
P El p -

TESA
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CheckIn g =] Checkin ; =]

Groan | prechecein | Croain | Pecheccin |

4 After performing the check (which

H indi Wt Mtles
is not indispensable), we proceed

to encode the credential.

Number of nights Date Time Number of nights Date Time.
t valid to; 02/03/2018 1200 1 Valid to; 02/03/2015 1200
Vet rom ovwsiane [ 110 vaiaton: ouo30i8 [ 1120

After completing the e-mail field,
“E-mail Address”, and clicking on = e
the “Encode” button, two options

[tocal Card

will appear for selection: o

)
.
— Local Card (encoding of a stan-
dard pI‘OXImIty Cl‘edentla| |n the E-mail Address um:m@vmamm E-mail Address mhv:vn@rmawwm )

proximity encoder connected N
to the USB port of the PC). | |-

— Wireless App: dispatch of the

credential to the guest/staff 0
user of the door/s in question. e

o

It is possible to select either tech-
nology or both, without distinction. o e
p Vit ozmazors | [ 1200

vatgrom outvants | [B 150

Keypad code: [] Extended access time
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G4/ 3G’4 & 17% 10:59 10:59
5 If the encoding is correct, the key + | I
will be sent to the App on the smart- @ TESA Hotel 1059
phone registered and the user Wi” New requirements for instalation: BLUE SE..
receive a push notification on the
screen, as shown in the example.

Gd3Gd 2

.
When the grants for installation of | st
the notification are accepted, the :
TESA Hotel App will open auto-
matically, asking for permission to
add the new “Installation”/key.

After installation of the key has
been accepted, the user can now
utilise the App with their key to
open the doors they have access TR T
to.

Add Site

A new site will we added: BLUE SEA
HOTEL

CANCEL OK

For information on use of the App, see the “Quick Guide for Downloading and Using the TESA
Hotel App”.

— Espanol: wwww.tesa.es/hotel_app_guiausuario

— English: www.tesa.es/hotel_app_userguide

— Francais: www.tesa.es/hotel_app_guideutilisateur

6 The procedure is the same for sending the staff keys to the installation employees (staff cards),
accessing the “Users” menu of the TESA Hotel software configuration.

7 When performing the Check Out of a room (either automatically or manually, because we wish
to delete the guest before the expiry date of the original Check In), the App credential will be
deleted from the system and updated immediately in the lock by wireless, and the guest's
access via the App will be invalidated.

8 Ifa Pre-Check In is performed, the credential will be activated automatically in the App on the
date and at the time set as the start date for the guest's stay, that is, when going from Pre-Check
In to Check In. In this way, the user does not receive the push notification until the date/time of
Check In of their key.

9 A new Check In invalidates the key of the App (as does a new encoded card).

TESA
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4+ CLEAHING Data | Options | Common access|
---@ C\:anmg 1 Name Head Receptionist
() Cleaning 2 echnolo &y ari @) Proximi
10 To cancel[revoke a credential of a || * ____E*HL,NZEWGCE } TG,:UPI ’ G
staff card on the App in real time, i caao
all one has to do is enter the Setup -6 Maintenance 2 e
4 MAMAGEMENT
Menu of the TESA Hotel applica- e | et ®p
tion, “Users” menu, and select the Manager NOTEL =
user one wishes to cancel from the 3 st NoTE 2 -
List of Staff Keys, and finaIIy click Valid to: 13/03/2018 210 Encoded copies 0

Valid from: 26/02/2018 2210
on the button (@ . piEl X concercaa

*+i DEL {4 Reports | | » apPLY
p— Copy | |FBatch Edit| | = matrix | | @] Find v ok

The software will display a confir-
mation message when the action
has been completed.

Sending data to the mobile of email r.jhonson@rmail.com ...

V102017 263



TESA Hotel manual

Use of the “Wireless APP” functionality from the Web Server
(only for staff cards)

This section describes how to send staff keys from the Web Server via the internet browser (it is
not possible to send Check In - Guest cards).

In this case, when the cards are sent from the Web Server or the user's App, they do not behave in
the same way as if they had been sent/encoded using the reception software. In this case, the key
sent to the App as a staff card does NOT cancel a staff card of the same user in the event that one
is encoded previously.

1 Adding and checking a wuser

through their e-mail. ASSA RBLOY tanguege: [N ] b
To do this, first of all access the e ——— =
user menu of the Web Server by e

Password:

entering the URL address of the
Web Server's user menu into the
internet browser.

(for example: https:/[/localhost:8181\TesaHotelPlatform).

Access with a user and password with a level valid for encoding or modifying users of staff
cards/keys.

Cancel Ok

2 Access the “Users” menu, “Mobile Name G

ASSA ABLOY
” i i L—_ camer Prodmiy NOTEL
app user” field and type in the e-mail

Group MANAGEMENT - NOTE 2
of the user of the staff card. — E T
User ID:
To check that the user has regis- o Dl
tered on the TESA Hotel App cor-

rectly, click on the “Refresh” button
$| & @,

W,

To see how to register a user on
the App, consult the “Quick Guide
for Downloading and Using the
TESA Hotel App” document.

£

I I I I I I I IF IF 1

Mobile aDP USET: [\eagrecpi@blueseanctd | o | # | @
Cleaning 1 Open Blocked N

Cleaning 1

B Export Data

Cleaning 2 Expiration (MM/ddAYWYY: | 03/13,2018 | @ || 22120

Cleaning 2

o Activation (MM/dd/WW): | 2,26/2018 | & | 22:10 s
Mainenancel | SSER RIS swimmi

Num. Copies 5
Maintenance 1 Carage
Mamenancez | TN [ I
Maingenance z | Disabled
Floor 1

Head Reception  Audit Opening

Head Reception Floor 2
No overflow:

Manager

Manager Madify Locking Plan: . "1

Antipassback:
Updateable

Update Period: - Days | Hours

If the user is not registered cor-
rectly, a “Stop” icon will be dis-
played next to the e-mail address.

Mobile app user: ~

mymail@assabloy.com e »

If the user has already downloaded
the App and registered correctly,
an “Ok” icon will be displayed next
to the e-mail address.

Mobile app user: ) gaztanaga@tesa.es o F AN

@ =
3 To send the key to the user's App, B ‘
click on the “Send” button.

The Web Server will show the
correct dispatch of the key to the
App with the message “Operation
Correct”.

Operation success
Changes hawe been saved

TESA
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L;'J » @

4 To delete/eliminate a key on the vh
App from the Web Server applica-
tion, click on the “Revoke” button e
of the user to be deleted. jr——

A confirmation message will be
displayed; accept the revocation.

The key will be deleted from the
user's App.

A Do you want to revoke the Mobile key? i

Yes No
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ASSA ABLOY is the global

leader in door opening solutions,

dedicated to satisfying

end-user needs for security,

safety and convenience

v

wESH

ASSA ABLOY'

We are one of the largest manufacturers and suppliers worldwide of closure and
access control solutions for hotels. Leaders in the hospitality market: hotels,
student residences, geriatrics... We offer the unique electronic locks system with
an integral solution. We are backed by 30 years of experience in developing
electronic systems for hotels.

In TESA ASSA ABLOY we devise products that have allowed us to expand and be
present in more than 70 countries, offering our quality and cutting-edge services
to the global market in the 21st century. We do not stop thinking about the
necessity of our clients and work on the development of the systems of the future:
our ideas are destined to revolutionize access control systems in the hotel world
as they are known today. TESA ASSA ABLOY is an accredited brand after more than
75 years, whose range of electronic products (locks, wall readers, safes or
electronic cylinders) is complemented with a complete catalog of mechanical
products including panic exit devices, mechanical cylinders, security locks, knobs
and handles, door closers, electromechanical and electromagnetic solutions and
armored doors.

We have developed a complete access control system for the hotel that offers an
intelligent, safe, friendly, reliable and elegant evolution.

TESA ASSA ABLOY always one step ahead.

Talleres de Escoriaza S.A.U.

Barrio de ventas 35
20305 Irun
Gipuzkoa - Espaiia
T:4+34 943 669 100
tesalocks@tesa.es
www.tesa.es/hotel

We reserve the right to make technical modifications. Version: TESA Hotel software User manual 09 2017 EN
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